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arranges for the Chancery bag to be collected.
triplicate, accompanies each bag

A/A. C. S.
25/5/43.

Re: red (7), the following note sets out briefly the
procedure now followed by this Government in transmitting
Secret official mail.

In accordance with the arrangement recently made with
H.M. Consul in Montevideo, all secret mail is forwarded
’air mail1 from Montevideo. It is enclosed in two envelopes
the inside one being fully addressed and marked "Secret", and
the outer fully addressed only. The mail is then placed
inside a bag which is sealed and addressed to the Chancery
Montevideo. This bag is then handed over to the N. 0. i/c
for transmission to Montevideo in Admiralty mail bags which
are weighted and carried on the bridge of the vessel. A
receipt for this bag is obtained and filed, in the Secretariat
I understand that on the arrival of the vessel at Montevideo,
all the Admiralty mail bags are collected by the Naval Attache
who presumably
A Way Bill, in

(lol
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Office,
Pl. note 96 and do as requested in para 2
in future nlesse.



1

99.

H.C.S.

97b.

1. We comply.

Ton covers are used at the moment - one will be used in future.

labelled with red cross on reverse ofBag is made up, sealed and

label.

X. Way Bill at 97c will be produced by Consul as we send him one

from here?

Usually by Captain, "Fitzroy” to British Consul, but we have

sent by Charter vessel (foreign). The latter should be

discontinued unless a responsible British subject is travell

ing on the vessel?

/ 2J.10.54
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My 1232B dated 27th July 1941,

¥'
Scheme will come into force

forthwith. Secret matter will he divided into 2 categories

most Secret1 and Secret*  »Most secret matters will he conveyed

hags should he stowed on hoard so as to enable them to he jettisoned 

Private or non-confidential matters must NOT be to a minimum

included with any secret matters.

1808A/3

H.C.S

BojdJj or Table to be used for
Recyphering or Recoding.

10/39. B. & S. Ltd. 61-5092.
(i/sAtj—w kaaA/feissS SoOm pai

Initials of Cypherer
or Coder.

at FIRST PRIORITY in emergency. This category will be restricted

 .in eyeletted bags marked with a broad RED diagonal stripe> These

Forwarded with reference to my 381 A as above
mail when forwarded to my Office may be divid

Time of Recei
Cypher or Co

NAVAL OFFId
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From the Secretary of State fur the Colonies.
To the Officer Administering the Government of
Circular Telegram Saving. FALKIbAUU ITU
17th January, 19U2.

SECRET.

In the interests of security arrangements have
recently been made for the Admiralty to take over from
the General Post Office the despatch abroad of such secret
mail (other than air mail) of Government Departments in
this country as cannot properly be transmitted through
normal postal channels. Similar arrangements have been
made for dealing with inward secret seaborne official
mail from abroad, and Colonial Governments having such'
mail for despatch to this country should communicate
with the nearest British Naval authorities in regard to
the arrangements for its despatch. At the first port of
call in the United Kingdom the mail will be handed over
tu the local naval authority fur distribution to the
addressees.

2. Official mail despatched in this manner must
comply with the following requirements:-

(a) Matter for despatch must be enclosed in
nun-water tight bags, which must be clearly labelled
to their final destination and marked with a
departmental reference so that they may be readily
identified and their movements recorded. A

(b) The bags should be accompanied by a recuififej®
form, in duplicate, une copy of which will be re/
by the naval authorities and one copy will be
and returned tu the originating authority. /

(c) If there is not sufficient matter to war'
the use of a bag a paper cover should be used.

(d) These bags or packages are to be divided • j
into two categories, Most Secret and Secret. As H
Masters of conveying ships are being informed that
bags of the first category are tu be jettisoned in an

'emergency, even at the risk of life, it is essential
that nothing but most secret matter should be included
in them. In order that the authorities concerned
know which bags contain most sccre’t matter the l^gfl
or covers should, be plainly marked, with a broad^
line. Bugs of the secund category will, if p*-
be destroyed in any emergency, but at second
after bags of the first category*  .
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No 286.
TELEGRAM.

From SECRETARY. OF . STATE FOR THE. COLONIES..

HIS EXCELLENCY THE GOVERNOR,lo

Despatched: 28th. October.

Received: 29th. October.

42. Time: 08.17.

IP L]2. Time:

Circular No 165^ SECRET. Repeated to Colonial Supply Liaison No. 777-
In view of certain recent incidents it has been decided on security grounds
that the practice of sending SECRET or MOST SECRET Official Documents
abroad by ” Safe hand of the Officer ” must cease forthwith save in cases
where exception is specially authorized by the permanentjhead of a
department or a chief of staff at home, or abroad by head of a shipper
administration , a Commander in Chief, the head of a Diplomatic Mission
or a High Commissioner. Please arrange accordingly.

SECRETARY OF STATE.I. D. C. 0



Downing Street,

circular.
23rd March, 1943.

3HCRHT.

Sir,

With reference to my predecessor’s
secret circular telegram No,165 of the 28th of
October, 1942, I have the honour to inform you
that further consideration has recently been
given to the arrangements for the transmission of
most secret and secret official documents ’’outside
the U.K.”. I enclose a memorandum embodying
certain rules which have been drawn up for the
guidance of all Departments of His Majesty’s
Government and of the Fighting Services both at
home and abroad.

2.- Much of the correspondence passing
between the Colonial Office and Colonial
Governments which is marked ’’Secret” in compliance
with Colonial Regulations, falls outside the scope
of the rules embodied in the enclosed memorandum
which are designed specifically to safeguard, in
the light of the special conditions arising out
of the war, correspondence containing information
which might be of value to the enemy and correspond
ence which it is not desired should fall into
the hands of allied or neutral foreign Governments.
The references in the enclosed memorandum to

The Officer Administering
the Government of

most

FALKLAND ISLANDS



most secret and secret correspondence should be A
interpreted accordingly, and the precautions r
described should be strictly applied in all cSs'ks^
in which it is necessary to guard against documents
falling into enemy hands or becoming liable to
foreign censorship.

3. I have to request that with effect from
the date of the receipt of this despatch the \
precautions described in the enclosed memorandum
may be adopted forthwith in connection with a]\l
most secret and secret correspondence falling into
the categories described in the preceding paragraph.
In the case of outward correspondence from the
Colonial Office the new procedure will be adopted
forthwith, with the exception that it is not
proposed to commence the telegraphic acknowledgement
of mails forwarded in accordance with that procedure
until I have received your telegraphic acknowledgement
of this despatch. Mails despatched from the Colonial
Office will continue to be numbered serially for
identification purposes, and an indication will
continue to be given in cases in which the previous
mail or mails have been despatched by a slower route.
It would be appreciated if a similar practice could
be adopted in the case of mails addressed to the
Colonial Office.

I have the honour to be,
Sir,

Your most obedient, humble servant,

OLIVER STANLEY.



MEMORANDUM ON THE ARRANGEMENTS
FOR THE TRANSMISSION OF ’’MOST SECRET” AND

’’SECRET” OFFICIAL DOCUMENTS "OUTSIDE - THE- U. K” .

1. The expression "outside the U.K.” is to
he regarded as covering all transmissions to and
from the U..K. and all transmissions outside the U.K.,
except transmissions within a British oversea territory.
Eire is to be regarded, for this purpose, _as non-British
territory. ’’Official documents” include any writing
dealing with official matters, whether originating from
an official source or from some outside agency engaged in
official work-.

2. It is important that the classifications "Most
Secret” and "Secret” should be correctly applied, as if a
mass of correspondence which is not really of a secret
nature is thrust on a service of limited capacity., there
is always a risk of delay to. important secret documents.

3* Exceptional cases <:>f transmission by safe hand.

As iiidicated in CXuLonial Office^Secret circular
telegram No-X65 of the 2/3-th of October 2, the .x
transmission outside WO U.K. of most/Secret and seci^et
official/aocuments by//”safe hand of zJfficer” is fp^bidden
save in the excepti/mal cases mentioned in that/telegram.

’The only cases in/which the method of transmission by safe
hand can be justified are those/in which the/urgency of
the transmission of the document outweighs pmy risk
Involved in sending it by 'a Son-approved ipcWod. In such
cases, the /roll'wing conditions must be satisfied

(a) Thu document shall be placed in a bag,



If carried, by or over the sea the Jb_ag—shall be •
weighted. When/'the transmission is overland such
precautions as/are1 practicable shall ^e taken to
ensure the' destruction of Xne bag in an emergency;
whenever possible the officer carrying the bag
shall be accompanied .by/an escort.

he written consent of the appropriate authority
shall be produced to the censorship or other
competent authority and (in the case of consents
granted overseas) a copy shall be forwarded to
the Headquarters of the issuing authority in London

are observed./

The bag shall be sealed by the despatching
authority which, in the case of a journey
touching at b'r over, or close to non-British
territorya/shall »e ('.wherever available)
the Foreign Office or their representative.

c authorities concerned
documen and

of loss.

/cord shall be kept by t
ficient to identify- the
ticulars' of transmission in cast

The? bag shall when carried ‘in a BritJ sh ship or
aircraft be entrusted/ to the British captain or
pilot, as the case may be, under conditions
designed7 to ensure its destruction in an emergency.
At all other times,/ throughout/its transmission
the ba shall remain in the .c stody of a/British. .
officer selected tyy the despatching or arrying
authority, who will be respo iblo to
authority appointing him fop ensuring/that these
rule' , and any others that may be laid down' for

guidancehi

A r
su
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4. Standard precautions to be observed in the
transmission of "Most Secret” and “Secret”
documents.

In all other cases of mails containing most secret
and secret official documents the following precautions
must be observed;-

(1) By the originating authority;-

(a) The document should be enveloped and sealed.
It is not essential that double envelopes should
be used. The visible env .^ope should be marked
“Most Secret” or ”Secret< as the case may be, and
should bear in appropriate cases a priority marking,/
i. e. , ’’Most—Immediate”, ’’Immediate” or ’’Important”.
(b) The envelope, which should also show-the
originating authority, should be clearly addressed,
and should bear an identification number (the shorter
the better) by which its subsequent history can be
traced.

(c) A register should be kept of the identification
number/

/"The priority marking ’’Most Immediate” should be —
used only with the permission of a responsible
officer. Each originating authority should issue
instructions as to which officers may grant such
permission. In the Service Departments such an
officer should not be-below a Director, and in other

originating/



number, addressee, and any other particulars
required to trace the document.

.. c

(d) A receipt should be obtained when it is handed
over to a despatching authority.

( By the despatching authority;-

(a) Documents should be forwarded in separate
bags* * according to their priority.

originating authorities an officer equivalent
to this rank.

* For small numbers of documents carried by
aircraft flying over the sea a weighted
receptacle may be used provided it is too
large to be placed in the pocket.

(b) The office of origin, date of receipt,
identification number, priority marking,
addressee and number of the bag in which
the document is forwarded should
bo registered.

(c) Schedules of all documents in any bag should
be prepared, two copies being enclosed in
the bag, and another being retained for
record. The schedule should show the
priority marking, if any, of the bag.

( d) The/



(d) The label should hoar a priority marking
in appropriate cases.

(e) The hag should he eyeleted and (when for
transmission over the sea), if possible,
weighted.

(f) The hag should he securely tied and -scaled,
preferably with a lead seal. Labels
should be of tough material with double
string eyelets.

(g) The bag or bags consigned to each addressee
should be entered on a separate way-bill or
equivalent document, which should be handed
to the carrying authority^

(h) A receipt should be obtained when the bag is
handed over to a carrying authority.

(3) Carriage

(a) From the moment when a sealed bag leaves the
despatching authority it should be continuously
in the custody of a British subject answerable
to the despatching or carrying authority.
During carriage by road or by rail in a foreign
country or by sea on a foreign ship, the British

subject/



subject concerned should he escorted by a
Security Officer or guard in order that the
hags may at no moment he left unattended.
During carriage hy British ship or British
aircraft the British subject concerned may
he the Captain of the ship or aircraft.*

* An exception to this rule must temporarily be
recognised in the case of the United States Army
Air Corps Ferry Service from America to Australia.
/ Full use should he made of destructor canisters
when it is possible to use them on aircraft flying
outside the United Kingdom.

Such precautions as are practicable should
be taken to ensure the destruction of the
hag in an emergency, and the British subject
in whose custody it is placed should be made
aware of his duties in such event./

(c) The despatching authority must be satisfied
that the carrying authority is in a position
to conform with the standards-, laid down above
before entrusting to the carrying authority
hags containing secret matter.

(d) The/



(d) The carrying authority should, obtain a
receipt when the bag is delivered, to the
authority to whom it is addressed.

(4) Delivery,

When a bag is delivered at its final
destination to the authority to whom it is addressed; -

(a) Its seals and general condition must be
examined.for any signs of tampering.

(b) The contents must be checked against the
schedule contained in it and any
discrepancy reported by telegraph to the
originating authority.

The receipt of the bag in good order must be
notified to the originating authority by
telegraph. One copy of the schedule should
also be returned to the originating authority
with an indication of the date of the receipt
of the documents mentioned therein.

(d) Each packet .must be delivered to the
addressee under conditions of proper
security, and a receipt obtained.
Delivery of ’’Most Secret-’- matter must,
of course, never be effected through the

- post.

5, ^®njaral/



5, G-ener al.

In cases in which most secret and secret
documents are transmitted by sea, the
method of transmission adopted should he
that indicated in Colonial Office secret
circular saving telegram of the 17th of
January, 1942, In cases in which it is
desired that the documents in question are
to he forwarded hy air, they should he sent
hy one of the air services operated hy the
.Air Ministry or hy the 3.O.ArC.

6. Strictly speaking, diplomatic immunity can
only he claimed in neutral or allied countries
for hags despatched hy the Foreign Office
or its diplomatic missions*  So far as
practicahle, therefore, most secret matter
should not he despatched hy any route which
passes through a neutral or allied country.
It is not possible, of course, especially unde??
war conditions, to guarantee that any method
of carriage will he immune from risk, In
particular, it should always he borne in mind
that, owing to limitation of loads, bags carried
hy air can seldom be weighted; and that
therefore there is an unavoidable risk of bags
falling into the hands of the enemy in certain
circumstances. For this reason transmission
by air must be regarded as less safe than
transmission by sea. Against this must be
weighed the overwhelming convenience of this
speedy form of transport. The solution to
this equation cannot be embodied in any

general/
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It has been assumed above that the only
documents conveyed ’by bag are of an official
nature, easily recognisable as such. There
arc cases, howeve.r, where official matters,
often of the ’’Most Secret'1 nature, ace dealt
with in ”private” letters. It is the
responsibility of the originating authority
to ensure that any such ”private”lettcr, which
is in reality semi-official, bears an
identification numbe;
of an official nr
traced
should

general rule: the risk must be balanced
against the advantages of speed in each case
by the originating authority, who must
indicate to the despatching authority any
restrictions in regard to the method of
carriage which they wish to Impose in any
particular case.

dealing
to gravi

abuse, It is admissible only when space
permits, and in the case of the Colonial
Service the privilege is extended only to
Governors, High Commissioners and others of
similar statuse It is for the originating
authority to take steps to ensure that

private letters are not
packets, and it is the r
despatching authority to
correspondence of a pure'
not forwarded by bag uni



(a) the requirements of the Censorship have
been met:

(b) space is available after all official
matter has been disposed of.

9. Transmission of other correspondence.

The transmission of official documents below
the category ’’Secret” should, whenever possible, be
made by one of the approved methods referred to abovb,
subject to priority for secret material, but
circumstances may arise when it is necessary for
officers to carry such documents with them. So far
as departures from and arrivals in the United Kingdom
are concerned, such documents will not be impounded
by the censorship officers or other competent
authorities at the torts provided -

(a) they are carried in a sealed envelope or bag
bearing the recognisable seal of an
ppropriate originating authority.

(b) the officer produces a certificate to the
effect tb it the documents in the sealed
envelope or bag do not include any of a
’’Most Secret”, ’’Secret” or ’’Private”
character0 Such certificate shall be
signed b a responsible authority.
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TELEGRAM.

From  SXX HIS EXCELLENCY THE .GOVERNOR. M.P. 68/U1

To..........SECRETARY OF STATE FOR THE COLONIES.

Despatched: 22nd. May 19 ^-3. Time : ..........

Received: 19 Time :

No. t!7_. SECRET. Your despatch. 23rd. Ear ch Secret Circular

Transmission secret mails received.

Governor.

Cypher Office.



TELEGRAM.

From HIS EXCELLENCY THE GOVERNOR. -

Tf) SECRETARY OF STATE FOR THE COLONIES.

“ 2/1. P. 68/U13
Despatched: 9th June 19 10. Time: ....

Received: 19 Time :

No*  131. SECRET. Your Circular Despatch Secret 23rd 2/larch

Secret documents 2/iail No. 12 received intact.

I.D.C.O.
GOVERNOR.
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TELEGRAM.No*  2 03 * ——u-.._u -ii, in... . N

From. SECRETARY OF STATE FOR THE COLONIES*® .....................................

To HIS EXCELLENCY THE GOVERNOR*  M*P,

Despatched: 30th June 0 19 43. rime: 18.10.

Received: 1st July 19 43. Time 

Circular No. 53. Secret. 0

As from July 1st I shall use 4 different prefixes for indicating

degree of secrecy attaching my correspondence and consequential degree of

security to he observed in handling it. Order of priority prefixes are

(a) Restricted (b) Confidential (c) Secret (d) Most Secret.

In general prefixes (c) and (d) will retain their present significance;

prefix (b) will Indicate informationcontained would be of some value to

the enemy without being gravely dangerous; and p refix (a) will indicate

that the correspondence in question should only be published or

communicated for official purp- oses a Desp atch follows containing a

more detailed description of the objects and purp oses of these new

p refixes.

2. Similar security classification should be adopted by Colonial

Governments forthwith.

3. Above classification is specially designed for security purposes

and does not repeat not affect existing numbering or marking of Despa

Secret or Confidential under Colonial Regulations for purp oses o/fof

than security vis A vis the enemy.

Secretary of State.
‘ F

C .0. In and Out.
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TELEGRAM.

From. HIS .EXCELLENCY THE GOVERNOR.

To SECRETARY OF STATE FOR THE COLONIES. M.P. 68/41.

Despatched: 6 th July 194:3 • Time :

Received.: 19 Time :

No, 146. SECRET. Your Circular Despatch Secret 23rd March. Secret

documents Mails No. 8, 10, 15 and 17 received intact.

GOVERNOR.

I.D.C.O,

Cypher Office.
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TELEGRAM.

From HIS EXCELLENCY THE GOVERNOR.

No. 171

Tg SECRETARY OF STATE FOR THE COLONIES.
____________ ____________ ___ M.P. 86/42.

Despatched'. 30th August 19 43, / me t

Received: 19 1 ime:

Your Circular Despatch Secret 23rd March. Secret documents

Malls No. 48 of 1942 9, 16, 18, 19, 20, 22 and 25 of 1943

received intact.

I.D.C.O.

GOVERNOR.
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TELEGRAM.

From HIS EXCELLENCY THE GOVERNOR .

SECRETARY OF STATE FOR THS COLONIES.
To .................................................................  

Despatched : 19 43 Time •I7th September

Received: 19 Tima

Your Circular Despatch Secret 23rd

26 received intact

March. Secret

Documents Mails Nos. 21, 23, 24 and

No. 186.

Governor.

I.B.C .0
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TELEGRAM.

205.

jrrom HIS EXCELLENCY THE GOVERNOR.

SECRETARY OF STATE rDR THE COLONIES.
To

____________________________ M .P . 68/41.

Despatched: 4th October ^43. Time:

Received: 19 Time:• • • • . ••••» ••••• • ••<>.

Your circular despatch Secret 23rd March.

Secret Documents Mails Nos. 6, 27, 28, 30 ,sch£ 31 and 32 

received intact.

Governor•

I.D.C.O.



• Decode.
TELEGRAM.

No. 556.
------------ Brom SECRETARY OF- STATE FDR - THE-COLONIES .

To HIS EXCELLENCY THE GOVERNOR. M.P. 68/41.

Despatched: 5th October 19 43. Time: 17.50.

Received: 6th October 19 43. Time: ....

Unnumbered. With reference to your Telegram No. 205. Please

check and repeat between mails and 27.

Secre t ary of S 5ate .

Tr? and Out Code .

<•<



Decode.
TELEGRAM. M.r. 68/41.

From. HIS EXCELLENCY THE GOVERNOR .

Tn SECRETARY OF STATE FOR THE COLONIES.

Despatched: 6th October 19 43. Time:

(\.^ Received:  19 • • • • Time: 

Unnumbered. W R Y 7 5th October Unnumbered fourth to ninth

groups should read 47175, 6I4I9, 13544, 94549, 74362

83012 error regretted.

Governor•

G.T.C
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TELEGRAM.

J^rom HIS EXCELLENCY THE GOVERNOR . M.P. 68/41.

SECRETARY OF STATE FOR THE COLONIES.

Despatched : 22nd October 19 43 . Time :

Received :  19 , , , Time : . , . . .

Your Circular Despatch Secret 23rd March.

Secret Documents Mails Nos. 33 and 34 received intact.

Governor.

I.D.C .0
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TELEGRAM.

From... His... E xc el 1 ency... the Gove rn or.

„ Secretary of State for the Colonies.Io ............
________________________________ Iv!. p. 68/41.

19 43 • Time .-••••Despatched: 12th November

Deceived: Time :

YourN o. 231. ur despatch 23rd March Secret Circular.

' Secret Documents Mails ribs. 29 and 36 received intact.

Governor.

I.D.C.O.,



CIRCULAR
Downing Street,

SECRET
2Jrd July, 1 943

Sir,

With reference to my Secret circular telegram of the 30th June, I
have the honour to inform you that from the 1st July, 1943, revised arrangements
have been adopted generally in this country for the classification of official
documents from the point of view of security, i. e. the safeguarding of
information which if disclosed might be of value to the enemy either directly
or indirectly. These arrangements are shewn in Appendix III of the enclosed
Memorandum.

2. You will see that four categories have been introduced, namely
’’most secret”, ’’secret”, ’’confidential” and ’’restricted”, and that all
documents which it is thought should bear a security marking will be classified
in one of these categories, in accordance with the definitions contained in
the memorandum. The appropriate classification will appear at the head of the
document.

3. If the system is to work satisfactorily its adoption must be
universal: and I therefore requested in my circular telegram under reference
that you would adopt forthwith a similar security classification. The Service
Departments have introduced the revised classification throughout their Commands
both at home and abroad.

4. In this connection, I would invite reference to Colonial Regulations
Nos. 1154 which relate to the classification of despatches passing between
Colonial Governors and the Secretary of State, and the treatment v/hioh has to
be accorded locally to such despatches. The new classification mentioned above
need not, I consider, entail any amendment of these Regulations, which concern
primarily the relations between a Governor and his Executive Council and were
not framed with the limited question of "security” (in the sense in which it is_
used in this despatch) in mind. In any case sub-paragraph 4 of Regulation 145
forbids the Governor, without the express authority of the Secretary of State,
to communicate secret despatches to any person other than such members of
His Majesty’s Service as he considers it essential in the public interest to
consult or inform. This prohibition would apply a fortiori to documents markfe?
"most secret”. I should, however, be glad if you would arrange for any |
despatches which are addressed to me, and which fall within the category f
’’most secret”, as defined in the enclosed memorandum, to bear the marking f
"most secret”. Similarly, any such despatches emanating from me will be so /
marked.

5. Although the preceding paragraph is written in terms of the
classification of despatches between the Secretary of State and Governors,
the security treatment to be accorded to the various categories of documents
referred to in Appendix III of the memorandum must clearly be applied to all
forms of correspondence, not only between the Colonial Government and the
Colonial Office, whether by despatch, telegram, semi-official letter or other ,
means, but also to all other correspondence on the subject, e.g. corresponded
between one Colonial Government and another, or between the Colonial Gover^TeJ
and the local Naval, Military and Air Authorities, or even between diffeE^dj
departments of a single Colonial Government. Moreover, care should bed
in all such correspondence to avoid referring in any document to the ed
features of another of a higher degree of security classification. id
no doubt arrange for appropriate instructions to be issued to member^B
Colonial Service in regard to the proper treatment of such correspond
from the point of view of security. d

6. It will be appreciated from paragraph 1 of this despatch tliaSHd
arrangements outlined above have been made with security cons ide ratiord

The Officer Administering d
the Government of

FALKLAND ISLANDS



in mind. It may well be that for other reasons it is desirable to make
"secret” or '’confidential” certain documents not covered by the definitions in
the enclosure to this despatch, e.g. papers regarding proposals for new
taxation, political reform or personnel, and it is not intended that the new
proposals should interfere in any way with this practice, or with the present
practice of numbering despatches where appropriate.

7. I think this is an appropriate place and tine to suggest that you
might profitably institute a general survey of the security arrangements at
present in operation in the offices of the Government which you administer.
Now that he has lost the initiative in the general conduct of the war, the
enemy may be expected to intensify his efforts to obtain all and any
information which may enlighten him on our resources or our intentions. He
will no doubt attempt to turn to his own advantage the natural and enthusiastic
interest which everywhere is being shewn in impending events and developments.
I think it is the duty of everyone, then, at this stage of the war to exercise
all the restraint he can muster in both seeking and imparting information;
and in both the spirit and the letter to observe, respect and, where possible,
improve the rules of security which ought to cover the conduct of official
business. In view of the widely differing circumstances and conditions of
Colonial Governments, I hesitate to offer any detailed recommendations on
practical methods of achieving departmental security, although with the help
of the Security Panel of His Majesty’s Government I should always be glad to
advise any Government on any specific problems they might put to me. The
rules and general guidance given in Appendix I and Appendix II of the enclosed
memorandum, which was prepared for the use of members of the Colonial Office
and Dominions Office, may, however, prove of some use to you in instituting,
in consultation with your Security Advisers, a general review and perhaps
revision of existing arrangements. I expect you have well in mind the fact
that all security measures tend to become stereotyped with a consequent loss
of efficiency; and you may be able in some measure to prevent this process by
periodical revisions and variations in the measures you adopt and in the
persons charged with their execution.

I have the honour to be
Sir,

Your most obedient, humble servant,



CONFIDENTIAL Copy No. 486
C.O., D.O., S.P.l.

SECURITY PRECAUTIONS

(This notice does not, of course, apply to ordinary domestic Office matters of no
interest to the enemy')

The Prime Minister has said: "No one, in whatever position, should
regard it as in any sense a. reflection on his prudence, if a plan is only
communicated to him partially, or not at all. Everyone must be made to
realise that the only way to keep a secret is to insist ruthlessly on the rule that
only those are told who must be told. Everyone should take pride not in
how much knowledge of future plans he can acquire, but in carrying on with
his work without asking unnecessary questions or expecting to be told more
than is required for the task he is called on to perform."

2. All members of the staff must use the utmost discretion about security
matters, since leakage might help the enemy by revealing to him what is intended
or what is known, or how it is known. Rules should be observed but the
exercise of common sense is paramount. The more important security rules
are reproduced as Appendix I to this notice ; certain reminders as to correct
procedure are attached as Appendix II ; and in Appendix III there is reproduced
a memorandum issued by the Treasury showing the classification of official
documents from the point of view of security.

Establishment Branch,
Colonial Office and

Dominions Office,
June, 1943.

APPENDIX I
OFFICE SECURITY RULES

1. Under the Official Secrets Acts, it is an offence for any officer to disclose,
otherwise than to an authorised person or in the course of his duty, any matter
or information which he has obtained or to which he has access owing to his
official position. This covers disclosure in any form, whether orally or in
writing, and applies not only during the period of service, but also when that
employment has ceased. It is also an offence that an officer should retain
any document in his possession or control when it is contrary to his duty to
retain it, or that he should fail to comply with official direction with regard
to its return or disposal, or should fail to take all reasonable care of it, or so
conduct himself as to endanger its safety.

2. Whilst the Joint Establishment Officer as Security Officer is responsible
for the security arrangements of the offices generally, a personal responsibility
attaches to every member of the staff. Administrative officers and the heads
of sections bear a special responsibility in respect of the staffs under their control.

Secret Papers
3. (i) Never take official papers, especially of the MOST SECRET category,

out of the office unless it is absolutely necessary to refer to them elsewhere,
e.g., at a meeting.

(ii) If you have to take official papers away from the Office, keep them in
a locked box or pouch when you are not actually working on them, and keep
them with you throughout your absence from the office, unless you can arrange
for the box or pouch to be kept in a safe.
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(iii) Never read official papers in the public rooms of clubs, crowded railway
carriages or other public places.

(iv) On no account leave a locked box or pouch containing official papers
in a railway carriage, in a taxi-cab, or in an unattended motor car.

(v) When you leave your room, lock up all secret papers. Do this yourself
and do not leave it to someone else.

(vi) Officers should ensure that visitors to their rooms are not in a position
to read documents.

(vii) Be sure that documents are so placed that they cannot accidentally
fall into the waste-paper basket; blow out of the window ; get mixed up with
documents of a lower degree of secrecy. Security and tidiness go hand in hand.

(viii) Don’t use the backs of secret papers for notes which may get attached
to non-secret files or be otherwise circulated.

(ix) Secretaries of committees should ensure that no secret documents are
allowed to remain in committee rooms at the close of meetings. Notes made
on scribbling pads may contain secret matter.

(x) If secret documents are lost, the matter should be reported at once to
the Joint Establishment Officer, even if the document is found before the
report has been made, since it may be important to know whether there has
been any opportunity for the particular document to be compromised.

(xi) From time to time MOST SECRET documents are circulated to named
officers of the department marked “ personal.” This direction should be
scrupulously respected. If the officer concerned wishes to pass the papers to
someone else he should first consult the person who originally circulated the
papers.

Custody of Boxes and Keys

4. (a) Boxes. The security of a set of boxes and keys can be compromised
by want of care in the custody of boxes whether empty or containing papers,
and by want of care in the custody of keys. Numbered boxes must not be left
lying about in empty rooms, at night or at weekends.

Before officers leave the office at night or for a day off, any numbered boxes
which may be in their rooms must be locked up in a press or returned. Notices
are being provided for officers to place on their desks when they leave the Office
for the evening for a day off, or to go on leave, to prevent incoming boxes
from being left in their rooms during their absence.

(b) Keys— From the security point of view, the ideal arrangement is that
keys should not be taken from the Office but should be locked in a press or
safe, the key of which should be securely attached to the holder’s person.

The Joint Establishment Officer should be notified immediately in the
event of the loss of a key.

Telephones
5. Really secret matters should never be discussed on the telephone. If

it is necessary to refer to them, do so in terms which would not be understood
by an enemy.

General
6. Be especially cautious in public places where your conversation may be

overheard. Even if you wrap up your conversation by veiled allusions, these
may reveal something to a stranger who is possibly possessed of some
information^ Resist the temptation to correct someone who may be talking
nonsense.

3

Secret Waste
7. Secret waste may include spoilt and superfluous copies of secret docu

ments of all kinds including telegrams, spoilt drafts, and blotting paper which
may have reflected secret matter ; also shorthand notes and carbons.

It should be understood that for the care of any secret waste which may
come into his hands, the individual officer is responsible until the waste
has been handed over to an authorised messenger ; that waste-paper baskets
cannot be given any degree of protection ; and that until handed over to the
authorised messenger, the waste should be kept under lock and key at all
times, either in cupboards, presses or desks. Special paper bags may be
obtained from the Office Keeper if desired, but these bags must be kept
under lock and key and are not convenient for use unless they can be given
plenty of space.

The Messengers authorised to collect this waste are, in the case of the
main building, the Established Messenger in charge of the particular floor ; in
the other buildings, the Head Messenger.in Charge. Messengers will visit rooms
twice a week for collection, or at other times if the individual officer will indicate
his convenience. Officers will contribute greatly to the safe custody of the
waste if they will tear it into small pieces.

These arrangements do not apply to the Special Care Section in the
Colonial Office ; the Lock and Key Registry in the Dominions Office; or the
Telegraph Sections and the Telegram Copying Sections in both offices, in all of
which special arrangements are in force regarding secret waste.

APPENDIX II

REMINDERS AS TO PROCEDURE

1. (fl) Keep in touch with the Defence Department and the Military Liaison
Staff (Political or Military Departments in the Dominions Office) where matters
which may affect or be affected by military operations or secret intelligence are
concerned, to ensure, so far as may be, that you do not inadvertently take
some action which looks all right to you but may, in fact, be embarrassing.

(b) A point may arise on a particular file, on which the views of one branch
of the Office are required, when the file contains much highly secret information
of no concern to that branch. You can often get the views of the branch by
oral discussion, or by sending a communication containing only such information
as is relative to the enquiry.

(c) Do not make passing reference to MOST SECRET matters on other and
inappropriate files which have circulation wider and different from the original
file relating to the MOST SECRET matters. Vague reference to “ certain other
factors which can be explained orally,” or words to that effect may suffice.

(d) For MOST SECRET copying and shorthand work in the Colonial Office
there is a special pool (ext. 266) which should normally be used for such work.
In the Dominions Office MOST SECRET copying is done by a permanent officer
under the personal supervision of the Superintendent of Copying. Do not send
a whole file to the Copying Department or Telegraph Section or give it to your

(C49586) B1
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shorthand typist. Often it is enough to send on the draft only, or to release the
last minute sheet on the file. In the Dominions Office MOST SECRET papers
intended for the Copying Department or Telegraph Section should be sent
through the Lock and Key Registry.

(e) Beware of interdepartmental meetings. If the discussion shows that
some present are not conversant with certain secret information bearing on the
point under consideration, do not divulge the information to the whole meeting.
Leave it normally to the representative of the department whose secret it really
is, usually one of the Service Departments. If the discussion shows signs of
going off the rails the best plan may be to pass a folded note to the chairman
or to the appropriate departmental representative drawing attention to the
point.

(/) The circulation of Copies of telegrams or correspondence outside the
Office should be kept under constant review. If a new point occurs in the
course of the correspondence which seems to necessitate a wider distribution
of a series of telegrams, consider whether you cannot avoid widening the
distribution of the series by dealing with the new point in a separate communi
cation to the person concerned with it. There is no need for another officer to
get on the permanent distribution list solely because one telegram in the series
once concerned him.

(g) Be cautious about “ down-grading ” documents and do not place MOST
SECRET papers on open files. The originator of a document is the best judge
of its secrecy category. Remember that an apparently harmless document
may, by implications of which you are (properly) not aware, give away some
thing exceedingly secret. One piece of a jigsaw puzzle does not tell you anything
about the whole picture, but if forty or fifty different pieces reach the enemy
they can be fitted together. The system of MOST SECRET annexes to ordinary
files may be a nuisance to us, but it is probably more of a nuisance to enemy
agents.

(A) A MOST SECRET or secret document should be treated with respect
from the moment it reaches you until it is safely lodged in its (correct) home.
The best way is to take it around yourself. Otherwise send it in a box or an
envelope which is properly closed. A pin is quite useless. So are metal
clippers. An economy label, with your signature on it is probably fairly secure,
but there is no good substitute for a box or personal delivery.

Telephones

2. If you must discuss secret matter on the telephone use one of the specially-
fitted private telephones. (Mr. Thornley, Mr. W. A. W. Clark, Mr. Kimber,
Mr. Thomas, Mr. Lincoln and Lt.-Col. Rolleston have such instruments in their
rooms in the main building.)

APPENDIX III

CLASSIFICATION OF OFFICIAL DOCUMENTS

1. As from 1st July, 1943, the classification of official documents from the
point of view of security will be the following four categories : “ MOST
SECRET,” “SECRET,” “ CONFIDENTIAL ” or “RESTRICTED” in
accordance with the definitions set out below. The appropriate classification 

r o

should appear at the head of all official documents which it is thought should
bear a security marking. There is no obligation or need to re-classify official
documents issued before that date.

2. These classifications are already in use by the Service Departments
and in part by the United States Authorities. They were evolved so as to
secure a common system between the two Allies and it is important that all
Departments in this country should follow the same system.

3. The main object of the arrangements now proposed is to ensure a
reasonable degree of uniformity in the use of Security classifications by all
Departments. In particular, the efficacy of the higher Security markings is
lost if they are abused, and Departments are asked to ensure that the higher
gradings are not unnecessarily employed.

4. Departments have discretion to add words explaining the treatment to
be accorded to documents in each category. This will probably be found
especially useful in regard to the “ RESTRICTED ” category, which will be
found to include Official Handbooks or Books of Instructions, which are given
a wide circulation, but which may not be reproduced in the Press or communi
cated to the general public. Thus, it may be convenient in these cases to add
after “ RESTRICTED ” the words “ Not to be published ” or “ For Official
Use only.”

5. There is a considerable volume of official and semi-official correspondehce
which at present bears no Security marking, although it is clear from the contents
that the letters in question are intended only to be read by the persons to
whom they are addressed and others concerned, and are not intended for general
publication. It is not suggested that correspondence of this type should carry
a Security classification in the future if, in the Department’s opinion, it is not
called for either on Security grounds or for administrative reasons.

Definitions
I. The term “ MOST SECRET ” should be confined, so far as possible, to

the following:—
(i) Plans of future operations.

(ii) Papers giving particulars of the dispositions or impending movements
of our forces, or of convoys, escorts and ships.

(iii) Particulars of the present and future strength of our forces and rates
of production and stocks of major munitions of war, including
critical raw materials.

(iv) A small, but very important, class of political papers dealing with
such matters as negotiations for alliances and the like.

(v) Information, the disclosure of which would make known the methods
relied on by our Intelligence Service, or would imperil our Secret
Agents, and information about counter-espionage matters.

(vi) Information about new secret methods of warfare and munitions of
war, including scientific and technical developments in connection
therewith.

(vii) Cyphers and documents relating thereto.



II. “ SECRET ” documents are documents which, although not warranting
the exceptional precautions applied in dealing with “ MOST SECRET ”
documents, are of such a nature that for security reasons they must only be
disclosed to persons whose duties make it essential that they should have
knowledge of them.

III. “ CONFIDENTIAL ” documents are documents, other than those
covered by categories I and II-above, which are of such a nature that their
disclosure to persons other than those whose duty it is to have knowledge of
them, would cause administrative embarrassment or difficulty or would be
helpful to the enemy, without being gravely dangerous to the national interest.

IV. " RESTRICTED ” documents are documents other than those covered
by categories I, II and III above, to which it is necessary to give a Security
classification, as indicating that they should not be published or communicated
to anyone except for official purposes.

(C49586) 212 7/43



no. 68/U •
(It is requested

that, in any refer
ence to this minute,
the above Number
and the date may
be quoted).

MINUTE.

To
From THE COLONIAL SECRETARY,

Stanley, Falkland Islands.

CONFIDENTIAL.

Hon. S.M.O.

Executive Engineer & O/C.F. I.D.

- z?-\t'U3

Chief Constable

Govt. Naturalist
Postmaster "■
0. i/c Treasury W
0. i/c Education Dept.

20 th_j^ojy&nUe r, j 9 43»

I am directed by His Excellency to circulate for the information of Heads
of Departments the enclosed Colonial Office memorandum on Security Precautions

2. These instructions are intended primarily for use in the Colonial and
Dominions Offices themselves and can only be applied here, particularly in
Departments, in a minor degree. I should, however, be grateful if you would
study the memorandum carefully and take any steps which may be necessary to
tighten up security control in your departments on the lines indicated. In
any case I suggest that the attention of your staff should be drawn to the
quotation from the Prime Minister and the first paragraph of Appendix 1.

Colonial Secretary.

i



coxxwui, omoB >A«r so.i

MQSM-

■

Doering Street,
25*h  Ootobar, 19U3.

Sir,

ffith refer.- .•?« to peragraph 2 <;< ArIK of ths
BocHiTlty Precautions > Lot enclosed in nr Boorot Circular
despatch of the ®3rd July, I her*  th® honour to infom you
that, Bl th ® vl9V to ensuring tl st the prea'Mrtiona token In the
Dnlted Kingdom and the United State*  in dealing with »lollw
docwsata aboil be of a aladlar e.it baa been agreed
with the (halted States authorlt*  >«, as from th*  IM October
19U3» the foTi^'iina shall be the o> /slant maitlaga of official
dooumnte in the respective oa#sSr4ae»~ !

Britiah "Moat Secret*  and •Secret’' '
e«2jaal African "Secret"; )

British "Oonfidejitial*  equals
American "Confidential*;

British “ ’aatrioted*  osxala
Amerxt^ "asatrloted*.

8* It has further been agreed, in order to bring the
Britiob «>?• . d.3fii'.l/. -j line, ikii
the words "reaeons of national oe»;urlV*  . be tubetituted
for the word*  "securltr Mason*"  in the defiAitlan of Britta
"Secret", rhe latter ^poear*  as definition Ho.II in
Appendix XXI of th*  print referred to tixare.

X her*  th*  hoiwur io be,
Sir,

Tour aoat obedient, humble servant.
OJLXVBa BTAVm

Th*  Officer Adainlaierlna
ilto Ooveraacnt of

G i4129



Decode.
TELEGRAM.

/? His Excellency the Governor.

To Secretary of State. ...-M-^P . 68/41.

Despatched: 3rd December 19 43. Time: .........

Received: .......................... ..... 19 . ... Time:

No. 238. SECRET. Your despatch 23rd March Secret Circular.

Documents Mail, No. 35 received intact.

Governor.

Secret

I.D.C.O



Decode.
TELEGRAM.

From HIS. ...EXGELIENCY .THE GOVERNOR .

Tn SECRETARY OF STATE FDR THE COLONIES.
   M.P. 68/41

Despatched: 7th December 19 43. Time:

Received: ............................................ .. 19 Time:..............  

No. 242, SECRET, Your Despatch 23rd March. Secret. Circular.

Secret Documents Mails Nos. 37 and 38 received intact.

I .D.C.O .

Governor.



Decode.

No 27.

TELEGRAM.

From...Secretary..of ..State...

To His Exc elloncy...the Goyernor...

Despatched : 141 h -^e c e mb e r 19 43 Time : 1040

Received: 15th December 19 43 Time : 1030

Circular No 118 Secret with reference to my Despatch of July 23rd
Secret Circular 1943 Security Prefixes. I should like to emphasis
particularly the importance of*  ensuring security of any telegrams

SECRETARY OF STATE.

reported.
shipping movements should invariab
should continue to be encyphered

in which shipping movements'are
All telegrams on the subject of
be prefixed ’’Most Secret” . They
preferably in the Qrre Time Pad.

iy

Colonial Office Out Table.



no. 68/^1• MINUTE. 3X
(It is requested

that, in any refer
ence to this minute,
the above Number
and the date may
be quoted). The Magistrate,

3'1 st December,. ]9 H3*

brom The Colonial Secretary,
S(

Stanley, Falkland Islands.

CONPID/j-/L

I am directed by His /xce?.?ejp tr. ^rarw-'it ,for your infoimation,
„the enclosed. Colonial Office mono randan on . ocurity Precautions,

2. These in© true Mens aiv into. mod. primarily for ucc in tlie Colonial
and Dominions offices themselves and can only be applied here, particularly
in Departments, in a minor degree. should, however, be grateful if you
would study the niem.orand.inn carefully and take ?wpr 'teps which may 'be
necessary to tighten up security comiri *.?•  - ' ■ ?c .. on the lines
indicated. In any g. .se I rrv;£cst . .< r :lcn cl stuff
should be drav.r, to the Quotation fix-:.; the .. id; ic .ir.ister and the first
paragx^aph of Appendix 1.

K. G BRADLEY

Colonial Secretary



Decode.
TELEGRAM.

From.. His Excellency the %yernpr 

To Secretary of State.
   M. P . 68/41

Despatched: 11th Januarv f 19 44 Time: 

Received: 19 Time:

No. 15. SECRET. Your despatch 23rd. March, Secret Circular.

Secret documents mail No. 39 received intact.

I.D.C.O.

GOVERNOR .



Decode.
TELEGRAM.

From... ^is Excellency the Governor.

To. Secretary of State.
M.P. 68/41

Despatched 3rd February, 19 44 Time: .........

Received * ......... ..... ..... 19 Time: . ... .

No 36. SECRET.. Your despatch 23rd March, Secret Circular.

Secret merit mails, Nos. 41 and 43 received intact.

GOVERNOR,

I .D.C ,0



TELEGRAM.

From. His Excellency the Governor.

To Secretaru of State. .
M.F. 68/41*

Despatched: 23rd March, 19 44. Time:

Received : • • • • • ••••• • • • • • 79 Time : • • • • •

No. 88. SECRET. Your despatch 23rd March, 1943, Secret

Circular. Secret Document Mails, Nos. 40, 42, 44, 45, 46 of

1943 and Nos. 1 an$ 2 of 1944, received intact.

GOVERNOR.

I.D.C.O



• Decode.
TELEGRAM.

From... Secret ary . . . o f State......................

To ^is Excellency the Governor.

Despatched: 30th March, 19 Time : 2150

Received: 31st March, 19 44 ♦ Time : 1030

/-\ \\lv' Circular No. 31. Confidential. With reference to my Telegram No*  53
Secret Circular of 194-3*  Security Prefix*

Agreement has "been recently been reached between competent Authority
ies of His Majesty’s Government and the United States Government upon
a corollary system of Security Prefix to be adopted by the Armed and
Civil Services of each country as follows;-

(a) Top Secret. Certain Secret document information and material,
the Security aspect of which is paramount and whose unauthorised
disclosure would cause exceptionally grave damage to the Nation
should be classified Top Secret. (Glassification Most Secret is
withdrawn).

(b) Secret. Document information or material, the unauthorised
disclosure of which would endanger National Security, cause serious
injury to the interests of the Nation erfGovernmental activity

\ thereof would be of great advanta-ge to £ Foreign Nation should be
•\ classified Secret.

(c) Confidential. Document, information or material, the unauth
orised disclosure of which while not endangering National Security
would be prejudicial to the interest.^ or prestige of the Nation,
any Governmental activity or individual or would cause administrate
embarrassment or difficulty or be of advantage to a Foreign NatioJ 1
should be classified Confidential. ..A

(d) Restricted. Document information or material (other than /
Top Secret, Secret or Confidential) which should not be publisM>4fl
or communicated to anyone except for Official purposes should be fl
classified Restricted. fl

2. r^hese prefixes will be introduced in the Colonial Office on H
April 1st and I should be glad if Colonial Government would adopt a fl
similar classification as from that date. A Despatch follows containfl
more detailed description of the objects and purpose of the new Prefixfl
and definition. H

3*  Existing practice of numbering and marking Despatches Secret
or Confidential as established under Colonial Regulations need not be
varied.

* SECRETARY OF STATE.

Colonial Office Out Code.



Decode.
TELEGRAM.

To Secretary of State
XP. 68/41

Despatched: 27th April 19 114 Time :

Received.: 19 Time :

From His Excellency the Governor

No. 120# SECRET. Your despatch 23rd Yarch, 19U3, Secret

Circular. Secret Document ?4ails, Nos. U and 6 received

intqct.

GOVERNOR.

ID.D.C.O



Decode.
TELEGRAM.

From Secretary of State.

To His Excellency the Governor.
M.P. 68/41

Despatched: 29th April, 19 U4. Time: 1220.

Received: 30th April, 19 UU. Time : 1 030.

Circular No. U3. SECRET. Repeated to British Colonies Supply
2/Iission No. 666. 2^Ierchant Shipping falls into three classes of
security viz.

Monster liners and all troop transport. All information about
movements of ships falling within this category should be treated as
"Top _S.e__c.ret” and communications by telegraph should be so prefixed and
encyphered on One Time Pad.

2. All other British and Allied^ships together with requestioned
Danish ships and Swedish or other Neutral States which are chartered to
the British 2/Iinistry of War Transport or United States War Shipping
Administration. All communications dealing with the movements of
vessels in this category should be treated as Secret^ and communication
by Telegraph should be so prefixed and encyphered.

3. Other Neutea.1 ships nojt_chartered to the British or United
States Government’s i.e. Spanish, Portuguese, Swiss, Argentine etc.
The Admiralty instruction now inforce lays down that messages referring
to movements of vessels in this category are to be graded as ’Restricte

/Communications



Communications by telegraph may however he sent in plain language.

This cancels my Circular Telegram No. 118 December 14th*

SECRETARY OF STATE.

COLONIAL OFFICE OUT CODS.



Decode.
TELEGRAM.

From His Excellency the Governor.

To Secretary of State.

Despatched: 23rd May, 19 UU- Time ;

Received:  19 Time: 

Restricted. My Telegram No. 88 Secret. Secret

Document ?/Iails,. Nos. 3? 5, 7? 8 and 10 received intact.

GOVERNOR.

I.D.C.O



Decode. 4°
TELEGRAM.

From H.is...Excellency the Governor.

Secretary of State for the Colonies.
 M.P. 68/Ul

19th July 19 l±l±. Time : 

Received : • • • • • • • • ...... • 19 . . . Time : ..........

No.181. RESTRICTED. Your despatch 23rd March, 19U3

Secret Circular. Secret Document Mails, Nos. 9S 11, 12,

13, 1U, 15, and 17 received intact.

GOVERNOR.

I. D. C. 0



Downing Street,

25th April, 1944

I have the honour to refer to my confidential circuit-:
telegram No*  31 of toe 30th of torch, on the subject of
security prefixes, and to infer? you that the arrangements
described therein arise from ax. igreoment negotiated in Washtojr
in February, 1944 s between Bxto ,.;h and United States
representatives and subsequent endorsed by the Combined Chief'
of Staff*

2® Annex I to this deep?/-’to contains specimen definitior
of the various kinds of matter :xtt ended to be covered by the
four prefixes^ and Annex IX cextoin xulet; for year general
guidance in maintaining the sity o?r prefix ft. docments*

3e I would draw your attrition to the greater degree of
security that should henceforth attach cg docunx^its marked
"confidential”* and to the futes? inclusion to the secret
category of documents to cove:? g xycain natter formerly msrlcea
”most secret”® As you will be r. ?are. however-. from telegram
under reference, no alteration required to the existing
practice of numbering and inarktoy despatches secret or
confidential in circumstances !■• td down toto? Colonial Regulati
It will also be observed that to is generally desirable in so
faz*  as possible to keep all clav z.ified matter constantly under
review and as soon as condition: permit to tivmsfer it to the
lowest permissible categoxy of . Purity prefixes®

I should be interest©:?
able to conduct the genera?, rev:
reooiTsnended in paragraph 7 of ir£
23rd July,, 1945*

to learn whether you have beer
■•7 of your security arrangement
sec.ret citrcu.lar desjpatch of th

I .. ve the honour to bey
Sir,

Tour iticv: ? obfjdieut.. iuwible servants

fho Officer Administering
th® Govo:?nment of

FATjKT- avD tct ands



AKjOX I.

(1) TOP SS?RET

Certain secret domments, information, and material? the
security aspect of which is paramount. and whose unauthorized
disclosure would cause exceptionally grave damage to the nation
should be classified TO? SECRET®

The following are some examples of matter which normally
will be graded TO? SECRET®

ju Plans or particulars of future rancor or
special operations*  

ho P •• rtic»VL?;.r>> of l^oortent dispositions
or- impending moves of our forces or convoys
in comootiuxi with a above*tsru -

Co Very important political documents
dealing vjlth such ma ters as negotiations
for alliances and the like*

dQ Information of the methods used or
success obtained by our Intelligence
Services and Counter-Intelligence
Services or which would imperil secret
agents.-.

e« Critical information of new and
Important ignitions of war, including
approved G-cie^tific and technical developments®

m; p j. ‘ \cul-?.rs of cryptography

2)

? Ix’xV.? on.-, or material> the unauthorized
fisc?-Lim.<' ?■ .< v: ’.d e;?daxxger national security, cause

: ..•• tr?~ .< tore sis or prestige of the nation, or any
"■ ■ . •.• ••••.. •■ ? ox' would be of great advantage to

B f< J sj @ A si . ■ E E 6 L SECR :■■■

The . \J; ’’v ' .acme samples of matter which normally
^111 .oe &;.</. . < -T-

■^. ?:?... /'.r;> o.f operavAoHB in progress^

I;.. plcT.2?'.- ? '.r ■5???':7-/.••?'•' ■•-' /. 7?



■ ....
: ; .' ’ ’ ■ ■■ ■

.;>■ . .■ ;-5 ?.<. ) o;-' 7 / ’ d .'rfu
tr.o ysliAO of «’• <■ ru.v?.v-ho •?•:%<r;;
.rd/- Iz-: ■/.. r?c-‘*u

11 ts 1 nd.ll*  lx fonistion m hap< ?tu3 ; lefei Lhes«

cj.?' of .• ' 7?.

a tl - •• 12 ■ S p tC tfK ■ :^r*

h» .Adverse reports ov. general >.& ?'•.?<■ udi&rldug
; o." cpe ::■n -•;c s<■

• snts « Lons
of urev ■ i septet foz

..>/■ " I ■ : . is ••
installations uudsr our o-'-zrc.-.o.T-.

k.> Certain deve?uo;rsnent

assigned to a lower category *

Docuxients, or . '.L unauthorized
disclosure of whlab,, •?.-.!.!‘.1^ nor national security
would be prejudicial to the In'.er-esi-. er of tho nation
any activity^ an individual, or rould c-suse
sdminietrative eial^axT-e^sHient.c. qi? difficult^;: be of advantage
to a foreign, nation should be C01dnDnMlALP

The following are some
will be graded GO^lDI^TI/iL':

exar^les of which normally

a« Metiers..,- investigations., ano. docuxnents
of a personal and diooiplinery -,he
knowledge of which it is du:•\r.5bl/ to safeguard
fox*  adiib.^iatratlv^ re a so

h*  Routine operational battle uiiich
do not contain ii.^formatioix of vital interest
to the eneifly®

e.i Routine intent gcnco ortsr

General radio frequency ^.locations*
V

&v Military call unless so ecllected
together1 that they xfevo?;2 ths Order <d' Bettie*

go hS^toox-ologicel tefor2i^ticu. of designut^d
area&«

-» 'I ill m ;£ mt of ncn oxe ionsl d ij Cicance
in area& vd/Hur. o./- adjacent v.o operational
theatres^

h« Certain teetzi.cal cn-'. ■ used
r.ud cf

important nci?r ^un5tion-v <:C urv.



i.-> to ci tool lessons 3 earned as o

refute cf operations.-.

:h photographs of territories under
ouv ^cn-.rcl in or adjacent to operational
theatres*

Dc<;nn.:c> • .;3Z l^Cc-•■ .'tion or material (other than TOP SECRET
SBgHlE?., o? which should, not be published.
or etTimUif-ea to anyc:except- for official purposes should

' be classified RESTRICTED,-.

The fell curing ar-; som© examples 6f matter xvhich normally
sill ?-’6 graded RESTRICTED s

a;> Xriforfiyation of moves of non-oparational
’si^ificE’nce in areas remote from theatres
of war*

b.- ’Crftiidng ©nd technical documents for
official u.s«» o’c.'Jy or not Intended for
release to the public*

Co G^:etaln routine documents relating to-
^b;pp?.y and px-C'Cu.?eDe'nto

d< Aexnal of territories -under
oux? control remote froari operational theatres

e» Plrjtographs of enemy, ■ eneqy occurjied or
^.oninated/, areas except those which reveal
secret sources

,f* Strength returns of units remote from
operatIona1 thestre a*



I j.

1« The designation of persoxis responsible for grading and
regrading should be a function of the appropriate authorities*  

2O . Each document should be graded according to its own content
and not necessarily according to its relationship to another
document*  This also applies to extracts from graded documents*  

3* The grading of a file or group of physically connected
documents should be that of the highest graded document therein,.

RE~GRADINCs

IT IS DESIRABLE THAT ALL AUTHORITIES SHOULD KEEP CLASSIFIED
MATTER CONSTANTLY UNDER REVIEW AND TO DOWNGRADE IT AS SOON AS
CONDITIONS PERMIT*

fim^^lTREAT^NTl

5* No person^ is entitled solely by virtue of his rank or
position to knowledge or possession of classified matter*  Such
matter is entrusted only to those individuals whose official
duties require such knowledge or possession-

SECRET*

60 SECRET matter should be handled in accordance with the
following rulesx

(a) The highest grade cryptographic systems
available should be used for the
transmission of SECRET messages*

(b) SECRET documents should he transmitted
only by officially designated courier in
double sealed envelopes*,  the inner one
being marked SECRET 0 and will be opened
only by the addressee or his authorised
representative*  Where officially designated
courier service is not available, SECRET
documents may be transmitted by registered mail
service or mail service superior to
registered mail service.# if the service is
coxnpletejy within national control*

(c) Transmission and custody of these documents
and material should normally be covered by a
receipt system? and registered documents or material
periodically accounted foxv It is of importance
that registered documents be covered, by a receipt
system*

(d) It is the responsibility of the commissioned
officer or equivalent civilian holding custody
of SECRET documents to ensure that all security
precautions are taken to guard such documents
at all times«

TOP SECRET,



7o TOP SECRET matter should be handled in accordance
with the above rules, with additional safeguards as
follows:-

(a) Under no circumstances should such matter
be transmitted by registered mailu

(b) Under no circumstances should messages so
graded be transmitted by electrical means
in the clear®

(o) It is mandatory that transmission and custody
of such matter be covered by & receipt system*

(d) TOP SECRET documents should be handled only
by persons pacifically designated and may
not be disclosed to any person solely by
virtue of his rank or office*

sGOTU?XD]S‘JTIALz,k- -KrcrjstoscxSKrucu

8* CONFIDENTIAL matter should be handled in accordance
with the following rules?

(a) CONFIDENTIAL documents, except registered,
should be transmitted by approved official
means*  Registered CONFIDKNTI.AL documents
should be handled in the same manner as
registered SECRET documents*

(b) It is the responsibility of the commissioned
officer or equivalent official holding custody
of CONFIDENTIAL documents to insure that.
appropriate security precautions are taken at
all times*

RESTRICTED,;

9,, RESTRICTED mattes  should be handled in accordance with*
the following rules:

(a) RESTRICTED documents should be transmitted by
such approved channels as will provide a
reasonable degree of security®

(b) Registered RESTRICTED documents should be
transmitted tc and from foreign _counvri©B
in the same manner as registered SECRET
documents.
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$th /pril« I have the t.onovr to inToOT. ;you that

Colon/ were reviewed
b *9U3«

a y Jjp

t:c j?gr the coloiiies.
IT HOHGuRABLE
Pa G# ST.pJ Mj.-’-rZ 2

SEC/blT A’’d OP

GC VJA ■ 1 S'. / :K? HO 03E j, 

?u, rovAinc to the raaintenancc
xsi\;c’Gory hilt tj’-.e opportunity was

to. circularise all departments stressing the
Inued greatest discretion in all

he ' g

;.o I SI



Decode.
TELEGRAM.

From .Hi s.. Excellency.. the.. Governor.

To .Secretary. of. State for. Jhe Colonies.

Despatched: 12th ugust, 29 44*  Time:

Received:  .... 19 •• • Time:

31. P. 68/44*

WITHOUT PRIORITY. No. 200. RESTRICTED. Your despatch

23rd March, 1943? Secret Circular. Secret Document Mail/ ,

No. 18 received intact.

GOVERNOR.

I.D.C.O



Decode.
TELEGRAM.

From His. Ex.c.ellency... the .Governor.

To Secretary of State for the Colonies.
__________________________ >1. P. 68/41.

Despatched-. 16th August, 79 44- Time: 

Received: • ............. 19 ... Time : 

QUPRIORITY. No. 204. RESTRISTEP. yLy telegram No. 200.

To mails received please add No. 16,

GOVERNOR,

G.T.C.



Decode.
TELEGRAM.

From ..Hi $. Excellency... the ...Governor.

To . Secretary, of State.

Despatched: 5th September, W Time: 

Received :  19 ... Time : . . , . ♦

z~x 0. WITHOUT PRIORITY. No. 212|. RESTRICTED. Your desptach

V"*/  23rd llarch, 1 9U3 Secret Circular. Secret Document Mails

Nos. 19, 20 and 21 received intact.

GOVERNOR.

I.D.C.O



Decode.
• TELEGRAM.

From IIi.s....Ex.cell.en.cy...the..G-pyernor.

To S e c r e ta ry . o f S ta t e.

Despatched’. 29th September, 19 i. Time : 

Received :   19 ... Time: 

g/7 No. 236. RESTRICTED. Your despatch 2Jrd March, 19U3> Secret

Circular. Secret Document Mails Nos. 22 and 23 received

intact.

GOVERN: OR.

I.D.C.O



Decode. 0
TELEGRAM.

From -His. Excellency the Governor.

To The ..Secretary of ...State .
     M. P. 68/U1.

Despatched'. 30th November, 19 4U. Time: 

Received:  19 • • • Time : • • • • •

No. 28U. RESTRICTED, Your despatch 23rd March, 19U3,

Secret Circular, Secret Document Mails,2U to 31 inclusive

and 33 received intact.

GOVERNOR.

I.D.C.O.



To ' Adminj Bering fche Governmen! of FALKLAND ELANDS

Civmilfir Telagpsn Saving.

Sth October, 1^.,
f \

SECRLT

attention has recently been called to the fact that
a number of telegrams origins-w.g and received in this Office
bear the prefixes Top Secret and Secret although thsir

. ' ' . . . '■■■'■'■'■ ■ .
over grading of the 7r:lty of telegrams tends to bring

ixes in < s .- elessnes
in the handling. cf secret matter*  It also causes
congestion s limited s table ft
of this class;

Please ci ; it itl itlon all con ted • the
necessity for- ;xv.cz' ccQformity vdth the r.-’les for ths
lsc of eeoo.?iv/ p./^flaid I;:. cir:.--?.lar
despatch of 2,5th of Apj■ '.?.« I'Skh-

This l?ys io® ths fol/.^wxr?p< : itt._ana g:^<TS
■ &p 3s natter appro

Certain secret docums its, .< •/•a.;, m -•: rial
the
!J.nr.utho??i:r^d

.

'..::■ <.losrre wou*Id
dar^ge to the r-i^;.oh<-

5.s i\>V3z oi ••■;; anc. -'hosa
aas • L ly grave

ents, ixtfo aticn an< the unauthorl zed
dlsclc oj 37hioii an r tyf 3uske
sei '. ous ■ .■ . ■ ■. ■_•■ ' ge . ' ■ ;ha na ti
«;••:? any goverament activity" thereof or would be of great
advantage to z- foreign nation*

Parallel action is being taken h.\ this Off^.cc^



e Decode.
TELEGRAM.

From ...His. Exce lie noy the governor.

7^ Secretary of State*

Despatched: 6th January, 19L\D» Time : • • , • .

Received:  19. . 9 Time:

No*  9* RES TRI CT.ED ■ Your despatch 23rd larch, 19U3» Secret

Circular. Secret Document Mails No. 32, and 3’U to 36 

inclusive received intact.

GOVERNOR.

I.D.C.O



Decode.
TELEGRAM

From... His....Excellency. ..the. Governpr.

To......S eere tary.. of 8. ta t e. UP. 68/41.

Despatched : •18th January? 19 45. Time: 

Received: . . . . . • .. . . . • « . . 19 • • . Time :

No, 22. RESTRICTED* Your despatch 23rd March, 194-3?

Secret Circular. Secret Document Hail 5 No. 38 received

intact.

GOVERNOR,.

IN & OUT CODE.



Decode.
TELEGRAM.

From The...GoyeraorL§...Bep.Ute

To ............Bae.....S..e..c.r.e..t.ary of.....State for. the Colonies*

Despatched: 14 th Larch, 19 45 • Time : 

Received:  19 ... Time: 

Ho. 77. RESTHIQTED. Your despatch 23rd Larch, 1943? Secret

Circular. Secret Document Mails, Kos. 37 and 39 of 1944? and

1, 2 and 3 of 1945? received intact.

GOV.Ah'OR1S DEPUTY.

HI & OUT CODE



COLONIAL OFFICE 22203/2/UU PAGE NO. 1

CIRCULAR

Colonial Office,
Downing Street,

8.V/.1*

let. December, 1944.

Sir,

x With reference to Lord Granborne’s secret
J7circular telegram No« 165 of the 28 th of October, 1962, and

k) / my secret circular despatch of the 23rd March, 1943, I
7 have the honour to inform you that the arrangements for

y/ the transmission of most secret and secret official
documents outside the United Kingdom have now been
re-examined in the light of the changing war situation and
that it has been agreed that some relaxation can be allowed
in the rules which have hitherto been in force*  I shall be
grateful, therefore, if you will substitute the following
for paragraph 3 of the memorandum enclosed in my circular
despatch mentioned above:-

3® Exceptional oases of transmission by safe handA

Where it is impracticable to arrange for the
transmission of top secret and secret documents in
accordance with the rules set out in paragraph 4 of this
memorandum, personal carriage may be permitted on the
written authority of a responsible officer, who should not
be belovz the rank of Captain, R.N., Brigadie??,
Air Commodore, Councillor in the Foreign Office or
Assistant secretary in the Civil Service, and in accordance
with the following principles:-

(a) The document shall not be carried on the person
but carried in a sealed receptacle - preferably
a bag.

The Officer Administering
the Government '

ri 06 7.9 3



COLONIAL OFFICE 22203/2/UU PAGE NO. 2

(b) Th© receptacle shall "be sealed by the
despatching authority® If there is any
risk Of examination by non-British
officials, the receptacle should be sealed
by representatives of the Foreign Office,
except where the despatching authority is
assured that their own official seal will
be respected by any non-British officials
into whose hands.the receptacle may cow9

(c) In transmissions -where there is a risk of
hostile interference, the receptacle, if
the transmission is’cvet the sea, shall be
weighted and if over the land such other
precautions as $re practicable should be
taken to ensure its destruction in an
emergency®

(d) Throughout the carriage, responsibility for
the safe custody of the document will be
that of the officer to whom the authority is
granted® He may entrust the receptacle to
the British Captain of a British ship, or
other such British authority who is, in hie
opinion, competent to safeguard it®

(o) record shell be kept by the authorities
concerned, sufficient to identify the document?
with particulars of transmission, in case of
losso

Where documents are carried by personal carriage in
accordance with the above recommendations on routes where
travellers' censorship remains in force, the written authority
for the personal carriage of the documents should be produced
to the appropriate authorities to enable the documents
concerned to be carried without examination*

I have the honour to be,.
Sir,

Your most obedient,
hunibIs sorvant,

OLIVER 3TAITLEY

C1067S!



Decode.
TELEGRAM. M.P. NO. 68/41»

To XXXX The....Se..c.r.e.t.a.ry.....o.i’....S.t.ate for....the Colonies.

From XXX His. Excellency, the.. Governor

Despatched : 11th April, 1P45- Time:

Received : 19 Time :

No. 104* RESTRICTED. Your Despatch 23rd March, 1943? Secret

Circular. Secret Documents Mails, Nos. 4 and 5 received intact.

GOVERNOR.



Decode.
TELEGRAM.

From- ?is. .Excellency. ..the. .Goyernor.

To Secretary of State for the Colonies,

Despatched: 1 6th May, 19 U5» Time : . • • • •

Received : ................ ...................... 19 .. o Time : • ••.<>

0#
/ No, 139* RESTRICTED, Your despatch 23rd March. 1943 Secret

Circular. Secret Document Mails ^os. 6 to 10 received intact
your

including/Secret Circular despatch of 7th March, 1945*

GUVNE.

G.T.C



Decode.
TELEGRAM.

From His...Excellen.Gy....the...&Pxe.m.o.x>J..

To. Secretary, of ...State ..for.. the....Q.ol.onies.
IvI.P. No. 68/41.

Despatched : 11 th June, 19 U5. Time : ..........

Received: ......... ■•••• ••••• 19 .. . Time : .....

No. 160. RESTRICTED. Your despatch 23rd March, 1943,

Secret Circular. Secret Document kails, wos. 11 and 12 

received intact.

GUVNE.

i

G.T.C



Decode.
TELEGRAM.

To S.e.c.re.t.ary....Q.i....S.t.a.t.e....£Qr.....the....CoIx>nies.

Despatched-. 11th July, 19 Itf. Time: ...

Received : • • • • • • • • • «... 19 . • . Time : ...

No*.  18b. RESTRICTED. Tout despatch 23rd March, 19U3^

Secret Circular. Secret Document Mails, Nos. 13, 1b., 15

and 16 received intact.

G. T. C.
GOVERNOR.



JDecode.
TELEGRAM

From .Jli.9....SAQe.l.l.?/AlQX...yi§...Ajoyern.Q.r.x.

To The Secretary of State for the Colonies.

Despatched'. September 20th 19 h.5 Time: ,,

Received: ............................................19 . . Time : , ,

ho. 251. RESTRICTED. Yom’ Despatch 23x-d Larch, 1;UJ, Seeret

Circular. Secret Document Mails Los. 17 to 25 inclusive- received

intact.

GOVERNOR.

G.T. 0.



Decode.
TELEGRAM- m.p.68/41.

From ..........His ..Excellency the Governor.

The Secretary of State for the Colonies.

©

Despatched: January 9 th pg U6 Time:

Received: 49 • • Time

No, 13. RESTRICTED. Your despatch Secret Circular 23rd March

1943*  Secret document mails Nos: 26 to 379 39 and 42 received intact.

GOVERNOR.

G.T.C



Decode.
TELEGRAM. 68/M •

From. His Excellency the Governor.

To .The ...Secretary of State for the Colonies.

Despatched: 18th June, 7946 Time . • • • •

Received : 29 Time : 0 • • 0

180. Your Despatch 23rdTSrch 1943 Secret Circular.

Following mails received intact:-

1946 - 1 to 12 and 15

GOVERNOR.

G< T. C.



Decode.
TELEGRAM.

prom His Excellency the Governor.

(g)

To.. ......T.fce Secretary, pi' State .for. the Colonies.

Despatched-. July 16th 19 46 Time: 11.00.

Received:  19 Time:

So, 208. My telegram No. 180. Following mails received intact

13, II4., 16 to 19 and 21.

GOVERNOR.

DRIS



Decode.
TELEGRAM.

From 31s Excellency the Acting Governor.

To. The Secretary of State for the Colonies.

Despatched: August 2 3rd jy i|6 Time: 12.00.

Received : August 19 Time

No» 253. My telegram No. 208. Following mails received intact

20, 22, 23, 26.

GOVERNOR.

G.T.C.

DBM.



Decode.
TELEGRAM.

------ --------— —" M, p, 68/41.

From His Excellency the Governor.

To The Secretary of State for the Colonies.

Despatched : January 7th 19 47 Time.. 11.4c.

Received: 19 Time:

No. 7. gy Telegram No. 253. All mails received up to

with exception of Nos. U5, M-7, 55, 56 and 58.

GOVERNOR.

G. T. 0.

DRM.



CIRCULAR Downing Strcut,

CONF I LUNT IAL 20th December., 1946.

S ir ,

I have the honour to refer to Colonel Oliver Stanley’s
confidential circular telegram, No.31 of the 30th March,
1944? regarding the classification of documents for
security purposes, and to inform you that I have recently
had occasion to review the decision contained therein that
while the new prefixes should be introduced with effect
from the 1st Apri 1, ffli-, it would not be necese: ry to
vary the existing praeTTee of numbering and marking
despatches as established und<r Colonial Regulations.

2. I have now decided that, in order to prevent
confusion and misunderstanding, the general rules as to
classification set out in the circular telegram under
reference should be applied to all communications between
the Secretary of State and Colonial Governors which require
a security grading. There is, of course, no question of
publishing the classification rules and the directions in
Colonial Regulation. 145, which concern the extent to which
a document may be circulated and do not refer to the nature
of the contents of the document, do not require alteration,
except by the addition of the "restricted”’category. I one
an amendment of the Colonial Regulation to provide for this
addition.

3. I shall be obliged if, in future, the prefixing
of correspondence may be determined by reference to the
approved classification rules. This will involve many
communications hitherto marked "confidential” being marked
"restricted”, while many which under previous practice woul
have been marked "secret” will be sufficiently graded as
"confidential".

4. It will be convenient also if, in future,
despatches to the Colonial Office are numbered in three
separate series, viz. (a) Open, restrict cTancl confidential
despatches in a single series: (b^ Secret and top secret
despatches in a single series; (c) Staff despatches.
Saving telegrams should be similarly numbered in three
scries. Telegrams, however, should be numbered in one
series irrespective of classification.

'hG officer Administering
the Government of

INLANDS

Your most

I have
Sir,

obedient, humble servant,

the honour to be,

A. CREECH JONES.



COLONIAL REGULATIONS

Part 11 - Public Business

Amendment No. 11 (November, 1946)

Chapter VIi - Correspondence

A- Colonial Office.

The present Regulation 145 (3) and (4) shall
be renumbered 145 (4) and (5) respectively and the
following new sub-paragr-jph (3) shall be inserted:-

”(3) Restricted despatches, which the
Governor may communicate to such persons as he may
think fit at his discretion, but which in other
respects will be subject.to the same restrictions as
confidential despatches."



Decode.
TELEGRAM SENT.

♦ ---------------------------------
From GOVERNOR to SECRETARY OF STATE.

Despatched: 18. 9. 47 Time: 16.10 Received: Time.....................

Iw, 529» Mail Schedule No. 57.

Circular Despatched Confidential of 24-th. and 27th July not included in mail.

2. Grateful for copies.

G.T.C.

GOVERNOR.

LJli.



From the Secretary of State for the Colonies.

To the Officer Administering the Government of
3?ALZX- AL D ISLANDS

Circular Telegram Saving. SECRET.

Bate 8th August, 19U7.

My secret circular telegram Saving of the
17th January, 19U2._

Secret seaborne official mail. I enclose, for
your information, a copy of a letter from the admiralty
regarding the termination of the arrangement under which
the admiralty took over from the General Post Office
the responsibility for the despatch by surface route to
destinations overseas of top secret and secret matter
of Government Departments in this, country.

The effect of the revised arrangement will be
that any top secret or secret matter sent by surface
route from the Colonial Office will arrive at Colonial
ports in the care of the mister of a British Merchant
ship. The Colonial Government will be informed by the
Admiralty of the despatch of such mail and will have to
make arrangements for collection from the conveying vessel.

With regard to secret and top secret matter
sent by sea from Colonial Governments to the Colonial
Office it will be necessary for Colonial Governments to
arrange direct with the masters of British ships for the
conveyance of the bags which should be consigned
c/o of the Head Postmaster, first port of call, England.
I should be informed by telegram of the despatch of such
bags.

It will be seen from paragraph 6- of the
Admiralty letter that payment for sea conveyance of such
bags in both directions will be made to the shipping
company by the General Post Office in this country who
will formulate an account at regular intervals, The
account for mails despatched by Colonial Governments will
be presented to the Crown Agents for the Colonies for
payment and they will debit the accounts of the Colonies
c-oneerned.

The



The new procedure relates only to the
conveyance of safe hand mail by sea and does not
effect the arrangements where they exist for the
transmission of such mail by air. It has been
thought desirable however to bring the new procedure
to the notice of all Colonial Governments etc.,
since the need may occasionally arise for the
despatch by sea of bulky top secret or secret
matter.

(To Borneo,
A copy of the circular savingram Sarawak,

of the 17th January, 19U2, is enclosed for Hong Kong,
convenience of reference. Gov.Gen.Maiqya,

Singapore and
SECER. Malayan Union).



M. 1956/46.

ADMIRALTY, S.W.l.

9th June, 1947.

Sir,

I am commanded by My Lords Commissioners of
the Admiralty to refer to the arrangement whereby the
Admiralty have during the late war been responsible for
the collection and despatch by surface route, to
destinations overseas, of Top Secret and Secret matter
for all Government Departments and to inform you that in
view of the return to more normal conditions, and the
closing-of many war-time Naval Bases, it has been
necessary to review the position.

2. The future arrangements for the handling of
these bags of Secret matter have been discussed with the
Panel on Security Arrangements, the General Post Office,
the Ministry of Transport and the Shipping Companies. The
Shipping Companies have agreed to comply with the
security requirements, and the General Post Office have
agreed to‘undertake the loading and unloading at ports in
the United Kingdom. For the present the Admiralty will
remain the central collecting office and will arrange for
the. bags to be transported to and from the ports
accompanied by an Admiralty courier.

3. It will in future be necessary for the bags to
be collected at their overseas destination direct from
the master of the conveying ship by the overseas authority
t.o vzhom the bags are consigned by the originating
Department. Where bags are addressed to authorities to
whom there is not a direct sea outlet, the bags will be
consigned to the most conveniently situated representative
of the originating Department concerned. Authorities to
whom bags have been consigned will be notified of
despatch by telegram and must arrange to meet the
conveying vessel on arrival at the port indicated.

4. In the homeward direction, it will no longer
be possible for the Naval Authorities overseas to act as
collecting and despatching offices, and authorities
overseas wishing to despatch bags to the United Kingdom
will have to arrange direct with the masters of British
ships for the conveyance of the bags.

5* Attached are copies of a letter to the master
and the way bill which will be handed to the master of
the conveying ship with the bags; the way bill will be 

THE UNDER SECRETARY OF STATE,
THE COLONIAL OFFICE. CL

in/



in triplicate, on one copy the master will obtain the receipt
of the receiving authority and the other two copies will be
handed over with the bags, one to be receipted and returned
to Admiralty, It is necessary that the same procedure should
be followed for homeward bags and that they should be
accompanied by a similar letter and way bills, wording of
course being suitably amended. Authorities overseas
despatching bags to the United Kingdom must consign them care
of the Head Postmaster, first port of call England, and
notify despatch by telegram to Departmental Headquarters in
London who in turn should inform the Admiralty.

6. Payment for sea conveyance of the bags in
both directions will be made to the Shipping Companies by the
British General Post Office, who will formulate an account
with the Government Department concerned at regular intervals,
for the purpose of recovery of the costs incurred.

7. In agreeing to accept the security
requirements, the Shipping Companies have asked that steps
may be taken to ensure that ordinary postal matter does not
find its way into these special bags. My Lords request that
this point may be strongly emphasised in any instruction
issued especially in the case of authorities overseas. The
Post Office also stipulated that for practical reasons the
maximum weight of any bag should not exceed 50 lbs.

I am, Sir,
Your obedient Servant,

(SGD) N. ABERCROMBIE.



A

GENERAL POST OFFICE.

Sir,

It is requested that you will keep in your
personal charge the British Government special bags
shown on the schedule(s) (J copies of each) attached.

2. The bags should be stowed in the strong room
or other secure lock-up place, preferably in sight of
the Officer of the Watch, and the place where the bags
are kept should not be opened at any time during the
voyage unless a responsible officer is in attendance to
ensure that no unauthorised person gains admission and
that .the bugs are not interfered with in any way.

3. If you or your responsible representative is
in doubt as to the adequacy of the security afforded
by the lock-up accommodation available, you must so
inform the Post Office representative, and the
responsibility for accepting the accommodation would rest
with that authority. You would, however, be expected to
take nil reasonable precautions.

U. If a risk arises of the bags being compromised,
you should arrange for their destruction by fire or have
them weighted and thrown into deep water.

5. Such destruction, or any other untoward
incident or damage to the bags, should be reported by
you as soon as practicable to a British authority and
direct by cable or W/T to the Admiralty, M. Branch (Mails).

6. The bags should be handed over only to the
addressee (or his properly accredited representative)
who would have been advised by cable of the despatch of
the bag. If your ship is not met at the port by the
consignee, you should request instructions as to disposal
from, the nearest British Authority. If your vessel is
diverted and does not cull at the port concerned, you
should make your request to the British Consul or
other British Authority at the next port of call.

HEAD POSTMASTER.

The Master
S3 "



RECEIPT FROM BRITISH AUTHORITY AT DESTINATION/ M(FM)U

ADMIRALTY

To

SCHEDULE OF SPECIAL BAGS DESPATCHED
ttPER S.S.

DestinationOfficerNumber

................................ .Special Bag(s) addressed as above have been duly

received at from the Master of the

S.S. "..

Rank.........................................................................

Date................ ............................... ...... 3

The three copies, of this Form are to be receipted9 one copy supplied
to the Master of the S.S. delivering the bags, one copy to be
returned to the Admiralty and a copy for retention by the 
Receiving Authority.

2,716TRB. 



w 22203/2/47.

FROM THE SECRETARY OF STATE FOR THE COLONIES.

TO THE OFFICER ADMINISTERING THE GOVERNMENT OF

CIRCULAR TELEGRAM SAVING. FALKLAND ISLAND*
17th September, 19^-7.

SECRET

My secret circular savingram of the 8th August.

' Secret seaborne official mail.

I enclose for your information a copy of a further

letter from the Admiralty on this subject.

please arrange for action to be taken as

indicated, in the second, paragraph of the letter.

SECER



COPY

Reference M.1956/46
ADMIRALTY,

S.W, 1 .

2nd August, 1 9U7«

Sir,

With reference to Admiralty letter M.1956/46 of the
9th June about the future arrangements for the despatch of
’’Top Secret” and ’’Secret” matter overseas by surface route,
I am commanded by My Lords Commissioners of the Admiralty
to inform you that certain of the shipping Companies are asking
that guidance may be given to the Masters of their ships as
to the nature of the credentials consignees overseas will
produce when collecting the bags.

2. I am to suggest that the overseas representatives
when collecting the bags should have in their possession the
cable from the Admiralty advising despatch of the bags, supported
by an officially stamped and signed memorandum from the
overseas office to which they are attached, authorising them
to collect the bag or bags concerned. Where the official
concerned carries an Official identity card or pass identifying
him with his office the memorandum would seem unnecessary.

3. Subject to your comments the Shipping Companies will
be informed as above and a suitable paragraph added to the
instructions to the Meisters of conveying ships. It is assumed
that you will take the necessary action to instruct your overseas
representatives.

4. I am also to inform you that the arrangements contained
in AJmiralte letter M, 1956/46 of the 9th June refer only to bags
exchanged, between Departmental Head Quarters in the United
Kingdom and Overseas Offices. The exchange of bags between one
office overseas and another office overseas would have to be
arranged locally on an ad hoc basis.

I am, Sir,
Your obedient servant,

(Sgd.) N. Abercrombie.

The Under Secretary of State,
The Colonial Office,

Whitehall,
London, S.W.1.



GREAT SMITH STREET,

LONDON, ‘S.W.1.

2nd. November, 1951

CIRCULAR DESPATCH

NUMBERING OF OFFICIAL CORRESPONDENCE WITH
THE COLONIAL OFFICE

I have the honour to refer to paragraph 4 of my
predecessor’s confidential circular despatch of the 20th
December, 1946, and to inform you tfiat- I have decided to
revise the system of numbering my despatches, savingrams
and circulars addressed to the Officers Administering the
Governments of the Colonies and other Dependencies in order
to avoid the need to mention the security classification
when referring to a previous item of correspondence. The
use of the security prefix as a means of Identification,
which cannot be avoided under the present system, tends to
encourage overgrading, complicates the down-grading of a
document when the need for the security prefix has passed,
and has other disadvantages. It is also intended that
despatches and savingrams shall be included in the same
numerical series since there appears to be no need for a
separate series for each type of communication.

2a I propose, therefore, that both despatches and
savingrams, irrespective of their security classifications,
shall be numbered in a single annual series for each
territory. Correspondence marked "Staff" will, however,
be separately numbered in a single series for both
despatches and savingrams again irrespective of the
security classification,

3° Circular despatches, savingrams, memoranda and
notes will all be numbered, vtether classified or unclassified,
in a single series for each year. The number will be
followed by an oblique stroke and the last two figures
of the year. The method of referring to a circular
communication of any of the above types which is numbered
in this way will be "circular 193/52’6o It will not be
necessary to quote either the date or the security classi
fication or to indicate whether it Is a despatch, savingram,
memorandum, or a note.

4. It is not proposed to alter the present arrange
ments for numbering telegrams.

5. The new system will come into operation on the
1st JanuaryTjT^ obliged if you will,
from the same''dlTt’e, introduce a similar ^system for

/numbering

THE OFFICER ADMINISTERING

1 THE GOVERNMENT OF

THE FALKLAND ISLANDS



2

numbering despatches and savingrams addressed to
me, i.e. your official correspondence should be
numbered as follows:-

(a) .despatches and sa^ingrams, irrespective
of security classification’, in a single
annual series;

(b) staff despatches and savingrams,
irrespective of security classification,
in a single annual series.

6. All correspondence bearing the prefix
’’Top Secret” or ’’Secret” should of course continue
to be forwarded in the diplomatic bag*

7«- Copies of Part II of the revised Colonial
Regulations were sent to you in my predecessor’s

Uo circular despatch of the 26th October., and
Regulation 147 therein should be amended as from
the 1st January, 1952, to read as follows:-

147*  (1) The Governor’s communications to
the Secretary of State shall be numbered in
succession commencing annually with a fresh
series as follows:- 

(a) despatches and savingrams, except those
marked ’’staff”, in a single series;

(b) ’’staff” despatches and savingrams in a
single series;

(c) telegrams in a single series.

(2) The Governor’s despatches shall
be signed by the Governor or an officer

, deputed by him on his behalf.

8. This circular has been sent to the
Federation of Malaya under cover of a separate
despatch.

I have the honour to be,
Sir,

Your most obedient,
humble servant,



F. I. ref:
C. 0. ref:

SAVING TELEGRAM.

From: The Officer Administering the Government of the Falkland Islands.

To: The Secretary of State for the Colonies.

Date: uly,

SAVING. (k . . *

?ulsnial ATice Cate. -rllo.

JratefUl to aub:j".ci zintter uf </■. > G?
Gj 14th zad 2-th 195-ff renzcciiivciy*

2. Tour loqpateb {or avisv. alc^xT.; .k  > c-'- ss nz. tcea*
rcceiveu • . raiofal for

?olc..msG ^tjarto^ the <>< 3X h-vc <«cea r jcxsed# <2C£-
c. 17th :.aroh 12^ aad i&e ^->th aiaron,

r\\i:..z 'i'-Zj uvr. r.. •. ...’j/-. #



C.O. Ref: EOD 1UO/O9

DESPATCH

CIRCULAR 953/52. THE CHURCH HOUSE,

' Qrj-;t)_? GREAT SMITH STREET,

LONDON.S.W.l.

1st October 1952.

Sir,

"STUDENT" SERIES OF DESPATCHES AND SAVINGRAMS.

I have the honour to inform you that it has been
suggested that it would be convenient if the growing volume
of routine correspondence relating to students and scholars
bore a special prefix so that it could be segregated from
the rest of the Colonial Office mail.

2. This arrangement would have several advantages
and I have therefore decided that as from the
1st October 1952, my despatches and savingrams dealing with
individual students and scholars or with groups of such
individuals shall bear the prefix "Student" and be
numbered separately in a single annual series. I shall be
obliged if you will adopt a similar procedure from a
convenient date.

The prefix "Student" will not be used for telegrams.

Colonial Regulation 1U7 should be amended as from
\ the 1st October, 1952 to read as follows:-

"147" (1) The Governor’s communications to the
I Secretary of State shall be numbered in succession
I commencing annually with a fresh series as follows:-

)
(a) despatches and savingrams, except those marked
"staff" or "student", in a single series;

(b) "staff" despatches and savingrams in a single
series;

(c) "student" despatches and savingrams in a single
\ series;

x (d) telegrams in a single series.

A-

THE OFFICER ADMINISTERING

THE GOVERNMENT OF

THE FALKLAND ISLANDS



5*  This circular has been addressed to all
Colonies and Protectorates etc., It has been sent
to Malta for the attention of Ministers and to the
High Commissioner, Federation of Malaya, under cover
of a separate despatch.

I have the honour to be,
Sir,

Your most obedient,
humble Servant,



Saving.
IvIED 102/9/01

Saving.

V V four saving telegram No.165 of the 21st July.

the Secretary of State for the Colonies.
To the Officer Administering the Government of FALKLAND..ISLANDS

' (COLONY)
Date . /. .'....October, 1252.

2. The subject matter of ny despatch No.87/5“1 was
place-names to be used on proposed new Australian map of
Antarctica, and ny despatch No. 89/51 sale of Norwegian
type skis to Argentine Embassy together with boots, etc.

>3* communication No. 25/52 has been cancelled. It
is regretted that you were not so informed.

k* My savingram dated 20th March, 1952, was
^^/incorrectly numbered 5'1 and I should be grateful if it

could be re-numbered 51A. This error is regretted.

SEGER



ruuD/1 02/9/

s n g o
om the Secretary of State for the Colonies. FALKLAND ISLANDS

(colony)/o J^ie Officer Administering the Government of. ...........................

C3 /

Numb eri ng of Off ic ia1 Com nunicat ion s.

Your Staff Communication No. 16 has been
duplicated on Schedules 11/52 and 12|/52.

V/ill you please inform me which of these items
should be renumbered.

SECLR.



F. I. ref:
C. 0. ref: tX--vl»

SAVING TELEGRAM.
From: The Officer Administering the Government of the Falkland Islands.

To: The Secretary of State for the Colonies.

SAVING.

•’UJ- -‘••TZ G.’c. .. , Oi L j Oi*****—- - __ '____ 5 ■ _  _

oiT'i su y.t-i

XC c-a /c&edulc be rernnberst IG .,



RESTRICTED

C.O. Ref: EOD 88/05-

CIRCULAR 186/53

RESTRICTED

Sir,

DESPATCH

THE CHURCH HOUSE,

GREAT SMITH STREET,

LONDON, S.W.l.

2 j February 1953-

TRANSMISSION OF MAIL OVERSEAS

I have the honour to transmit to you, for your
information, a copy of revised instructions, which, at
the request of the Foreign Office, have been circulated
to Government Departments in the United Kingdom, regarding
the transmission of official mail to certain communist
countries and other countries where entry difficulties
are encountered.

2. You will no doubt arrange for any official mail
which your Government may have occasion to send to
Her Majesty’s Diplomatic or Consular posts in the countries
named to be forwarded either to the Colonial Office for
transmission by the Foreign Office diplomatic bag, or to a
convenient Foreign Service Post for onward transmission by
diplomatic bag*

3. This circular has been addressed to all Colonies
and Protectorates etc. , and to all Regional Organisations.
It has been sent to the High Commissioner, Federation of Malaya
under cover of a separate despatch.

I have the honour to be,
•Sir,

Your most obedient,
humble Servant,

THE OFFICER ADMINISTERING

THE GOVERNMENT OF THE

FALKLAND ISLANDS.



•COPY OP REVISED INSTRUCTIONS

Transmission of official mail to certain Communist
countries and, other countries where entry difficulties
are encountered.

1. The Foreign Office consider it undesirable that any
official material whatsoever, even unclassified material
such as that used for information and publicity purposes,
should be sent by ordinary post to the Soviet Union or
Satellite countries or China, where it would be exposed
to interception by the local authorities*  As an
exception, therefore, to the general rule laid down in
paragraph 19, sub-paragraph (c) of Chapter IV of the
booklet on "Security in Government Departments" (where it
is stated that all material classified Restricted and all
un~classified material should be sent by ordinary post), all
material, both classified and unclassified, addressed to
posts in the following countries will, until further notice,
be accepted for transmission by the Foreign Office
diplomatic bag:-

1 Bulgaria
2 China
3 Czechoslovakia

Hungary
5 Poland
6 Roumania
7 Soviet Union

As regards China, the only Foreign Service post there which
can at present be reached by diplomatic bag is Peking.
Correspondence for other addresses in China cannot therefore
be accepted for transmission by the Foreign Office bag at
the present time, in addition, since the amount of material
which can be conveyed by the Queen’s Messenger to Peking is
strictly limited, official material for transmission to the
Embassy must be confined to light and essential material
only.

2. In addition the Foreign Office will, until further
notice, accept, besides material classified Confidential and
above (which should ordinarly be sent through the
Foreign Office diplomatic bag under existing instructions),
all classified and unclassified official material for the
following countries where postal or entry difficulties or
otner special considerations at present exist:-

1 Austria
2 Egypt
3 Israel
4 Spain
5 Yugoslavia



RESTRICTED

CoOo Ref: EOD 88/05-

CIRCULAR 528/53o

RESTRICTED

THE CHURCH HOUSE,

GREAT SMITH STREET,

LONDON, SoW.l.

11th June, 1953’

Sir,

TRANSMISSION OF MAIL OVERSEAS

I have the honour to refer to my circular
No. 186/53 and to inform you that the instructions on
the transmission of official mail to certain communist
countries and other countries where entry difficulties
are encountered., a copy of which was enclosed therein,
have been amended by the Foreign Office in the light
of comments received from other Government Departments.

2. A copy of the relevant portion of the amended
version of the instructions is enclosed for your
information.

3» This circular has been addressed to all Colonies
and Protectorates etc., and to all Regional Organisations.
It has been sent to the High Commissioner, Federation of Malaya
under cover of a separate despatch.

I have the honour to be,
Sir,

Your most obedient,
humble Servant,

THE OFFICER ADMINISTERING

THE GOVERNMENT OF THE

FALKLAND ISLANDS.



TRANSMISSION OF OFFICIAL MAIL TO
CERTAIN COMMUNIST COUNTRIES AND
OTHER COUNTRIES WHERE ENTRY
DIFFICULTIES ARE ENCOUNTERED

The Foreign Office consider it undesirable that any
official correspondence, whether classified or not,
addressed to H.M. Missions or Consulates or members thereof
should be sent by ordinary post to the Soviet Union,
Satellite countries, China, or certain other countries
listed below where postal or entry or other special
considerations at present exist. As an exception, therefore,
to the general rule laid down in paragraph 19, sub-paragraph (c)
of Chapter IV of the booklet on ‘’Security in Government
Departments” (where it is stated that all material classified
‘Restricted’ and all unclassified material should be sent by
ordinary post) all official correspondence, both classified
and unclassified, addressed to H.M. Missions or Consulates
or members thereof in the following countries will, until
further notice, be accepted for transmission by the
Foreign Office diplomatic bag:-

(a) Communist Countries

1. Bulgaria
2.. China
3. Czechoslovakia
U. Hungary
5- Poland
6. Roumania
7» Soviet Union

(b) Countries where postal or entry difficulties
or other special considerations at present
exist:-

8. Austria
9. Egypt

10. Israel
11. Spain
12. Yugoslavia.

2.. It will be seen that the above excludes purely “information”
material of an unclassified nature such as is regularly sent by
the Central Office of Information by ordinary post direct to
H.M. Missions in the countries listed above. This class of
material should not be sent by the Foreign Office bag.

3* Similarly, correspondence for unofficial or foreign
addressees abroad should normally be forwarded through the
ordinary public services. In any particular instance in which
the use of Foreign Office channels may be considered desirable
in the interests of the addressee or otherwise, Departments
should be guided by the instructions in paragraphs 5 and 1U

/of



of Chapter XXI of the Foreign Office Handbook on
Communications. A copy of those instructions is
annexed. The foregoing considerations apply particularly
to correspondence with private addressees in the
Iron Curtain countries listed in paragraph 2 (a) above.

4. As regards China, the only Foreign Service post
there which can at present be reached by diplomatic bag
is Peking. Correspondence for other addresses in China
cannot therefore be accepted for transmission by the
Foreign Office bag at the present time. In addition,
since the amount of material which can be conveyed by the
Queen1s Messenger to Peking is strictly limited, official
material for transmission to the Embassy must be confined
to light and essential material.



Ao

RESTRICTED

FROM THE SECRETARY OF STATE FOR THE COLONIES,

C.O. Ref: EOD 88/05

SAVINGRAM

CIRCULAR 972/53

RESTRICTED

14th October, 1953*

TRANSMISSION OF MAIL OVERSEAS,

My circular despatch No. 528/53 of the 11th June.

Attached for information is a _cppy of paragraphs
5 and 14 of Chapter XXI of the Foreign Office Handbook on
Communications referred to in paragraph 3 of the enclosure
to my despatch under reference. —

2. This circular has been addressed to all Colonies
and Protectorates etc., and to all Regional Organisations.
It has been sent to the High Commissioner, Federation of
Malaya, under cover of a separate despatch.

SECER.

FALKLAND ISLANDS



COPY

Extracts from the Foreign Office
"Handbook on Communications^ - Chapter XXI

x

H5» Any communications to unofficial or foreign
addressees which are accepted for transmission by bag under
the provisions of paragraph 1U below should be covered by
a letter from the interested department of the Foreign Office
to the post of destination authorising and requesting
delivery.

A similar procedure should be followed when
Foreign Service posts accept such communications (which
should ordinarily be unsealed) for transmission by tfte bag.

United Kingdom Government Departments wishing to
send a communication in this category through the Foreign Office
bag must forward it, unsealed, to the department of the
Foreign Office concerned under cover of a letter explaining
the need of, and supporting the request for, the use of the
official channel.”

x X

"14. The bag services as a general rule are not
available to unofficial or foreign bodies and persons
and special care should be taken in particular to exclude
any articles that are subject to Customs clearance. In
exceptional cases, where the national interest is involved
or where strong compassionate grounds exist, letters from
persons not entitled to bag privilege, such as business firms,
Members of Parliament or local British subjects, may be
included in air or surface bags as circumstances may require.
In such cases Communications Department should, if possible,
be consulted in advance or in any event be informed. The
following are quoted as examples of such possible exceptions:-

(a) letters concerned with the promotion of British
trade, the contents of which it is desirable to
withhold from foreign inspection. In the outward
direction such letters should normally be sponsored
by the Board of Trade and forwarded by them
unsealed to the appropriate department of the
Foreign Office under cover of a letter supporting
the request for the use of the official channel;

(b) letters where strong humanitarian reasons exist
for withholding the contents from foreign inspection,
e.g., where disclosure might act to the serious
detriment, or even endanger the lives, of the
correspondents.”



- . IlED. 102/9/01 /
Saving _/
-* —:—
Frv^p the Secretary of State for the Colonies
To We Officer Administering the .Government of .FALKI<A1IP ISLANDS....

I
Date November, 1953.
N /^/ < •
No. Saving

Numbering of Official Coimunications.

Your communication No. 156 has been duplicated in
Mail Schedules No. 9 (Sea Mail) and No. 13 (Air Mail).

amended.
I should be grateful to learn which item should be

SECER..



F. I. ref: 6S/H1.
C. 0. ref: MED 102/9/01,

SAVING TELEGRAM.
From: The Officer Administering the Government of the Falkland Islands.

To: The Secretary of State for the Colonies.

Date: 18th Decoder ? 1953.

Ko.., 215. SAVING. COLONY.

Your Saving Telegram No. 151*  Numbering o:C Official
Communications.

Please cancel SavIngram No. 156 appearing on Nail Schedule
No. 9 (sea mail).

-.i GOVERNOR.

V



CONFIDENTIAL
MED/012/9/01

e Your Reference 68/41

the Secretory of State for the Colonies FALKLAND ISLANDS
Ta the Officer Administering the Government of 

Date^./... \ /Janu^. 1954

No. Saving CONFIDENTIAL

Numbering of Official Communications.

Your Colony Savingram No. 215 of 18th December.

Further to my Savingram No. 151 of 21st November,
I can confirm that two different items have been
received both of which are numbered 156 as follows:- 

(1) Sea Mail 9/53
Savingram 156 of 28th August - Subject; Legislation
Order No. 5/53.

(2) Air-Mail 13/53
Savingram 156 of 31st August - Subject; Strengths
of Local Forces.

I have renumbered (2) to No. 156A and will be
grateful if you adjust your record accordingly.

SECER.



From W Secretary of State for ^the Colonies

SOD 97/111/01

To the Officer Administering

Date

No. I Saving

the Government of

CONFIDENTIAL

FALKLAND ISLANDS

Please refer to your Mail Schedule
No, 12 in respect of mail forwarded on the
18th June,

2, This mail contained one Top Secret
and several Secret items.

^4

3. Grateful if you would ensure that
any Top Secret or Secret material is sent by
safe hand. (See my Secret circular despatch
of the 10th February, 1951)•

SECER.



Decode.
TELEGRAM SENT.

From GOVERNOR to SECRETARY OF STATE

Despatched: 7.8. 54 Time: 1200 Received: .......... Time:

No 22^. SECRET. Your Saving telegram 98/ph.-
Your secret circular despatch of 10th February3'951
not received. Grateful you forward copy. Mail
bag in question was sent to British Embassy,Montevideo
by safe hand of Master of s.s,FITZROY following normal
custom and acknowledged by. them as received. Pending
receipt your circular quoted above grateful guidance
for future occasions.

GOVERNOR

Cypher*
CC/SM



) ECODE.

TELEGRAM SENT.

From SECRETARY OF STATE to GOVERNOR

Despatched: 11.8.54 Time: 0900 Received :n 11.8. 54 Time: 1430

SECRET. No 147, Your ^le^rgmJTg^2^. Understand
mail number 12 was forwarded"as air freight possibly
because Her Majesty’s Embassy Montevideo were not
aware it contained secret material.

fa ♦
2. Please arrange labels of bags sent^Her Majesty1s

Embassy for onward transmission to be marked with a cross
on reverse side.

3. Savingram follows.

SECRETARY OF STATE

Cypher.
sy



ving eod 97/111/01

From the Secretory of State for the Colonies
To the Officer Administering the Government FALKLAND ISLANDS

Da*  '7‘

11 0
No. 11 “ Saving SBCRKT

• Yom? telegram No. 225 and my reply
No. 147 regarding Secret mail.

2. Greatly regret that in my savingram
No. 98 of. the 7S1> it was overlooked that
my Secret circular savingram of the 10th
February, 1951 (which is concerned mainly with
air mail) had not been sent to you. A copy,
of the circular is enclosed herewith.

SEGER.

No. 01 SGiiC.



CIRCULAR SAVINGRAM

SECRET

From the Secretary of State for the Colonieso

To the Officer Administering

the Government of

1272/17/50 10th February, 1951

DIPLOMATIC MAIL

1. Please refer to Section III G 8 of the
Revised Colonial Office Security Instructions, a
copy of which accompanied my secret circular despatch
of the 26th May 1950, ’

2. While it is clear that in most territories
the prescribed procedure for the despatch of top
secret and secret material by diplomatic bag is being
followed, complaints are sometimes received that such
material has been forwarded through the normal postal
channels or, if sent by diplomatic bag, that the
usual precautions for safeguarding the security of
the contents of the bag, at all stages have not been
taken.

€ t A’

. t It would be appreciated therefore if the
t v enclosed note on procedure could be brought to the

notice of all officers engaged on mail work.

U*  With regard to Paragraph 4 of the note,
please ensure that your arrangements for the transit
of the diplomatic bag between the airport and Government
Headquarters are in all respects satisfactory.

5. This circular savingram is being sent to the
Officers Administering the Government of all Colonies,
Protectorates and Trust Territories (except St. Helena,
Seychelles, Mauritius and the Falkland Islands); and
also to the Chairman, East Africa High Commission, the
Comptroller for Development and Welfare in the West
Indies, and the Chief Secretaries West African Council
and Central African Council.

SECER.



SECRET

NOTE ON DIPLOMATIC MAIL PROCEDURE 

1 . All top secret and secret correspondence
x should be sent by diplomatic bag and not in the

G.P.O. bag with confidential, restricted and
unclassified correspondence.

2. The security classification should be
clearly shewn on the envelope or cover of any
classified material sent by diplomatic bag. The
use of two envelopes is unnecessary.

The diplomatic bag should be made up in
the same way as the G.P.O. bag, sealed and labelled.

y The label should be addressed in the ordinary way,
- but marked with a cross on the reverse side, and

passed to the appropriate (British) aircraft
company with an envelope containing the diplomatic
waybill in quadruplicate (specimen attached) for■
transmission c/o Pilot.

From the moment when a sealed bag leaves
the despatching authority it should be continuously
in the custody of a British subject answerable to
the despatching authority or the carrying authority.
This would include the British pilot of a British
aircraft, but not a pilot employed by a foreign
airline*  Special care should be taken to ensure
the safety of the diplomatic bag between the airport
and Government Headquarters.

5. Top secret, secret or confidential material
may be accepted from any local Service authority for
transmission by diplomatic bag. In such cases the
Service authority concerned should be notified of
the cost of transmission, with a view to recovery
being effected.



I No

I <
BULLETIN D’EXPEDITION OFFICIELLE

^is hereby certified that'the Officially Sealed Bags detailed below contain only Official
^Joiwlpondence.

From To Number of Bags Bag Nos. Weight in Kgs.

HIS MAJESTY’S
SECRETARY OF STATE

FOR THE COLONIES,
LONDON.

O.A.G.

Airport of disembarkation- ............................................

To be handed to
The above-mentioned bags are handed to British Overseas

Airways Corporation for conveyance by air to the Airport of disembarkation shown, for disposal
as indicated.

(Signature of Despatching Officer)

(Stamp of Office of Origin and Date)
(Signature of Receiving Officer) 

p.t.o.



RESTRICTED

FROM THE SECRETARY OF STATE FOR THE COLONIES.

C.O, Ref: BOD 97/111/07

SAVINGRAM

CIRCULAR 1077/54 11th November, 1954.

RESTRICTED

TRANSMISSION OF MAIL TO THE SUDAN

My circular despatch No. 528/53.

I have to inform you that the Sudan has now been
added to the list of countries where postal or entry
difficulties or other special considerations at present
exist (see paragraph 1(b) of the instructions enclosed
with the circular under reference). All official
correspondence for the Sudan, of the nature described in
the instructions, should therefore be transmitted through
the Foreign Office diplomatic bag.

2. This circular has been addressed to all
Colonies, Protectorates and Regional Organisations
(including the Federation of Nigeria and Regional Governments).
It has been sent to the High Commissioner for the Federation
of Malaya under cover of a separate despatch.

SECER.

1 Si

THE OFFICER ADMINISTERING

THE GOVERNMENT OP THE

FALKLAND ISLANDS.



CONFIDENTIAL

SAVING

From the Secretary of State for the Colonies

Date

Saving CONFIDENTIALNo

To the Officer Administering the Government of the
/ FALKLAND ISLANDS

April, 1955

10 J x I enclose a copy of a semi-official letter
from the Foreign Office^S&g^$ report submitted by
H.M. Embassy at Montevideo regarding the carriage of
a bag containing classified material from the
Falkland islands.

2. No information is available here as to
Mr. Watton and whether he is a suitable person to
be entrusted with Top Secret material. I should
therefore be grateful for a report on the circumstances
in which Top Secret material was entrusted to a
non-official travelling on a foreign ship.

SECER.



(Q 110/2)
CONFIDENTIAL

FOREIGN OFFICE, S.W.1.

March 4, 1955*

Dear Maynard.,

I enclose a copy of a self explanatory
report submitted, by the Administrative Officer
of our Embassy at Montevideo about the carriage
of a confidential bag from the Falkland islands.

2. I think you will agree that to send a bag
containing Top Secret material by casual courier,
and handled in such a casual manner is, to say
the least, risky. It also contravenes the
security regulations governing the carriage of
Confidential bags. The bag had no distinguishing
markings on the label apart from being graded
Top Secret and was forwarded by Foreign Office
confidential bag which left Montevideo on
February 18.

3. you may wish to raise the matter with the
Secretary’s Office at Port Stanley.

Yours sincerely,

(sgd) (A. Dockerill).

P. Maynard, Esq.,
Colonial Office.



COPY

BAGS FROM FALKLAND ISLANDS

The object of this minute is to call attention to a (to me)
very dangerous practice which the Secretary’s Office at
Port Stanley has recently adopted*  One is aware that some means
of communication over-and above the "Fitzroy"1s more or less
monthly service may, on occasion, be unavoidably necessary; but
the practice now adopted of delivering bags to passengers on
foreign ships, unless speed is the paramount consideration, is
definitely risky. The following case in point tends to confirm
this.

On February 9 we received a telegram signed ’’Secretary”
asking us to meet the Danish ship "Nancies” and to collect a
bag from a passenger called Mr. Watton. Enquiries at the shipping
agents gave the date of arrival of the ship as Saturday morning,
February 12. On telephoning their offices early on Saturday, I was
informed that the ship had arrived at 10 p.m. the previous night,
and the passenger, Mr. Watton, had gone to the Hotel Espana.

The hotel was called at once, but they said Mr*  Watton
had left the premises. Apparently he had called the Chancery ten
minutes earlier and had spoken to our porter who said there was
no one in the office at that moment who could take delivery of the
bag. Mr. Watton then arranged with our porter for the bag to
be collected on the following Monday.

I called Miss Pring, who was on duty, and asked her to do
her best to contact Mr. watton and to ask him to bring the bag in.
This he eventually did shortly before 12 noon that morning.

The bag delivered by Mr. Watton had no indication on
its label of the grading of its contents, but on opening it in
Chancery another bag was found, addressed to the Secretary
of State for the Colonies and graded TOP SECRET. Thus Top Secret
material had been entrusted to a casual messenger of whom our only
knowledge was a name supplied by telegram, and who was not even
aware of the importance of his trust. Else why his suggestion
that Monday would be early enough to collect the bag?

Do you think we could, rightly, call the attention of the
Colonial Secretary, Port Stanley, to this situation? Mr. Watton
did not carry any. form of^receipt for this bag, and one had to be
typed for him by Chancery.

(Signed) G.W. Deakin
lA'th February, 1955*



F. I. ref:
C. 0. ref:

68/U1
EOD 97/111/02

SAVING TELEGRAM.

From: The Officer Administering the Government of the Falkland Islands.

To: I'he Secretary of State for the Colonies.

Date: 23rd May, 1955.

No. 92. SAVING. CONFIDENTIAL. COLONY.

/ Your Confidential Saving Telegram No. 39 of Sth April, 1955.
Carriage of classified material from the Falkland Islands.

Mr. Watton was at the time a Government Official in the
employment of the Falkland Islands Dependencies Survey and was
well aware of the contents of the bag he carried. He also held
a form of receipt which he apparently failed to produce.

2. It was expected that the foreign ship "Nancie S” would be
met by an official from Her Majesty’s Embassy at Montevideo and
the casual way in which the bag was eventually delivered is regretted.

3. Steps have been taken to ensure that classified material
will in future be handled in accordance with security regulations
governing the carriage of Confidential bags.

B/DM
GOVERNOR.



Decode.
TELEGRAM SENT.

From GOVERNOR to SECRETARY OF STATE

Despatched: 7.x. 55 Time: 1100 Received: .... Time : ....

No.162. Colonial Office^ Mail Serial No.67. has
not been received. Post Office report that bag of
registered mail despatch^by G.P.O. London on 14$ft July
arrived bearing signs of havi'itgbeen tampered with and 5
registered items were missing. It is therefore assumed
that mail has been stolen. Report was made to G.P.O.
London. Grateful for copies of correspondence
included in manl No.67.

OFFICER ADMINISTERING THE GOVERNMENT’S DEPUTY.

GTC:JB/IMR



Decode.
TELEGRAM SENT.

>'3>

From SECRETARY OF STATE to GOVERNOR

Despatched: 26.7.56. Time: 1530 Received: 27.7.56. Time'- 0900

PlgORICT
No: 11 o. Follovring from Governor begins:-

Colony estimates despatch, Dependencies programs of
work and estimates despatches cannot be f ound here although other
Falkland Island airmail has arrived. Please confirm they were
sent ainra.il by ’’Fitzroy” leaving jtanley IL-th July.

P/L : PT

ainra.il


GOVERNMENT TELEGRAPH SERVICE

SENT

161 Y0UR2EL 116 STOP F0I1DWJG EO.R GOVERNOR FROM DHNTQN-THOMPSCN BEGINS

ESTIMATES DESPATCH WERE FORWARDED BY CLASSIFIED AIRMAIL 17/56 WHICH

MS PUT ON 1/iTH JULY FITZROY PERSONALLY BY CHIEF CLERK STOP MI ORDER

TO ASSIST FURTHER WESTIGATIONS 0AD IF COLONIAL OFFICE COULD COHFUSI

RECEIPT OR OTHERWISE OF DESPATCH 103,/ SAVH'IGRAM 29(AND FOLLOWING

SAVSIGRAMS 86 of 12TH JUNE, % 2® JULY, 93 3HD JULY, 99 A® JULY

VffilCH SHOULD HAVE BEEN IN SAI® MAIL STOP Mi MEANTIME I AM PURSUING

ENQUIRIES THROUGH EMBASSY WTIWIBSO STOP FIRST QFPORTUHITY TO GET

COPIES TO MONTEVIDEO TILL PE APPROJUIATEEY 2ND SRPT^.ffiER STOP GLAD

if colonial Office could notify me iliedlatbly if mail is received

Q.A.G.

COLONY ESTIMATES DESPATCH AND DEPSEffiNCIES PROGRAJP-E OF TORS AND

FALKLAND ISLANDS

Number Office of Origin Words Handed in at Date

PRIORITY 27th July 1956
To

CHAPLMIE3 LGIWCNe a/c H.O.



GOVERNMENT TELEGRAPH SERVICE

FALKLAND ISLANDS

SENT

Number Office of Origin Words Handed in at Date

PRIORITY 27th Ju3y 1556
To

PRODROME lOWOTDEO. a/c H.O.

I AM ADVISED BY LCNDON THA'E CERTAIN ffiPORL*NT DESPATCHES VJIICH WERE

F0B7ARDHD BY FITZROY WHICH LEFT HERE 34TH JULY UNDER COVER OF BiXG

ADDRESSED SBCREEAET 02 ST/iili FOR COLCKTBS ] IAVE NOT BEEN RECEIVED STOP

GRATEFUL IF YOU COULD COHFIffi THAT THIS BU3- WHICH SHOULD HAVE BEBN

PASSED THROUGH THE I2.BASSY WAS IN FACT R.jCEJVjD BY YOU AITD SENT ON

TO LONDON

O.A.G.

•



Decode.
TELEGRAM.

n ^MBASSADOIL LOTT -VIDEO.Prom.........................................................................

ACTlTO ..GGV^TOR,

Despatched: 28 th July 1956 19 Time: 1106

Received: 23th July 1956 19 Time: 1200

Your tele groin. 27th. Service fortnigiitly. I'Text
leaves Jlst. Letter j?o11ovjs.

P/L : PT



Decode.

Despatched

TELEGRAB SENT,
O.A.G.

From to SECRETARY OF STATE

•’30.7.56. Time: 1550 Received: : Time:

Ko: 166. Following for Governor. "begins:-

My telegram No: 161. i understand from . L~ n i im.nn.iii 11 iu-- ||
Montevideo that bag in question ".ill leave Montevideo on
31st July. ends.

GTC : PT



(9092/56)

BRITISH EMBASSY,

MONTEVIDEO.

July 30, 1956.

Dear Colonial Secretariat,
✓

Would you please refer to your telegrani of July 27 and our
' ( repLsL-JXf...July 28 about the transmission of despatches to London
I which left you by the Fitzroy on July 14.

2. Subject to the weather the Queen’s Messenger arrives here
from London on every alternate Thursday night, bringing our
confidential bag in which yours is. normally included.

3. On the return flight, which is scheduled for the immediately
following Tuesday, he collects our confidential bag for London, in
which we include your bag and any other confidential material from
you. Again subject to weather conditions and the normal hazards
of air tr.vel, he should arrive in London early on the Thursday
morning, and you may be confident that anything addressed to the
Secretary of State for the Colonies will be delivered immediately
from the Foreign Office.

U. The bag referred to in your telegram just missed the fort
nightly Queen’s Messenger of July 17 and is being dispatched by
the Queen’s Messenger on July 31. You will realise that the
service must depend on the connexion of the Fitzroy with the
schedule of Queen’s Messengers. You may like to bear this in mind
in calculating the time which it takes your despatches to reach
the Colonial Office. We can assure you that no undue delay takes
place here, as we collect your confidential material from the
Fitzroy at the first opportunity after she arrives (not that we
deduced an implication to the contrary from your telegram of
July 27)

5* In. case you are not already aware of it, the normal means of
confidential communication with Buenos Aires and all the other posts
south and west of Rio is by the outbound Queen’s Messenger on
alternate Thursday nights.

Yours ever,

CHANCERY.

The Colonial Secretariat,
Port Stanley,

FALKLAND ISLANDS.



6b/Ul

28 th B e ntcrb c r 9 56

Dear Chancery,

Thank you for your (k;nf icoutia•".. J.-o-.;J;-px\Jj.2*Jr3.S?Zy ’5..
I '""6 of the 3pth Ju3y in cornerio with "the'’trar.s~ -.is cion of"heGf’etc’-.s

to iond'~h wiTfcl: left the Colony on th- ’/ ’tzroy*  on July lUth.

2. ’.re are of course completely satisfied that there is no
undue delay in ontevldeo and appreciate the • os i tier: with regard
to the -.rrival and departure schedules of t c Cueen’s • es^cna.ere.
Cur enquiry was rc’-pted by - n ..-rpent telograr from the Colonia-
Office which seemed to indicate t at sore irni.3. des ' tehee. 1 the
Colonial Office fag in question h- d been received arc some hue
note In fact the Colon! 1 Office tcle\:r :' in c esticn was rts-
leadin^.

3. C'e re&? et any inconvenience caused to the Chancery aver
the -.atter.

fou rs sinccre1y 9

COLGH; 7, S?:C:r?73HIAT.
’he Chancery,

British Embassy,
tiffrEViXEO.



A /
UNCLASSIFIED ' 7

(9092/56)

Dear Secretariat,

BRITISH EMBASSY,

MONTEVIDEO.

October 15 9 1 956

We have received a rebuke from the Foreign
Office for sending by confidential bag three items
originating from you for the Attach^ for Colonial
Affairs in Washington which had no security grading
on their outer covers.

2. We assume that everything that you send to us
by confidential bag is indeed confidential, and handle
it accordingly. Your non-confidential material does
not, of course, pass through our hands. However, in
order to avoid difficulties in the future in London
where, of course, vast quantities of bags have to be
handled, we should be grateful if you would ensure
that everything has its security grading on the
outer cover.

J. We are sending a copy of this to the Communi cat icc
Department of the Foreign Office.

Yours ever,

CHANCERY.

Colonial Secretariat,
Government of the Falkland Islands,

PORT STANLEY.



CLASSIFIED

BRITISH EMBASSY

MONTEVIDEO

(9092/56) October 16, 1956

Dear Secretariat,

You will notice__the endorsement on the receipt for
your Secret bag which reached us on the ’’Fitzroy” on
October 15*

---- 2. We return the bag in question in case you wish
CLbcoiAX to investigate. The inner bag appeared to be

undamaged, and there was nothing else in the outer bag.

Yours ever,

CHANCERY.

The Colonial Secretariat,
Government of the Falkland islands,

PORT STANLEY.



BRITISH EMBASSY
i .22.

UNCLASSIFIED MONTEVIDEO.

9092/56 October 17, 1956

Dear Colonial Secretariat,

Please refer to our letter of June 30
in which we explained ^the position regarding
the arrival and departure of Queen’s Messengers.
The winter timetable having come into force,
the schedules have now changed.

The fortnightly bag from London arrives
on a Sunday evening. The first one arrived
on October 1U. The fortnightly bag to London
leaves on the following Friday, starting on
October 19-

Yours ever

CHANCERY.

Colonial Secretariat,
Port Stanley,

Falkland Islands



21st January, 1957.

rear Chancery,

Please refer to your letter o. the 15th jOctokcr,

19565, rc'Tirdin.- the transmission of three unelooslfiod

cavers by confidential bay.

It is regretted the t these covers . ez-e inadvert 

ently sent. by confidential bay’ar-o care will be exer-

ciccd in future to see that no noD-ecnfidential ■ •atorb.G

in sent for transmission by Foreign Office

An additional copy of this letter is enclosed for

for; ardiny to the Cornmunicatlur.e department, of the

Foreign ;ffice.

Yuurn ever,

" C . •■■■ •■ 'n/fk

The Ghancei»y,
rhh.G. Fmbassy,

I’onte video,
URGGUAY^

dp; 7: c



21 ■ t Jh nu a ry 9 195 7

Dear Chancery>

Would you .. r<- f*03?  t? ,; ur lettor <? • ?c
ipth actuber, 1956:; re^aj.-cin^ the receipt of a

canned bay per ’Titzroy" or. the 15th uatobei', 195b,

The Ln qu-.s’? io. wao intact • ?.•;. it left

the Secretariat end. it ■_ ■•cer.-. tint it it '.arc

been danu<;ed by rats or cocKrouchen. The innci*

b ■ -■.■ ■ v/i-. >. a ■■ i )£x-e n tly un t c- u c : ec •

Arraj^te’;;onts vzill be rv-c:c fur the iroro careful

st-.a the !.■•?• s.on bOM’d rlib. ir- future,

.'. •..•.••• •' l*c*  U"v' U j.‘ j
....... ..... ;

The Chancer;/,
*\B#h. Fr.bassy,

Montevideo,



Decod-e,
G^Zey-/

TELEGRAM,

From GOVERNOR.

To ............. AMBASSADOR .

I#*

Despatched : 3/5/5 T-

Received:

19 Time-. 1530.

19 Time :

JOHN OLIVER ARRIVING HANNE S 1£|iTH WILL DELIVER BAG.

GOVERNOR.

(INTLD) JB. 9/5.

'KING.



Decode.
1

TELEGRAM.
b—bi 111 ■ i r n ■ i rvn

From ..Admiralty., London.

To Governor. E.I. 

Despatched. 28/6/57. Time: 0005

Received: 28/6/57.. •’ 1 03 0.

Special bag I^/FM 6019/1 despatched S.S.Darwin

26th June request signal receipt.

Admiralty, London.
271521

P/L
LD'G



US' 1|

RESTRICTED
FROM THE SECRETARY OF STATE FOR THE COLONIES

C. O. Ref: EOD 97/111/07

SAVINGRAM

CIRCULAR 686/57 20th June, 1957.

RESTRICTED

TRANSMISSION OF MAILS

MyCir cula r Saving ram No. 1077/54 of the 11th November, 1954.

The following instruction has been issued to Government
Departments in the United Kingdom:-

’’Paragraph 20 (g) of Chapter IV of the booklet “Security in
Government Departments” sets out the procedure for the trans
mission of classified and unclassified official documents (with
the exception of publicity and information material) addressed
to Her Majesty’s Missions or Consulates (or members thereof)
in certain non-Communist countries where postal or entry diffi
culties or other special considerations exist.

The Foreign Office have reviewed the countries affected and
advise that Austria and the Sudan should now be deleted from
the list and that Syria should be added.

The current list of countries where difficulties exist is,
therefore, Egypt, Israel, Syria and Yugoslavia, and Departments
are asked to note that official material for these countries should
be transmitted through the Foreign Office diplomatic bag.

( Her Majesty’s Government is not, of course, represented
in Egypt at the present time.) "

2. You will no doubt follow this arrangement as regards any
official mail which your Government may have to send to any of the
countries concerned.

3. The appropriate amendment to paragraph 20(g) of the booklet
“Security In Government Departments", will be made in due course.

4. This circular has been sent to all Colonies, (including the
Federal and Regional Governments in Nigeria), Protectorates and
Regional Organisations. It has been repeated to Antigua, Montserrat,
St. Kitts-Nevis, the Virgin Islands, and to the Chairman, Standing

The Officer Administering
The Government of the

Falkland Islands



SECER.

Federation Committee at Bay Gardens, Barbados. It has been
sent to the High Comynissioner for the Federation of Malaya
under cover of a separate despatch.



GOVERNMENT TELEGRAPH SERVICE

FALKLAND ISLANDS

SENT

GUVHKR,

Time

IJH

fbO YOUf; 271521 Sraci/J, BAG 6019/1 xUCMl'XiS.

Number Office of Origin Words Handed in at Date

21/E/57.
To

MMRALTY. LUriLbii • H • C • k/C •



CONFIDENTIAL

FROM THE SECRETARY OF STATE FOR THE COLONIES

C. O. Ref: EOD 97/018

SAVINGRAM

CIRCULAR 972/57 6th September, 1957

CONFIDENTIAL

MARKING OF CLASSIFIED DOCUMENTS

SECERl>1 2 3 4 5 * 7’

1. It has recently been decided that United Kingdom Government
Departments should in future adopt the practice of showing security
classification markings at the centre top and bottom of each page of
all Top Secret, Secret and Confidential documents; the markings, if
possible, to be in red.

2. In following this procedure, the Colonial Office will use
foolscap and octavo duplicating paper which has been printed "Top
Secret”, ’’Secret”, or ’’Confidential” in red (paper for ’’Restricted”
documents will not be printed, as this classification la not much used).
On other paper the markings will be typed or stamped. It is
hoped to bring the new arrangements into operation here on the
1st October, 1957. , .

3. It is desirable that security standards in the Overseas
Territories should adhere as closely as possible to the pattern
followed in the United Kingdom, and provided that no serious practical
or technical ^obstacles appear - as to which I should like to be consulted -
I shall be glad if the new system of markings may be adopted in the
Territory under your administration.

4. I should be grateful if you would inform me of the date when
the new system will be brought into use.

5. This circular has been addressed to all Colonies, Protectorates
and Regional Organisations. It has been repeated to Antigua, Montserrat,
St. Kitts-Nevis, and to the Virgin Islands.

The Officer Administering
The Government of the

Falkland Islands



K I. re£: 68/Ip.
J. 0. ref:i20D 97/018

SA YING TELEGRAM.

From: The Officer Administering tlie Government of the Falkland Islands.

To: The Secretary of State for the Colonies.

Date: 29th October, 1957-

AG.17U* SA V ING. COLONY*

'3 0 Your Confidential Circular savin;-,re->!- ■ Oe972/97 of 6th
September, 1957*  kurkinf or Classified Documents*

New system will be brought into use on 1st November,
1957.

GO VjsRliUH ®

JB/LiC



Decode.
TELEGRAM SENT.

From GOVERNOR to SECRETARY OF STATE

Despatched: 2. 10. 58. Time: 1015. Deceived ............ Time:

CONFIDENTIAL.

No» 1U2. Your Mail No. 55 not received. Post
Office here report that a Despatch Bag bearing G.P.O.
Registration No.1781 together with another registered
item No.3682 was missing from G.P.O. London air mail
serial No.37 on arrival. G.P.O. mail No.37 was re
ceived unsealed but tied at neck of bag with string,
labelled in pencil "Islas Malvinas REPUPLICA (sic)
Argentina” and enclosed in a sealed Argentine bag.
No note of explanation was received from the Argentine
postal authorities in accordance with the Universal
Postal Convention.

2. Grateful if copies of correspondence contained
in your Mail No.55 could be forwarded.

GOVERNOR.

GTC:FH



(9092/59)

UNCLASSIFIED

BRITISH EMBASSY,

MONTEVIDEO

May 12, 1959

Dear Secretariat,

We have not yet received from you. the receipted
copies of the schedules of contents of our Lags S2
taken by H.M.S. Protector on February 19) and S3
taken by R.M.S. Darwin on March 2). Would you

please confirm that these bags were received?

Yours ever,

Colonial Secretary1s Office,
PORT STANLEY,

Falkland Islands.



30th July, 1959-

Dear Chancery,

Please refer to your 9092/59 of the 12th .'"ay, 1959,

regarding receipted schedules for bags S2 and S3.

On 9th March, 1959, the Secretariat was destroyed

hy fire and it is thought that the receipts in question were lost.

There is no reason to suspect that bags S2 and S3 were not received

but vje of course have no means of checking.

If there was any correspondence originating from

the Chanceiy contained in either of the bags, it would be

appreciated if copies could be forwarded.

The Chancery,
British Embassy,
Montevideo,u ruguax0 TTl

Yours ever,

SBCE^ARIAT. kO

// </



(9092/59)
UNCLASSIFIED

BRITISH EMBASSY,

MONTEVIDEO

August 59 1959

Dear Secretariat,

Please refer to your letter 68/U1 of July 30, 1959,
regarding our bags S2 and SJ.

The only letter originating from us was one dated
February 16, 1959, a copy of which, with enclosures,

—- we enclose*

Yours ever,

CHANCERY '

Secretariat,
Colonial Secretary’s Office,

POitT STANLEY,
Falkland Islands.

I

V b



Receipted mail schedules

following mails sent during the period 

--------
for th4A z ,-.r ;

'Si i'sV.S

do not appear to have been returned. It 

would be appreciated if copies of the 

schedules could be forwarded or confirmation 

given that the mails have been received in order.

S. Evans.
Mail Officer,
Colonial Office.

Mail No.
Classification 1 , - — --  ■ , ■- ..... - —y.

Date

b P.O. I.
7 h t r j U- . -5^7

#/c. Pi. P.O . H • 5*-^,
<//p ft 6 /<? a.

Ct/c. ^'^0 , o?S". <2 .

II <’



Kef:  68/41.

FALIujuID ISLANDS

The Colonial Secretary presents his compliments
to the Mail Officer, Colonial Office, and with refer
ence to the latter’s communication of the 20th October,
1959> h&s the honour to state that copies of schedules
of Colonial Office Mails 10, 12 and 13 are held here.
Copies of schedules 6, 7, 8, 9 and 11 were lost in the
firo which destroyed the Secretariat on 9th March, 1959*

2. As far as can bo ascertained from the number
ing of correspondence there is no reason to suppose
that any Colonial Office Mails have gone astray.

Colonial Secretary’s Office,
Stanley, Falkland Islands.

25 th Movemoor, 1959

MM/FIi



Overseas Mail Branch

7

Dear Mail Officer,

COLONIAL OFFICE,
The Church House,

Great Smith Street,
S.W.1.

• U

Would you please be good enough
to arrange for the urgent return of all
Colonial Office mail bags in your
possession.

Yours sincerely,

(S. Evans)
MAIL OFFICER

Im-?



11th December, 1959•

Dear Mail Officer,

Please refer to your letter of the 12 th November, 1959,
regarding the return of Colonial Office mail bags. Un
fortunately the bags which had accumulated here prior to
9th March, 1959, were lost in the fire which destroyed the
Secretariat on that date. The small number at present
held are being returned by surface route on the next mail.

Yours sincerely,

(Sgd.) D. R. Morrison.

Senior Clerk,
SECRETARIAT.

Mail

B/MF

Officer,
Overseas Mail Branch,

COLONIAL OFFICE



F. I. ref: 1 0

0. 0. ref:

SAVING TELEGRAM.

From: The Officer Administering the Government of the Falkland Islands.

To: The Secretary of State for the Colonies.

Date: 15th ! larch, I960.

-52, SAVING.

Unclassified Colonial Office mail bag nested through
General Post Office.

At present one hag a ne-A: is made up in the Colonic.! Office
for the Falkland Islands. This bag is despatched each 'Wednesday.

On the 25th January B.O.a.C. oomnenoed their Conet flights
to South America carrying mails from London to Montevideo and
other South American cities, leaving the United fin;-dor; each
I’onday and Thursday, and the General r oat Office are nor; des
patching two air mail bags a week for the Colony. In the
circumstances the mail section might wish to consider making un
two bags for the Colony each week instead of one.

GOVTOOU

JB/LH



S I n^t Ref. EOD 111/020

From the Secretary of State for the Colonies.
To the Officer Administering the Government of £4. P ’ -u A p S

Date 5?....April.., 1..9.6.0... -

No.... .........Saving

£0 Your-savingram No. 59 of the 15th March.

Colonial Office Mail bags sent through the
General Post Office.

Am not clear what useful purpose would be
served by sending- two bags a week as the additional
bag would presumably wait at Montevideo until
collected by R.M.3. Darwin.

S3CER



F. I. ref:68/U1
C. 0. ref:

S^'ING TELEGRAM.

From: The Officer Administering the Government of the Falkland Islands.

To: The“Secretarv of State for the Colonies.

Date: TVa May I960
No.

90 SAVING. COLOT: Y

You? Savingrarn No,38 of the 6th Aprila
Office mails.———

Colon!al

The advantage is that a mail that would otherwise
wait some time will quite often just catch a Darwin,
Certainly this is happening in the case of the ordinary
air mails which by arrangement with the G.Pe0. are now
coming out twice weekly.

Officer Administering the
Government



CONFIDENTIAL

FROM THE SECRETARY OF STATE FOR THE COLONIES

C. O. Ref: EOD 111/206/01

SAVINGRAM

CIRCULAR 984/60 19th September, I960

CORRESPONDENCE WITH THE COLONIAL ATTACHE
WASHINGTON

I should be grateful if you would ensure that all correspondence
for the Colonial Attache classified ’’Confidential" and above is sent to me
by diplomatic bag for onward transmission.

2. There is no objection to "Restricted" and unclassified corres
pondence being sent direct to the Attache by ordinary direct mails but
it should be noted that such correspondence must be correctly addressed
i. e. Colonial Attache, British Embassy, 3100 Massachusetts Avenue,
N. W. Washington D. C. , U, S. A.

3. This circular has been addressed to the Governor-General,
The West Indies; Governors (except the Northern, Eastern and Western
Regions of Nigeria); High Commissioners; Administrators; the British
Resident, Zanzibar; the United Kingdom Commissioner, Singapore and
the Commissioner for the Southern Cameroons,

SE CE R .

The Officer Administering
the Government of

the Falkland Islands.
CONFIDENTIAL
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Decode.
TELEGRAM.

From

To Governor, Port Stanley

Time . 152619 62Despatched: 26th November

19 62Received: Time : 20 3026th November

01226PRIORITY

Manders letter of November 19 to Jones

GiGW NBRIAN

kw ^7.

arrived, has nowHe
ER

Letter(b)

when that particular bag
noted this information.

General times of sending
will no doubt tell us
(Intld.) DM

Special bag reached Foreign Office November 19
Letter follows

special bags.
K.I.V. letter

(Intld.) SPA

Brian x. M onteyi deo.

H.E. wanted to know



(-1511/62)

RESTRICTED

British Embassy

MONTEVIDEO

November 27, 1962

Thank you for your letter of November 19 about
bags.

2. You will since have seen our telegram No.12 about
your special bag, which was sent in our Confidential
bag to the Foreign Office on November 17 (by Queen’s
Messenger) and was acknowledged as received in the
Bag-Room of the Foreign Office on November 19« I do
not know what arrangements exist between the Foreign
Office and Colonial Office for collection of bags, but
I should think that the Colonial Office would have
received the bag on the same day.

3« Our Confidential bag service to London leaves
fortnightly on Saturdays (closing on Friday evenings).
We also send a non-confidential air freight bag (for
letters graded up to ’Restricted’) by the same flight
every Saturday (closing on Friday evenings).

4. Here are the closing dates for confidential bags
going by Queen’s Messenger for the next two months;
(we will let you know at once if there is any change)

Closing November 30
ti December 14
ti December 28
u January 11
ti January 25
ti February 8

R.H.D. Manders,
Colonial Secretary’s Office,

Stanley,
Falkland Islands.

Esq., O.B.E.,
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