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Re: red (7), the following note sets out briefly the i
procedure now followed by this Government in transmitting

H.C. 3- ]

Secret official mail - |
In accordance with the arrangemeni recently made with ;jgihb/?JEé%} !
H.b. Consul in lMontevideo, all secret mail is forwarded —
'air mail' from Montevideo. it is encicsed in two envelopes,
the inside one being fully addressed and marked "Secret'", and :
the outer fully addressed only. The mail is then placed
1n51de a bag which is sealed and addressed to the Chancery,
liontevideo. This bag is then handed over to the N.0. i/ec.,
for transmission to Montevideo in Admiralty mail bags which
are weighted and carried on the bridge of the vessel. A
receipt for this bag is obtained and filed in the Secretariat. e
I understand that on the arrival of the vessel at Montevideo,
all the Admiralty mail bags are collected by the Naval Attache f
vho presumably arranges for the Chancery bag to be collected. .
A Way Bill, in triplicate, accompanies each b@g. i
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Pl.note 96 and do as requested in para 2
in future ple8se.
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1. We comply.
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2) Tau covers are used at the moment - one will be used in future.
v

J. Rag is made up, senled and labelled with red eross on reverse of
label.

X, Way Bill at 97c will be produced by Consul as we send him one
from here?

(zl Usually by Captain, "Fitzroy" to British Consul, but we have

w&r;-“ sent by Charter vessel (foreigni. The latter should be
e R
“ﬂf discontinued unless a responsible British subject is travell-

ing on the vezszel?
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For Tiin
Cypher or
Coding Office
only.
Originators Instructions: i INTERCEPT GROUF.
{Indication of Priority, |
AIDAC, NOTWT
For Exercise).
= g e -+ s
T0: IFROM :
on toard. chsel S o L ranmoved e fc e e désernnarked and cyva-
Jettad bha rebaired bor gvol subthorities sobroad » voe In home despatceh,
Al Shipniacompa ies G ¢ 5 ;
reaunested to irnsthruct 1 s..stawage, destructln
il ersency 2 delivery.,
= Date of comcencement ¢ ctaile of
e communicat leter. iecuest ary r¥ local
- - "r"_'r
o = L)

I

Book or Table to be used for

Cyphering or Coding. Recyphering or Recoding.

! Time of Recei
Cypher or C
. Office

Initials of Cypherer
or Coder.

(5/374,) Wi, 30357 /D5886. 100M pals, 10/39. B. & 8. Ltd. 51-5092.
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NAVAL MEZSSAGE.

PO e

For t‘in
Cypher or
Coding Office
only.

Originators Instructions:
(Indication of Priority,
AIDAC, NOTWT

For Exercise).

I\ﬂ‘RCl PT GROUP

TO: FROM
at Hone il A zla] 581 A, Admirallys,
e of ar 3 ol Skt uid B NG
c B ¢ 3 1 i CY
- c i SalecEy ] X 1ent Densr -
: roces ] ( st
e} 1 br ANl ofshd ] C
Lo por rikation and B ] i A Y
1111 ores O NG S E O e St 1 013 i
: ¢ of merchant ship or O« .
2 kil St s o S 1 at
stowed in g poslitio gaeatline s e m gl bhans g S 116
G 387 & Allia r et s T @y inie T e & ayas s 1 ek
leliver 3 b 10 who mwill iiad- theiy arriual Lok
o ! by
arrance colieetio o] = 38 Similariss orlmesar
ntnoprities will deliver bags to Haval Authority, who
aat and snpervige welsnting, stowaps, srbtee and gi
desnatcii. gatgost ortE ey ival e W irst Shortue £ feald
o tn lncal Vawel pulvorities who w33l iofopmn Admiralis
siprhnal. Admirelty wlll arps colleation by Courle
7 Scavat matbers will Pe carvied In svelefted W)
Book or Table to be used for Initials of Cypherer 1({“1‘311?5 fl@cé(;
Cyphering or Coding. Recyphering or Recoding. or Coder. ! W

(5/374.) Wt. 30757/D5586. 100y pnds,

10/39. B. & B. Ltd. 51-5092.




yper or

Codng Office l

only.

Originators Instructions:
(Indication of Priority,
AIDAC, NOTWT

For Exercise).

BASEGRAM

1 INTERCEPT GROUP.

g

|
fl

|

|

1208

A1l concerned at Home and Abroad

|
|
_‘E FROM :

| aamiraity

627A

forthwith,.

¥y 1232B dated 27th July 1941.

Schqgg w%ll coms into force

Secret matter will be divided into 2 categories

_tilost Secret! and 'Secret!,

liost secret matters will be conveyed

In eyeletted bags marked with a broad RED diagonal strine.

Thesge

bags should be stowed on board so as te enable them to be Jjettlsoned

at FIRST PRIORITY in emerpency.

This category will be restricted

to 2 minimum.

Private or non-confidential maettsrs must NOT be

included with any secrét matters. 7

18084/3,

H.C.S.

Forwarded with reference to mg 381 A as above.
..mall when forwarded to my Offlc

e may be dlvid

"~ Bogk or Table to be used for

Cyphsting. of, Goding.
3

. Recyphering or Recoding.

Time of Recei
Cypher or Co
*

Initials of Cypherer

I ST TJI1

1

10/39. B. & 8. Ltd. 61-5092.

7R L Bt Soow o

NAVAL QFFI(
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or Coder.
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From the Sccretary of State fur the Culonies.

To the Officcr Administering the Government of

Circular Telegram Saving. TFATLFELAND IS0, AT
17th Jeanuary, 19LZ. iy el

SECRET.

In the intcrosts of security crrangemcnts have
recently bvecn nade for the Admiralty to take over from
the General Post Office the despetch abroad of such seeret
mail (other thun air mail) of Guvernment Departments in
this country as cannot properly tranzpitted through
norrmal postal chénncls., JSipilar arringencnts have been
nade for decling with inwerd secrct scaborne official
nail from abrocd, znd Colonial Governments having such
meil for despatch tou this country showld comnmunicate
with the ncarest BEritisn Naval duthorities in resard to
the arrsngements for its despzatch. At the first port of
call in the United Kingdor the mail will be handsd over
tu the local navzsl avthority for distrivbution to the
eddressces.

2. Official mail dospatecned in thiz panner pust
comply with the following rcouirements: -

(a) Mstter for despatch must be enclused in
non-watertipht bags, which must be clearly labclled
to their final dsstiration and merked with a
departmentel reference so that they may he roeadily
identificd @nd their movements recorded.

(v) The bzgs should be accompanied by a receipg
forrm, in duplicate, une copy of which will bo reg
by the navgl authorities and one copy will D
and returncd to the originating suthority. /

(c) If there is not sufficient matter to warp
the use of a bag a paper cuver should be used.

(4) These bugs or packeges are to be divided
ints two categorics, Most Secrct and Scerct, LB
¥asters of conveying shipg are being informed that
bags of the first category are to be Jjettisuncd il
‘energency, cven &t the risk of 1life, it is essontial
that nothing but most sccret matter should be 1ncludbf
in thein. In order that the authorities concerncd Rg
know vhich boge contain most zcerct wattcer the 1g
or covers should bec plainly narked with & brogq
line., Bogs of the second ecategory will, if pe 7St
be destroycd in eny cmergency, ovut at seconl
after bages of-the firgt category, .

-y
\ 4



DECODE.

| 5
R TELEGRAM. ©

-

No 286.

From. SECRETARY OF STATHE FOx THx COLONIZES.

HIS EXCELLENCY THN GOVZRNOR,

Lo
Despatcked : 28th. October. 19 o, Time: g, 17.
Received :  29¢h, October. 19 o, Time: |

Circular No 165. SECRET. Repeated to Colonial Supply Liaison No. 777.

In view of certain recent incidents it has been decided on security grounds
that the practice of sending SECRET or MOST SICRET Official Documents
abroad by " Safe hand of the Officer ™ must cease forthwith save in cases
where exception is speclally authorized by the permanenthead of a
department or a chief of staff at home, or abroad by head of a shipper -
administration , a2 Commander in Chief, the head of a Diplomatic ission

or a High Commissioner. Please arrange accordingly.




)

Downing Gtreet,
23rd larch, 1943,
\_ .LI.\. u‘U I.LP.R 1

Sir,

VWi.th reference to ny predecessor's

secret circular telegrsm Mo, 165 of the 28th of

October, 1942, I have the honour to inform you

that further considerstion has recently been

glven to the arrsngements for the transmissicen of

most secret and sccret offiecial documents "outside
T the U.X."M. I 2nclose a memorandum embedying
certsin rules which have been drawn ap for the
guidsnce of &ll Depariments of His hzjesty's
Government and of the Fighting Serviees both at
home and abroad.

Fim. ifuch of *he¢ correspondence passing
between the Colomisl Ofrice and Colonial
Governments whieh is marked "Seerot" in compliance
with Colonial Regulations, Talls outside the sceope
of the rules ombodizd in the sncloscéd memoranduin
which arc dcsigned snscitieally to safeguspdysan
the 1lisht of tne u01*l conditions crising out
of the war, corres Oondbﬂcﬂ containiny information
which wmight be of valuc to the enemy ond corrssgpond-
gnce which it is not desired should fall into
the hands of &llied or neutrsl Toreizn Governments.
The poeferences in the encloscd memorandum to

most

The Officer aAdministering
the Government of

FALELAND ISLANDS



most secret and secret correspondence should be ,
interpreted accordingly. and the precautions
described should be strictly spplied in sll cBsts”
in which it is necessary to zguard against documents
falling into enémy hands or becoining liable to
foreizgn censorship.

B I have to request thal with effac& from
the date of the receipt of this despatch the
precasutions described in the enclosed memcrandum
may be adopted rfortnwith in connection with gl
most secret and secret correspondence falling into
the categories dsscribed in the preceding parasraph.
In tne case of outward correspondence from the
Colonial Office the new proccdure will be adopted
forthwith, with the exception that it is not
proposed to commence the telegraphic scknowledgement
of mails forwarded in accordance with that procedurec
until I have rcceived your telegraphic acknowledgement
of this despatch. Mails despatched from the Colonial
Office will continue to be numbercd serislly for
identification purposes, and an indication will
continue to be given in cases in which the previous
mail or mails have been despatched by a slower route.
It would be appreciated if a similar practicu could
be adopted in the case¢ of mails addressed to the
Colonial Office.

I have the honour to be,
Sir,
Your most obedient, humble scrvant,

"OLIVER STANLEY.



MEMORANDUM QN THE ARRANCGEHENTS
FOR THE TRANSWISSION OF “HOST SECRETY AND
"SECRET'" OUPICIAL DOCUMENTS "OUTSIDE THE U.K".

ats The expression '"outside the U.i{." is 1o
bE ws rerdod as covering all. tronwalssions tosand s
from the U.K. and 511 traonswmissions cutside the ULk,
gxcept transmissions within a British oversca territory.
Zire is to be rezarded, for this purposc, .as non-3ritish
territory. "Official documgnts' include any writing
dealing with official matters, whether originating from
ar officisl source ‘or from some wutside ageney engaged in
official work.

2 It is important that the classificaticns "kiost
Sccret" and "Secret! should be enrrectly applicd, as if a
mass of correspondence which is not really nf a sceret
nature 1s thrust on a service of limited capacity, theres
is always a risk of delay to important sccret daocuments.

3. E'ccptlonal cascs of transmissiovn by safe heand.

As ;ﬁdicated in G6lonial Office RBecret circular
tel gram No,4#65 of the 28th of October, A9L2, the e
transmissisn outsidc th¢ U.i. of m)st/éccrct and seoﬁet
JL;’\fflcial/ancuments by/“safu hand of /iLlCLP is forbidden
//” save 1n the cxeceptisnal cascs mgntynnbd in that Aelepgram.
/éy?;é;j ‘The onlj cases 1n/whlch thic me hod of transinis 1nn 0y Bty
ZL/// and can be Justﬁflud are thoo%/ln which the Argency «f
7 7 the tranamlsSL/n of the ducwnunt nutwel hs zZny risk .
Anvclved in Bundln It b ﬁon—approved method, In such
//r cases, thc,doll Jlng conditinns must oe/gmtisficd:~

o) The documcnt shall be »laced in a bag.

(v)



()

(a)

(e)

(

Hh
—

The bag shall be sealed by the despatching

authority which, in the csse of a journcsy
touching at 6T aver, or close to non-British
territory, shall se {wherever availeble)

the Foreign Office or their reprcsentative.

If carried ty or over the sea the bag—shsll be -
weighted. When ‘the transmission 1s overland such
precautions as /are practicabde shall e taken to
ensuyrc the degtruction of the bag in an cmergency;
MthOVuP posgible the officer carrying the bag

sh&ll be acaﬁmpanloa by/an gscort, ///

Thd bag shall R B ne e ship or
alrcralt bb entruSLOd/to the Britjsh captain or
pilot, as the case muy he, under/conditions
designed to cnsupc ¥ts dsstructfon in an smergeney.
At all other times /throughout its uransmlﬁflon
the bag shall remain in the cystody of a.British..
ofTicydr sclected hy the despgiching or/c rrying
authority, who will be rcsponsiblo to Ahc
authdrity appointing him rfoy ensuring/that these
rules, ~nd any others that may be lqtd dovn for

is /guidcnce, ﬁrc obscrv;df

A r¢gcord shatl be kept by the authopitics concorned
sufficient to idéntify the| document and
pﬁkticulars‘of transmissioh in casp of loss.

The writtecn congent of the appreprilatc authority
shall Y¢ produced to thce censorship or other
compctent authority and (in thc casc of consents
granted ovorscas) a copy shall be forwardcd to
thc Headguartcrs of the issuing authority in London

4,



2 Standard precautions to be obscrved in the
trensmission of "Most Scerct” ond 'Scecerct'
documents.

In all other coses of mails containing most sceerct
and sccrét official documents the following preccautions
must be obscrved: -

(1) By the originating authority:-

(a) The document should bs cnveloped and sealed.

It is not essential thst f~ublc cnvelopes should

be used. The visible e:i.v .opc should be marked

Most Sccret! or "Secerct, os the case¢c may bs, and
should bear in appropriate casss & priority marking,”
il Crase "Mostrlmmcdiate”, "Inmediate" or "Important!.

(P) The envelope, which should also show-the
originating authority, should be clearly addressed,
and should bear an identification number (the shorter
the better) by which its subsequcnt history can be
traced.

(c) A register should be kept of the identification
number /

g The priority merking "Kost Lmmcdiate” should Do
used only with the pcrmission of a responsible
officer. Bach originating authority should issue
instructions es to which officcrs may grant such
permission. In the Service Departments such an
cfficer should not be below o 'Dircctor, and in othep

originating/




nunber, addressec, and any other particulars
required to trace the document.

{d) A rcceipt should be obtained when it is honded
over to ¢ despatching ~uthority.

(2) By thc despatching authority: -

(a) Documents should be forwarded in scparatc
bags* cccording to thelr priority.

(P} The office of origin, datc of rceceipt,
identification number, pricrity marking,
addressce and number of the bag in which
the document is forwarded ghould
b rcgistorcd.

(c) Schcdules o all docuwments in any bag should
be prepored, two coples being enclosed in
the bag, and another being retained for
rccord, The schedule should show the

“priority marking, if any, of the bag. ;
; g (d) The/

originating authorities an officer cgquilvalent
to this rank.

#* Bor small numbers of documents carricd by
2ipcraft flying over the seca a weighted
rceeptacle may be used provided it is too
large to be placed in the pocket.



(d) The lebel should bear a priority marking
in oppropriate csases,

{e) The bag should be sycleted and (when Tor
transmission over the sea), if pcssible,
welilghted.

(f) The bag should be securely tizd and -sealed,
preferably with 2 lead seal. Lcbels
should be of touph matcerial with double-
string cyclcts.,

(g) The bag or bags consigned to cach addrcssee
should be entercd on a separatc way-Lill or
cquivalent document, vhich should be handed
tc the carrying suthority.

(h) A rcccipt should bc obtaincd when the beg is
hended over to a carrying authoritv.

(3) carriage

(a) From the moment when a sceled bag leaves the
despatching cuthority it should be continuously
in the custody of a British subject answerable
to the despatching or carrying authority.
DupaneScampiage by raed. sp Hye pall SmSssf oreio
country or by se¢an on a foreign ship, the British

subjeect/




subject conccerned should bc escorted by a
Security Officcr or guard in order that the
bags may at no moment be loft unattended.
During carrinpge bty British shiv or British
aircraft the British subject concerncd may
be the Captain of the ship or airctaft,*

(D) Such precautions as asre practicable sheuld
be teken to ensurc the destruction cof the
bag in an emergency, ond the Britisn subjoct
in whose custody it is placed should be made
awarc of his duties in such event.Z

(c) The despatching authority rust be satisfied
that the carrying authcrity is in a position
to conform with the standards. 1aid Jdown above
before centrusting to the carrying authority
bags containing secret matter.

(&) The/

% An exception to this rule must tcmporerily be
rccogniscd in the casc of the Unitcd States Army
Alr Corps Ferry Sorvice from Ancrica to Australia.

¢ Full usc should be made of destructor cnnisters
when it is possible to use them on aircraft flying
outside the United Kingdom.



(d) The carrying authority should obtain a
reccipt when the bag s delivered 0 the
authority to wnom it is addressad,

(4¢) ©Dclivery.

When a2 bag is delivered a’ i4s final
destination to the authority to whom it is addrgssed; -
(a) Its seals snd general coalition must be

eXxamined for =2ny signs of tampering.

(P) The ecntents must be checked eagninst the
schedule containcd in it and any
liscreponcy reported by telegradh to the
originating asuthoritiy.

g\(c) The receipt of the bag irn good order must be
notified to the originating authority by
teligraph. One copy 2f the schedule should
also be returned to the originating sushority
Wwith an indication of the date of ths receipt
of the documents menitionud therein.

(d) TFTach packet must be deliwerod to the
addressce under ccnditicns of proper
Security, and a reccipt Qnsained.
Deliveey of MMost Seeret' matier must,

of course, never ve sffccocued through ifhe
. POET

9. Gencral/




B General.

In cases in which most secrct and scecret
documents are transmitted ty sca, tlue
method of transmission adoptcd stwulld e
that indicated in Colonial Oifice secret
circular saving telcegram of the 17%a of
January, 1942, In cases in which Lt is
lceired that the locuments in question nore
to be forwarded by air, they should bc scnt
by one of the air scrvices operaied by the
Alr Ministry or by the 3.0.4.C.

6. Strietly spcaking, liplomatic inmunity can
only be claimcd in nsutral or allied countries
for bags despatched by the Fereipgn (fiice
or its diplomatic missions. So far as
practicable, thercfore, mcsy secret matter
gshould not be despatched by any route which
passes through a ncutral or aliicd country.
~t 1s not possible, of course, especialliy under
war conJgitions, to guarantec that any method
of carriage will be immune from risk, n
particular, it should always be borne in mind
that, owing to limitation of loads, bags carricd
by air can seldom be weightod: and thatl
therefore there is an unavoidable risk of bhazs
falling i1to the hands of the cnanmy in ceribain
circumstances. For this reason trenspission
by alr must bc regarded as less sefo than
transmission by sea. Ageinst this must be
weighed thc overwhelming convenicnce of %Hhis
speedy form of trensport. The solution o
this equation cannot be embodied in any

general/



general ruls:  the risk masc be balmiced

against the sdvanitages of sSpeed in cach

by the originating authorzt
indicate to thc d@Ep s Bl P

restrictions in regard o ﬁhc mutﬂta ol

carriage which they wosh to lmpesz wm any
articular casc.

7 It has bsen assurked avove thot the caly
locumente conveycd by tag are o on ofriclal
ature, casily rccogn.ieabic =5 SUCL. There

L

arc casas, however, where ofilcial matters,
often of the "Most Soecrei! ilaturs, ans lunL\
with 1in "private'" letters. It is tho
responsipiiity of the originating avshoriiy

to enaure that any suen "privete'letder, which
is in realily semi-olficial, becers =m
identification numkber to indicedte that it is

‘_J

U)

of an officia’l naoiure ond to enable it o be
traced, Letters not bearing this indication
should be tLG“+L1 by the despatching avthori oy
as: of en entvlirely private naturs,

(a1 The btransmissions of priwvate letiers, Jdealing
Wwith private mﬂttOW°, b bag is open Lo grave
abuse. It s adimisgsible only whan npace

permits, ant In the case cf the Colonial
Service the privilaoe tondad only to

Govcrnors, IHEN AR G s SIS T RS SRR N G S S R O
“y L7

ud
SN G
.
I"1

similar s=asus. EH o "or tne orlginating
authority o take sheps Lo nsu“c vhat

private  lezters ore nobt dnelivded in officiai
packeus, and =t L3 the _Lnnonji R y ol tho

5
despatching authcrily o onsvrs Sha
correspondence of a puraly private huhhrb is
not forwarded Yy hog vnlicss

'i o) 'l:h(,'/"




(a) the requiremenss of *he Censorsnip have
been mev;

(b) space is avallsghle after all official
matter has been disposed of.

ER Transmission c¢f other corresvpondence.

The trensmissior. of official documents Lglow
the category "“"Secrct" should, whensver possible, be
made by onc of the approved metho.is referrcd to aboveg,
subject tc priority for scecret material; buib
circumstaences may arise when 1Lt &s necessary for
cfficers to carry such documents with them, Sc far
as departurss from and arrivals in the Unitsd Kingdom
are concerncd, such documents will not be lmpounded
by the censorship officers or other compevent
authoritics at the por ts provided -

(a) they are carried in s sealed envelone or bag
bearing the recognisable sesl of an
ppropriate originating asutonority.

(b) the officer produces a ceritificate to the
effect tr 't the documents in the sealed
envelope or bag do avy incliude sny of a
"Most Secrect', "Sccret? or "Private!
character., Such certiticate shall be
signea . a responsihle authority.



DrcobpE.

TELEGRAM.

From.  %X¥ HIS EXCELLENCY THE

3

~

GOVERNOR. M.pP.  68/L1.

THE COLONIES.

Ty RECRETARY OF STATE FOR
Despatched - 22nd. May 19.

Received : 19

No. 117, SECRET. Your despatch 23rd.

Tpansmission secret mails received.

Cypher Office.

U3¢ Time: oeoee

Time :

iarch Secret Circular

gavernor.

kﬂﬁﬁ

J.’.

&



{ VO
DrCcoDE. N
TELEGRAM.
From HIS EXCELLENCY THE GOVBRNOR. -
To ZECRETARY OF STATE ¥OR THE COLONTES.
VRS - B8 AL,
Despaiched : 9th June 19 L3, Tie: 00000
Recered : 19 Time :
o
Qed
No. 134 SECRET. Your Circular Despatch Secret 23rd Narch.

Secret documents lail No., 12 received intact.

GOVERNOR.
I.D.C.0O.



- - G

DEcop.
TELEGRAM.
No. 203. .

From SECRETARY OF STATE FOR THE COLONIES.

7o HIS EXCELLENCY THE GOVERNOR, M.P.
Despateched :  30th June ; 19 43.  Time: I8.I0.
Received : Ist July 190 A3 T MR

Circular No, 53. Secret, ®

As from July Ist I shall use 4 different prefixes for indicating
degree of secrecy aftaching my correspondence and consequential degree of
security to be observed in handling it. Order of priority prefixes are :=-
(a) Restricted (b) Confidentilal (c) Secret (d) Most Secret.

In general prefixes (c¢) and (d) will retain their present significance;
prefix (b) will indicate informationcontained would be of some value to
the enemy without being gravely dangerous; and p refix (a) will indicate
that the correspondence in question should only be published or
communicated for official purp oses a Desp atch follows containing a
more detailed dsscription of the ob jects and purp oses of these new
p_refixes.

2, S8imllar security classification should be adopted by Colonial

Governments forthwith,

3., Above classification is specially designed for security pmurposes
and does not repeat not affect existing numbering or marking of Desp
Secret or Confidential under Colonidl Regulations for purp oses ogher
than security vis h vis the enemy. i

Secretary of State,

C.0. In and oQut.
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DEcobi. e

TELEGRAM.

From. HIS EXCELLENGY THE GOVERNOR.
SECRETARY OF STATE FOR THE COLONTES. M.P, 68/471.

To
])3.\'patclfed 5 6th July 194:3 a 7""""“" N s e o3V eas
Received : 19 Time :
ﬁhdf% No, I46. SECRET. Your Circular Despatch Secret 23rd March. Secret
documents Mails Neo. 8, IO, IE and I7 received intact. F}
GOVERNOR.

I.D.C.0.

Cypher 0ffice.

\

o7




- #
1ECODE.
TELEGRAM.
From  HIS EXCELLENCY THE GOVERNOR. -
T SECRETARY OF STATE FOR THE COLONIES.
M.P., 86/42,
Despatched : S0th August 19 43, lme: | .,

Received : 19 Fime
Mr& No, I7I. Your Circular Despatch Secret 23rd March. Secret documents
Mails No. 48 of 1942 9, 16, I8, 1I9, 20, 22 and 25 of T943
reacoeived intact.

GOVERNOR.
I.D.C.0.



D1rcoDE.

® TELEGRAM.

From  HIS EXCELLENCY THE GOVERNOR.

STCRETARY OF STATE FOR THE COLONTES.

Tn
Despatched : I7th Septsmber 19 43. Timeiveaee
Received :

" s s ma TR s s s 19--.- TT:’IH@.‘--....
e
No. 186.

Your Circular Despatch Secret 25rd March. Secret

Documents Mails Nos. 21, 23, 24 and 26 received intact.

fovernor,



DECODE. 4
e TELEGRAM. (9

From HIS EXCELLENCY THE GOVERNOR.
o SECRETARY OF STATE FOR THE COLONIES.
M.P. 68/4I.
Despatched :  4th october 1943, Time:,.,,
Received : 19 Time .

@péu dﬂ/
A////%/ No. 205. Your circular despatch Secrat 23rd March.

Secret Documents Mails Nos. 6, 27, 28, 30.,xu& 31 and 32
received intsct.

Govarnor.,

I.D.C.0.



@ DuCODE. N0
TELEGRAM. O

No .556. : _
" P From  SEGRETARY OF STATE FOR THZ COLOWIHES.

To HIS BEXCELLENCY THE GOVIRIIOR. W.B 68/41.
Despatched : 5th October 19 43. Time: 17.50.
Received : 6th October 19 43, Trime : 5G0o0c

Unnuirbarad. ¥ith reaference to your Telegran fe. 205. Pleass

check and repeat between mails and 27.

Secretary of Ssata=.

Tr and Out Code,




DECODE,

.S+

Unnumbered.

@Y

THELEGRAM. M.r. 68/41.,

From HIS EXCRLLENCY THE GOVHRNOR.

SECRETARY OF STATE FOR THE COILONIES.

To
R gracied: 6th October 19 43, Time: ...,
lfeceil.'ed: s s e e o9 s s e s v s 8 19 s _’I’hne: s 8 s 0

W R Y7 5th October Unnumbered fourth to ninth
groups should read 47175, 61419, I3544, 94549, 74362,

83012 error regretted.

GoVvernor.,



DECODE.
TELEGRAM.
From HIS EXCELLSNCY THE GOVERMOR. M.P. 68/4I.
7 SECRETARY QF STATE FOR THE COLONINS.
o
Despaiched : 22nd October 19 43, Time: .....
Recerved : ., vveve annen /Ll e fme: ...
Nol 2Ttk Your Circular Despatch Secret 235rd March.

Secret Documents

Mails Nos.

3¢ and 34 received intact.

Governor.



DECcoDE.

)

TELEGRAM. =

o)
oL

P, 5 ixcellency Gl IOVE ™0,
from. H1s Excellency the Governor.

T Secretary of State for tne Colonies.
10

Mok, o8yl
Despatched : 12th Wovember 19 L3 Time e oo

Recetved :

.8 8w & » @ & & & @

2 88 5 0 ?9 .-l..Ti?]le_‘lll'l..

Your despatch 23rd klarch Secrcu Circular.

ecret Documents klails Tos. 29 and 35 received intact.

Governor.

I. D‘Cl Ol
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‘7 s SECRER y,

RN
CIRCULAR N~
——————— v L (s y, ; DOWnJ._ng Stl"eet 3
SECRET N '
T 23rd July, 1943.
Sir

The Officer Administering

J

With reference to my Seoret circular telegram of the 30th June, I
have the honour to inform you that from the 1st July, 1943, revised arrangements
have been adopted generally in this country for the classification of official
documents from the point of view of security, i.e. the safeguarding of
information which if disclosed might be of value to the enemy either directly

_or indirectly. These arrangements are shewn in Appendix III of the enclosed

Hemorandum,

2. You will see that four categories have been introduced, namely
"most secret", "secret", "confidential" and "restricted", and that all
documents which it is thought should bear a security marking will be classified
in one of these categories, in accordance with the definitions contained in
the memorandum. The appropriate classification will appear at the head of the
document.

o If the system is to work satisfactorily its adoption must be
universal: and I therefore requested in my circular telegram under reference
that you would adopt forthwith a simllar security classification. The Service
Departments have intrcduced the revised classification throughout their Commands
both at home and abroad.

4. In this comnection, I would invite reference tec Colonial Regulations
Nos. 144=154 which relate to the classif'ication of despatches passing between
Colonial Governors and the Secretary of State, and the treatment which has to
be accorded locally to such despatches. The new classification mentioned above
need not, I consider, entail any amendment of these Regulations, which concern
primarily the relations between a Governor and his Executive Council and were
not framed with the limited question of "security" (in the sense in which it is
used in this despatch) in mind. In any case sub-paragraph 4 of Regulation 145
forbids the Governor, without the express authority of the Secretary of State,
to communicate secret despatches to any person other than such members of
His Majesty's Service as he considers it essential in the public interest to
consult or inform. This prohibition would apply a fortiori to documents mari®
"most secret". I should, however, be glad if you would arrange for any
despatches which are addressed to me, and which fall within the category
"most secret", as defined in the enclosed memorandum, to bear the marking J
"most secret". Similarly, any such despatches emanating from me will be so /
marked.

B Although the preceding paragraph is written in terms of the
classification of despatches between the Secretary of State and Governors,
the security treatment to be accorded to the various categories of documents
referred to in Appendix IIT of the memorandum must clearly be applied to all
forms of correspondence, not only between the Colonial Government and the
Colonial Office, whether by despatch, telegram, semi-official letter or other
means, but also to all other correspondence on the subject, e.g. correqmndemf
between one Colonial Government and another, or between the Colonial Gover™e
and the local Naval, Military and Air Authorities, or even between differs
departments of a single Colonial Government. Moreover, care should be
in all such correspondence to avoid referring in any document to the ¢
features of another of a higher degrece of security classification. Y.
no doubt arrange for appropriate instructions to be issued to member
Colonial Service in regard to the proper treatment of such Correspon
from the point of view of security.

6. It will be appreciated from paragraph 1 of this despatch tha
arrangements outlined above have been made with security consideratio

the Government of

FATLRT.ANMD IELANDS
|



in mind, It may well be that for other reasons it is desirable to make
"secret" or "confidential" certain documents not covered by the definitions in
the enclosure to this despatch, e.g. papers regarding proposals for new
taxation, political reform or personnel, and it is not intended that the new
proposals should interfere in any way with this practice, or with the present
practice of numbering desvatches wlhiere appropriate.

e I think this is an appropriste place and time to suggest that you
might profitably institute a general survey of the security arrangements at
present in operation in the offices of the Government which you administer.
Now that he has lost the initiative in the general conduct of the war, the
enemy may be expected to intensify his efforts to obtain all and any
information which may enlighten him on our resources or our intentions. He
will no doubt attempt to twrn to his own advantage the natural and enthusiastic
interest which everywhere is being shevm in impending events and developments.
I think it is the duty of everyone, then, at this stage of the war to exercise
all the restraint he can muster in both secking and imparting information;
and in both the spirit ard thes letter tc observe, respect and, where possible,
improve the rules of security which ought to cover the conduct of official
business, In view of the widely differing circumstances and conditions cf
Colonial Governments, I hesitate to offer any detailed recommendations on
practical methods of achieving departmental security, although with the help
of the Security Panel of His Majesty's Government I should always be glad to
advise any Government on any specific problems they might put to me. The
rules and general guidance given in Appendix I and Appendix IT of the enclosed
memorandum, which was prepared for the use of members of the Colonial Office
and Dominions Office, may, however, prove of some use tc you in instituting,
in consvltation with your Security Advisers, a general review and perhaps
revision of existing arrangements, I expect you have well in mind the fact
that all security measvres tend tc become stereotyped with a consequent loss
of efficiency; and you may be able in some measure to prevent this process by
periodical revisions and veriations in the measures you adopt and in the
persons charged with their execution.

I have the honour to be
Sl
Your most obedient, humble servant,

Yo

0o e
,«’””"#‘ﬂjvh-—
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!ONPIDENTIAL Copy No. 486

€.0., D.0., S.P.1

SECURITY PRECAUTIONS

(TTis srotice does a0l of course, apply to ordinary domestic Office matters of no
inlerest {o the enemy)

The Prime Minister has said: ¢ No one, in whatever position, should
regard it as in any sense a.reflection on his prudence, if a plan is only
communicated to him partially, or not at all. Everyone must be made to
realise that the only way to keep a secret is to insist ruthlessly on the rule that
only those are told who must be told. Everyone should take pride not in
Tow much knowledge of future plans he can acquire, but in carrving on with
his work without asking unnecessary questions or expecting to be told more
than is required for the task he is called on to perform.”

2. All members of the staff must use the utmost discretion about security
matters, since leakage might help the enemy by revealing to him what is intended
or what is known, or how it is known. Rules should be observed but the
exercise of commen sense is paramount. The more important security rules
are reproduced as Appendix I to this notice ; certain reminders as to correct
procedure are attached as Appendix IT ; and in Appendix II1 there is reproduced
a memorandum issued by the Treasury showing the classification of official
documents from the point of view of security.

ESTABLISHMENT DBRANCH,
Corox1aL OFFICE AND
DoxixioNs OFFICE,
JUuNE, 1943.

APPENDIX 1

OFFICE SECURITY RULES

1. Under the Official Secrets Acts, it is an offence for any officer to disclose,
otherwise than to an authorised person or in the course of his duty, any matter
or information which he has obtained or to which he has access owing to his
official position. This covers disclosure in any form, whether orally or in
writing, and applies not only during the period of service, but also when that
employment has ceased. It is also an offence that an officer should retain
any document in his possession or control when it is contrary to his duty to
retain it, or that he should fail to comply with official direction with regard
to its return or disposal, or should fail to take all reasonable care of it, or so
conduct himself as to endanger its safety.

2. Whilst the Joint Establishment Officer as Security Officer is responsible
for the security arrangements of the offices generally, a personal responsibility
attaches to every member of the staff. Administrative officers and the heads
of sections bear a special responsibility in respect of the staffs under their control.

Secret Papers

3. (i) Never take official papers, especially of the MOST SECRET category,
out of the office unless it is absolutely necessary to refer to them clsewhere,
e.g., at a meeting.

(ii) If you have to take official papers away from the Office, keep them in
a locked box or pouch when you are not actually working on them, and keep
them with you throughout your absence from the office, unless you can arrange
for the box or pouch to be kept in a safe.
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(iii) Never read official papers in the public rooms of clubs, crowded railway
carriages or other public places.

{iv) On no account leave a locked box or pouch containing official papers
in a railway carriage, in a taxi-cab, or in an unattended motor car.

(v) When you leave your room, lock up all secret papers. Do this yoursel
and do not leave it to someone else.

(vi) Officers should ensure that visitors to their rooms are not in a position
to read documents.

(vii) Be sure that documents are so placed that they cannot accidentally
fall into the waste-paper basket ; blow out of the window ; get mixed up with
documents of a lower degree of secrecy. Security and tidiness go hand in hand.

{viti) Don’t use the backs of secret papers for notes which may get attached
to non-secret files or be otherwise circulated.

(ix) Secretaries of committees should ensure that no secret documents are
allowed to remain in committee rooms at the close of meetings. Notes made
on scribbling pads may contain secret matter. °

(x) If secret documents are lost, the matter should be reported at once to
the Joint Establishment Officer, even if the document is found before the
report has been made, since it may be important to know whether there has
been any opportunity for the particular document to be compromised.

(xi) From time fo time MOST SECRET documents are circulated to named
officers of the department marked * personal.” This direction should be
scrupulously respected. If the officer concerned wishes to pass the papers to
someone else he should first consult the person who originally circulated the
papers.

Custody of Boxes and Keys

4. (a) Boxes. The security of a set of boxes and keys can be compromised
by want of care in the custody of boxes whether empty or containing papers,
and by want of care in the custody of keys. Numbered boxes must not be left
lying about in empty rooms, at night or at weekends.

Before officers leave the office at night or for a day off, any numbered boxes
which may be in their rooms must be locked up in a press or returned. Notices
are being provided for officers to place on their desks when they leave the Office
for the evening for a day off, or to go on leave, to prevent incoming boxes
from being left in their rooms during their absence.

(6) Keys.—From the security point of view, the ideal arrangement is that
keys should not be taken from the Office but should be locked in a press or
safe, the key of which should be securely attached to the holder’s person.

The Joint Establishment Officer should be notified immediately in the
event of the loss of a key.

TFelephones

5. Really secret matters should never be discussed on the telephone. If
it is necessary to refer to them, do sc in terms which would not be understood
by an enemy.

General

6. Be especially cautious in public places where your conversation may be
overheard. Even if you wrap up your conversation by veiled allusions, these
may reveal something to a stranger who is possibly possessed of some

information., Resist the temptation to correct someone who may be talking
nonsense.

® . s

Secret Waste

7. Secret waste may include spoilt and superfluous copies of secret docu-
ments of all kinds including telegrams, spoilt drafts, and blotting paper which
may have reflected secret matter ; also shorthand notes and carbons.

It should be understood that for the care of any secret waste which may
come into his hands, the individual officer is responsible until the waste
has been handed over to an authorised messenger ; that waste-paper baskets
cannot be given any degree of protection ; and that until handed over to the
authorised messenger, the waste should be kept under lock and key at all
times, either in cupboards, presses or desks. Special paper bags may be
obtained from the Office Keeper if desired, but these bags must be kept
under lock and key and are not convenient for use unless they can be given
plenty of space.

The Messengers authorised to collect this waste are, in the case of the
main building, the Established Messenger in charge of the particular floor ; in
the other buildings, the Head Messenger.in Charge. Messengers will visit rooms
twice a week for collection, or at other times if the individual officer will indicate
his convenience. Officers will contribute greatly to the safe custody of the
waste if they will tear it into small pieces.

These arrangements do not apply to the Special Care Section in the
Colonial Gffice ; the Lock and Key Registry in the Dominions Office ; or the
Telegraph Sections and the Telegram Copying Sections in both offices, in all of
which special arrangements are in force regarding secret waste.

APPENDIX II

REMINDERS AS TO PROCEDURE

1. (a) Keep in touch with the Defence Department and the Military Liaison
Staff (Political or Military Departments in the Dominions Office) where matters
which may affect or be affected by military operations or secret intelligence arc
concerned, to ensure, so far as may be, that you do not inadvertently take
some action which looks all right to you but may, in fact, be embarrassing.

(b) A point may arise on a particular file, on which the views of one branch
of the Office are required, when the file contains much highly secret information
of no concern to that branch. You can often get the views of the branch by

oral discussion, or by sending a communication containing only such information
as is relative to the enquiry.

(¢) Do not make passing reference to MOST SECRET matters on other and
inappropriate files which have circulation wider and different from the original
file relating to the MOST SECRET matters. Vague reference to ** certain other
factors which can be explained orally,” or words to that effect may suffice.

(@) For MOST SECRET copying and shorthand work in the Colonial Office
there is a special pool (ext. 266) which should normally be used for such work.
In the Dominions Office MOST SECRET copying is dane by a permanent officer
under the personal supervision of the Superintendent of Copying. Do not send
a whole file to the Copying Department or Telegraph Section or give it to your

{C49586) B
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shorthand typist. Often it is enough to send on the draft only, or to release the
last minute sheet on the file. In the Dominions Office MOST SECRLT papers
intended for the Copying Department or Telegraph Section should be sent
through the Lock and Key Registry.

(e) Beware of interdepartmental meetings. Tf the discussion shows that
some present are not conversant with certain secret information bearing on the
point under consideration, do not divulge the information to the whole meeting.
Leave it normally to the representative of the department whose secret it really
is, usually one of the Service Departments. If the discussion shows signs of
going off the rails the best plan may be to pass a folded note to the chairman
or to the appropriate departmental representative drawing attention to the
point.

(f) The circulation of topies of telegrams or correspondence outside the
Office should be kept under constant review. If a new point occurs in the
course of the correspondence which seems to necessitate a wider distribution
of a series of telegrams, consider whether you cannot avoid widening the
distribution of the series by dealing with the new point in a separate communi-
cation to the person concerned with it. There is no need for another officer to
get on the permanent distribution list solely because one telegram in the series
once concerned him,

{g) Be cautious about “ down-grading "’ documents and do not place MOST
SECRET papers on open files. The originator of a document is the best judge
of its secrecy category. Remember that an apparently harmless document
may, by implications of which you are (properly) not aware, give away some-
thing exceedingly secret. One piece of a jigsaw puzzle does not tell you anything
about the whole picture, but if forty or fifty different pieces reach the enemy
they can be fitted together. The system of MOST SECRET annexes to ordinary
files may be a nuisance to us, but it is probably more of a nuisance to enemy
agents.

(h) A MOST SECRET or secret document should be treated with respect
from the moment it reaches you until it is safely lodged in its {correct) home.
The best way is to take it around yourself. Otherwise send it in a box or an
envelope which is properly closed. A pin is quite useless. So are metal
clippers. An economy label, with your signature on it is probably fairly secure,
but there is no good substitute for a box or personal delivery.

Telephones

2. If youmust discuss secret matter on the telephonc use one of the specially-
fitted private telephones. (Mr. Thornley, Mr. W. A. W. Clark, Mr. Kimber,
Mr. Thomas, Mr. Lincoln and Lt.-Col. Rolleston have such instruments in their
rooms in the main building.)

APPENDIX IIT
CLASSIFICATION OF OFFICIAL DOCUMENTS

1. As from Ist July, 1843, the classification of official documents [rom the
point of view of security will be the following four categorics: ‘* MOST
SECRET,” “SECRET,” “ CONFIDENTIAL"™ or “ RESTRICTED" in
accordance with the definitions set out below. The appropriate classification

v . 5

should appear at the head of all official documents which it is thought should
bear a security marking. There is no obligation or need to re-classify official
documents issued before that date.

2. These classifications are already in use Dy the Service Departments
and in part by the United States Authorities. They were evolved so as to
secure a common system between the two Allies and it is important that all
Departments in this country should follow the same system.

3. The main object of the arrangements now proposed is to ensure a
reasonable degree of uniformity in the use of Security classifications by all
Departments. In particular, the efficacy of the higher Security markings is
lost if they are abused, and Departments are asked to ensure that the higher
gradings are not unnecessarily employed.

4. Departments have discretion to add words explaining the treatment to
be accorded to documents in each category. This will probably be found
especially useful in regard to the “ RESTRICTED ” category, which will be
found to include Official Handbooks or Books of Instructions, which are given
a wide circulation, but which may not be reproduced in the Press or communi-
cated to the general public. Thus, it may be convenient in these cases to add
after *“ RESTRICTED ”’ the words * Not to be published " or * For Official
Use only."”

5. There is a considerable volume of official and semi-official correspondence
which at present bears no Security marking, although it is clear from the contents
that the letters in question are intended only to be read by the persons to
whom they are addressed and others concerned, and are not intended for general
publication. It is not suggested that correspondence of this type should carry
a Security classification in the future if, in the Department’s opinion, it is not
called for either on Security grounds or for administrative reasons.

Definitions

I. The term “ MOST SECRET *’ should be confined, so far as possible, to
the following :—

(i) Plans of future operations.

(i) Papers giving particulars of the dispositions or impending movements
of our forces, or of convoys, escorts and ships.

(ifi) Particulars of the present and future strength of our forces and rates
of production and stocks of major munitions of war, including
critical raw materials.

(iv) A small, but very important, class of political papers dealing with
such matters as negotiations for alliances and the like.

(v) Information, the disclosure of which would make known .the methods
relied on by our Intelligence Service, or would imperil our Secret
Agents, and information about counter-espionage matters.

(vi) Information about new secret methods of warfare and munitions of
war, including scientific and technical developments in connection
therewith.

{vii) Cyphers and documents relating thereto.




1I. "“ SECRET " documents are documents which, although not warranting
the exceptional precautions applied in dealing with “MOST SECRET "
documents, are of such a nature that for security reasons they must only be
disclosed to persons whose duties make it essential that they should have
knowledge of them.

II1. “ CONFIDENTIAL " decuments are documents, other than those
covered by categories I and II.above, which are of such a nature that their
disclosure to persons other than those whose duty it is to have knowledge of
them, would cause administrative embarrassment or difficulty or would be
helpful to the enemy, without being gravely dangerous to the national interest.

IV. “ RESTRICTED " documents are documents other than those covered
by categories I, IT and III above, to which it is necessary to give a Security
classification, as indicating that they should not be published or communicated
to anyone except for ofticial purposes.

(C49586) 212 7/43



(Tt 1s requesied

that, in any refer- 20 t.vgl_]\%l‘)}.é

o 68/U41. MINUTE. Q? \
bber, 10 43

. ence to this minute, (=
the above Number EHon. S.M.OQO. —Fy X1 2
:llnd th {;ate may Legal Adviser ﬂg }1"“"{ -,-,95,
he nuoted). W
| 7o Byecutive Enginegr & 0/C.F.I.D.F//
from THE COLONIAL SECRETARY, Director of Agrie. ,!r__}_,{.'__,_f,z.q,}”i ws Fuse

Supr. H. & T. ﬂ‘"_(- YRR | B T
Govt. Waturalist. /4@ 2y a3

‘ Postmaster 1= A 1
Stanley, Falkland Tslands. 0. i/c Treasury @, 5‘5'.”" Fy

. i/c Education Dept, & 8. 5/
Chief Constable.fx 70/2/45

ERORTNELT. DEEVN T T eA L.

I am directed by His Excellency to circulate for the infommnation of Heads
of Departments the enclosed Colonial 0ffice memorandum on Security Precautions

.-—-""'/

2. These instructions are intended »rimarily for use in the Colonial and
Dominions Offices themselves and can only be applied here, particularly in
Departments, in a minor degree. I should, however, be grateful if you would
study the memorandum carefully and take any steps which may be necessary o
tighten up security control in your departments on the lines indicated. In
any case I suggest that the attention of your staff should be drawn to the
quotation from the Prime Minister and the first paragraph of Appendix 1.

Colonial Secretary.

/

/
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CARQULAR Downing Strest,
L2I0RED- 284h Ootover, 1943,

oir,

Wish H!Qurnna to paragraph 2 of Appandix IXX of dhe

Beourity Precautions print enclosed in my Seorst Oireular
Geapatodh of the urc;'hxlr. I have the honoar % infoma you
that, with a view %o s tl % 1hs preokwtiona taken in ihe
maunwnmmmm 2= in deald ntn.xm"
Gooumsats ahell bde of & l&l‘l.hr %:1% bas .P“

© with the Urnited States authoridis %5, a8 Tram tho Ostober
943, the following ahell be $he equ. valent n:l:l.nu- of offiaial
dooumants in she resppative comisdess-

British “Moat Beorwt" oand "Seered” '
equal Americsn “deoret™;

Britiah "Gonfidential” ¢ snu
Angrican "Oonfidantial®;

irditinh "Mastrieted"™ saiale
Anarioss "Resiploted¥,

' I% has further been agreed, | « %0 tring the
British anl Amerioan daflilidions of “Geore nto lina, Lhad
the words “ressons of natsional secariiy" shall be substituted

for 4w words "security reascns® im the definitiaon of British
“georot", The lalter agpears as dafinition Bo.II in
Appendix IIX of the print referred %0 adove,
I have ;i: hoiwur to be,
Your most cbedient, humble servans,

OLIVER BSTANLEY

The Offiocer Administering
2 ths Govermmens of




DECODE. @

TELEGRAM.

His HExcellency the Governor.

_F?'.um
To  Sececretary of State. M.P. 68/4T.
Despatched : ord Decemosr 19 a3, Time: ,....
Received : G S s W R
No. 238. SECRET. Your dsspatch 25rd iareh Secrz2t Circular. Sacret

Docurnsnts Xail, No. 35 roceived insact.

Governoni'.

INSB)ERO)



DECODE.
TELEGRAM.
HFrom. . HIS BEACELLENCY THE GOVERNOR.
To SKCRETARY OF STATE FOR THE COLOWILES.
V.P. 68/41.
Despatched . 7th Dscember 19 45, Time:.... bC
Jzpanaa] ! Caaiio o aBan AT N SRR A RS, B o oG e S o oo o o .
No. 242. SECRET. Your Despatsh 23rd March. Secret. Circular.

Secret Documents Kails Nos. 37 and 3538 received intact.

Governor.

.
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® DEcCODE.

TELEGRAM.

No 27. .
From Secretary of State,
7o His hlxcellency the Governor.
Despatched :  14th Lecember 19 43 Time : 1040
Recetved : 15th *“ecemher 19°43 Time: 1030

Circular No 118 Sceret with reference to my Despatch of July 23rd
Secret Circular 1943 Sz2curity Prefixes. I should like tc ~uphasis
particularly the imnortance of ensuring security of any telegrams

in which shippir; movements are reported.
411 telegrams on the subject of shipping movements should invariably

be Prefixed "Most Secreét'". They should continue to be encyphered
preferably in the One Time Pad.

7z (p” e
= SECRETARY 0F STATE,

Colonial O0ffice Qut Table.



No.  68/1i1. MINUTE. éa)
(It iz requested = e
that, in any refer Zh = T 5 5
. it t:this)minute 315% December, 19 L3,

the above Number
and the date may
he quoted). To The ltiagistrate 3

From The Golonial secretary, _tf )

Stanley, Falkiand Islands.

CONFILII L

I an dinccied iy Mis Breel Leao
thne GﬂblOudd.{Olﬂﬂlﬂl Al ece omorindin

seonamdt  Por your Infoimation,
Eil ﬁclziuv recavhions.

aeticons arve InztesCod prlanpily Jor vog Lo the Colenial
and Doninions { Tl s themselves and can onl:r bHe annlied hare,; narticularly
in hepartmenbb, in a adoor degiree, T ehould, hewevwer, be gpnteinl iX you
weuld study the memorandinn cﬂwe“ully ond tale sopr abenag vhiich nay be

o - e se iush

necessary to tighton un sccuriiy eon® el 10 yoor e raants on the lines
indiecaied. In angr dase 7 sugsgesth Channton of g svafE
ganzld be drewn to the guotat¢on by e Baelige] apitE e and the first

paregrann of Apnendix 1.

K. G. BRADLEY

Colonlal 3Gseretary.
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DECODE.

1°5)
TELEGRAM. o

From. . His Wxcellency the “overnor.

To Secretary of State.
H.P. 68/41
Despatched : 11th January, 19 44 Time: bl
Recetved : 19 Time :

No. 15. SECRET. Your despatch 23rd. Harch, Secret Circular.

Secret documents mail Ng. 39 received intact.

GO VIERNOTR .

71.D0.C.0.



DEcoDE.
& TELEGRAM.

From. . *is Excellency the Governor.

T Secrstury of State. (
M.P, 688/41
Despaiched : srd Febuiuary, 19 44 Time: weene
Receted : coooo oopbo . aoGoc 19 e
(2 | -
'igi;; Ko 356. SHORAT. Your despatch 23rd March, Seeret Circular.

Secrst D-oiment mails, Nos. 47 end 43 received intact.

GOVERNOR.
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®:COonE.

TELEGRAM.

From. His. Excellency the Governor,

To Secretaru of State.

]UI-P- 68/}-[-1 LJ
Despatched : 23rd March, L T S A= B
Recez‘t’gd _' ® o 8 09 o e 0 @ 0 e 0 90 ]9 ’[‘z‘nle N o e o 4 o

~
fﬂgégj? No., 88, SECRET. Your despatch 23rd March, 1943, Secrect
Circular. Secret Document Mails, Nos. 40, 42, Lk, 45, 46 of

1943% and Nos. 1 and 2 of 194l., received intact.

GOVERNOR.

IlD.G'ol



® DECODE.
TELEGRAM.

From  Secretary of State.

To Hig Excellency the Governor.
Despatched : 30th March, 19 L), Time: 2450,
Recerved : 31st March, 19 ), Time: 1030.

~ i\l Circular No. 31. Confidential. With reference to my Telegram Noa. 53

L%f;by/' Secret Circular of 1943. Security Prefix.

Agreement has been recently been reached between competent Authorite
ies of His Majesty's Government and the United States Government upon
a corollary system of Security Prefix to be adopted by the Armed and
Civil Services of esch country as follows:i-

(a) Top Secrct. Certain Secret document information and material,
the Security aspeet of which is paramount snd whose unauthorised
disclosure would cause exceptionally grave damage to the Nation
should be c@lssified Top Secret. (Classification Most Secret is

withdrawn)e.

{(b) Secret. Document information or material, the unauthorised
disclosure cf which would endanger National Security, cause serious
injury to the interests of the Nation ef¢¥ Governmental activity
thereof would be of great advantage to & Foreign Nation should be

) i classified Secret.

(e) Confidential. Document, information or material, the unauth-
orised disclosure of which while not endangering National Security
would be prejudicial to the interestg or prestige of the Nation,

any Governmental activity or individual or would csuse administrmiaig
emonrrassment or difficulty or be of advantage to a Foreign Natio
should be classified Confidential.

i
{(d) Restricteds Document information or material (other than |
Top Secret, Secret or Confidential) which should not be publ i shiiM
or communicated to anyone except for Official purposes should he

classified Restricted.

2. These prefimes will be introduced in the Colonial Office on

April 1st and I should be glad if Colonial Government would adopt a
similar classification as from that date. A Despatch follows contain
more detailed description of the objects and purpose of the new Prefix

and definitione \

3« Existing practice of numbering and marking Despatches Secret
or Confidential as established under Colonial Regulations need not be

varied,

° SECRETARY OF STATE.

Colonial Office Out Code.




DEcobE, {57
® TELEGRAM.

From His Excellency the Governor.
To Secretary of State.
Y.Pe 68/U41.
Despatched : 27th April, 19 hhe Time: essas
ReCﬂZ.'Ued.' R 8 48w * 88 aa8 19 Ti’me: ae e e e
NOLARA20% SECRET. Your despatch 23rd March, 1943, Secret.
Circular. Secret Document Mails, Nos. 4 and 6 received
intgct.
GOVERNOR.

mlDl Gl O‘



[)ECODE.
———

TELEGRAM.,

I'rom Secretary of State.

To His Excellency the Governor.
.P. 68/41
Despatched : 29th April, 19 Lk, Time: 1220.
Received : 30th April, 19 L. Time: 1030.

L3, SECRET. Repeated to British Colonies Supply

Circular No.
Merchant Shipping falls into three classes of

Mission No. 608,
security viz.

vionster liners and all troop transport. All information about
movements of ships felling within this category should be treated as
"Top Secret" and com aunications by telegraph should be so prefixed and

encyphered on One Time Pad.

2. A4ll other British and Allied ships together with requestioned
Danish ships and Swedish or other Neutral States which are chartered tc
the British Ministry of War Transport or United States War Shipping
Administration. All communications dealing with the movements of
vessels in this category should be treated as Secret., and communication

by Telegraph should be so prefixed and encyphered.

3. Other Neutral ships not chartered to the British or United
States Government's i.e. Spanish, Portuguese, Swiss, Argentine etec.

The Admiralty instruction now inforce lays down that messageswreferping
to movements of vessels in this category are to be graded as -Rggt?%gfe
/Communications



Comiunications by telegraph may however be sent in plain language.

Le« This cancels my Circular Telegram No. 118 December 1Lth.

N

COLONIAL OFFICE OUT CODE.

SECRETARY OF STATE.




TELEGRAM.

His Excellency the Goveérncr.

Secretary of State.

DECODE.
o
From.
To
Despatched :
Recetved :

(R%ég;y'ﬁo. 141.

Document

23rd May, 19 11l el aiinte ol
R ) 22 0w 19 T‘I:’ine o e °
Restricted. Ny Telegram No. 88 Secret. Secret
Yyails,. Nos. 3, 5, 7, 8 &and 10 received intact.

GOVERNCR.
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s Z :f”:\\
S DECODE. KﬁC%)
TELEGRAM.

From .  His Bxcellency the Governor.

To Secretary of State for the Colonies.
M.P. 68/41,
Despatehed : 19th July, 19 L, Time : «osea
Recerved : 19 ... Tiie : osoace
N
: ~Ja/ﬂ/ No. 181. RESTRICTED. Your despatch 23rd March, 1943
g Secret Circular. Secret Decument Mails, Nos. 9, 11, 12,

LEPERE VPRt N and 7 reecived dntaedt.

GOVERIIOR.

I. D. C. Q.
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(1) I0P SECRET

Certein seeret docunents, infoermation. and metarial, “the

securlty aspsew of which iz parsmount. and vhoso unavthorize
disslosurs would oruss exeeptionally grav:e damage to the "E:uiOﬂ.
dhould be elassifled TOP SECRET.

The Follewd ng, arse some exaiples of mather which normaily
Ji4l) be graded TP SECRIT.
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ATE QT YUBADZ MAJCDR oF
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abhove.
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. Fil Y
-fj sneed snd thae 1like.

4. Inforasiion 9 the welbeds uased or
succens obiained by oup Itucn,ﬁ.&gence
Ser-vi.cps and (Jmmﬁezm}'n‘;e.s..t.xgo
Sarvices or which would Imperill sesyet
agants.

Be Tpidicel :"ﬂ.';:’cv:fma"-:irm o new and
Tportent : of wayr, including
apreTad snd tcchnlical developmenis.

o Importany pariiceuiors of exyptography

ity naterial; “noe wauthorized
R & ~ naltional sescurilby, caypse
5 o prestipgs of the aaiion, OF SRy
. 14 dheveof, ox would be oF mreal advaniags %o
&) he clapelflisd SHEORET.
Toe Polilowing ane acwms examplee of matter shich normally
will he pom
o e IR »

e Dartlonless of operotions in nONgrEss.
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QUITHRAT, PRINCIPLES

GRADZIG

1. The deslpnution of persons respongible for prading and
regrading should be a functicn of the apgropriate authoritles.

20 . Bach document should be graded secording to iis cwn content
and not neuessarily according to its relationship %o another
document. ‘Thisz alisv spplies to extrscis from graded doscuments.

3a The grading of z {ile or group of pbysicelly comnected
documents should te that of the highest graded dccument thersin.

RE-GRADIHC.

L. IT IS DESIRABLE THAT ALL AUTHORITIES SHOULL KEEP CLASSIFIED
MATTER CONSTANTLY UEDER REVIEW AND TQ DOWNGRADE IT AS SCON AS
COXDITIONS PERIYIT.

He Ko parsend is 2ntiiled solely by viriue of his pank or
position ¢ Enowieldge op posseselon of classified matier. Such
matter is entrusted only to $hose individnsls whose offlcial
duties require sucn knowledge ¢or possession.

SEGRET,

€o SKECRET mstter should ke handlad in accordance with the
following rules:

{a) The highest grade cryptograrhic systems
available should be used for the
wransmission of SECRET messapges.

{h) OECRET documents should he iremsmitted
oply by ofPfieclially desipgnated courler in
deuble ssaled envelcpes, the inner ona
beiag movked SERIT, and will bes opensd
only by tho addressee or his suthorised
reprasentative. Where ¢ifiocially designated
courier serviece is not avallsble, SECRET
documernts nay be transmitied by reglstered meil
gervles or meil senvice superior %o
roglsierad mail service, if the service is
eopletaly within nstlonul contyrol.

{s) Trassmiszsionr and custoly of these documents
and meserial should nommslly be covered by a
regeint sysbow: and reglaterad gocvments or material
periodicslly accounbed Tor- It is of importance
that registered docuwsnis be covered by 8 reselps
Sy 546N

(8) It 32 ths responsibility of the connissioncd
officsr or eanivaient oilvilian holiding custody
of SECRET docuwmsate t0 ensure that sll gaourity
precautions are faken o grard such dscuments
at all times.

£0P SIGRET,

5 =d




1QP SECRET

r TOP SECRET matter shonld be hendled in mooordsnce
gig? the above rules, with additionel safeguards as
ollowsn: -

{a) DUnder no eircumstances should such matier
be trensmitied by registered meil.

(b) DUnder no circumsiances should messages s0
graded be trammsmitted by eleotrical means
in the clear.

(o) I% iz mendatory that transmission and custedy
of swuch matter be coversd by & receipt system.

{d) TOP SECRET documents should be handled only
by persons ssacifically designated and may
not ve disclofed o any perscn solely by
virtue of his rank or office,

CQEEEDENTIAL,

8. COUFIDENTT AL matter should be handled in sccordanse
witn the fellowlng rules:

{a) CONFIDENTIAL Coecumenie, exeept registered,
should be transmitted by approved officizl
mesng. Registored CONFIDINTIAL documents
chowld he handled ln dhesame mManner 28
registered SECRET documentse

{t) It is the responsibility of the commissicned
cfficer or egquivalent official holding custody
of COMNFIDENTIAL dccumenis tc insure that
appropriate security precautions are taken atb
ail times.

RESTRIGIED

9. RESTRICTED matter should be hendled in ascordence with
the followiag rules:

{z) RESTRICTED documents should be trensmitted by
such approved channels as will provide a
reasonaible degree of seecuriiys

Begistored RESTRIGTED docnments shonld be
soansmibtted te and From Forelgn countries
iv: the seme mermer as registered STCRET
documensEe

-P.\
5
e
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DECODE. @
b TELEGRAM.

To Secretary of State for Fhe Colonies.

M.B. 68/M4.
Despatched : 12th “upust, 19 Mhe Time e oo

Recelved - s e 719 .- T 0 500 0

WITHOUT PRIORITY. No. 200. RESTRICTED. Your despatch

(\,y
57 23rd March, 1943, Secret Circular. Secret Document Jail, |

fo, 18 received intact.

GOVERNOR.

0 {10 P



DEcoDE. <ii>

s TELEGRAM.

From His Zxcellency the Governor.

To . Secretary of State for the Colonies.
MR 168 Al

Despatched : 16th August, 9. Time: «v...

Received : s eees  cu... cerae 19 oo Time: ooocee

WITHOUT PRIORITY. No. 204. RESYRICTED. My telegram No, 204

To wails received please add lLio. 6

160

GOVERBOR,

Gl T.CI




I‘EOODE. @
TELEGRAM.

To Secretary of State.

Despatched : 5th Septeuber, 19 by, Time: B a8

Recerved : 19 .. Time: ARG

(/\| \4, WITHOUT PRICRITY. Ko. 214. RESTRICTED. Your desptach
|l
\‘J“// 23rd March, 1943 Secret Circular. Secret Pocunent Mails

Nos. 19, 20 and 21 received intact.

GOVELRIOR.

I.Db.C.0.



I)Ic(:oDE.

I1.D.C.0.

&

TELEGRAM.

From . His Excellency tie Governora.

To Sleerehar ot stiathor
Despatched : 29th September, 19 Wi, Time: o....
Recel'(’ed . s eesee seeea s ewees 19 e s o '[‘l.nle a 4 8e s

No. 236. RESTRICTED. Your despatch 23rd larch, 1943, osecret

Circular. Secret Document lMails Nos. 22 and 23 received
intact.
GOVERIOR.



1.D.C.0.

DEcCoODE.

v

9

THLEGRAM.
From His Excellency the Governor.
To.  The Secretary of State.
M. P. 68/)4.1 .
Despatched : 30th Novenber, G s L B 77T S
Received: eceaa  ocnaee iy L 19 .. Time: 50000

No. 28L4. RESTRICTED. Your despatch 23rd larch, 1943,

Secret Circular. Secret Document lails,2l to 31 inclusive

and 33 received intact.

GOVERNOR.
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® DECODE. et
THLEGRAM.

From His Excellency the Governor.

To . Secretary of State.

Despatched : 6th January, 945, I S0 - i
Received" ¢ ® O o " & 5 a8 " s & & a 19'1' YY',"?]ZC):'....
(|
LHQLQLyf No. 9. RESTRIGTED. Your despatch 23rd larch, 19L3. Secret
« Circular. Secret Document liails No. 32, and 34 to 36

inclusive received intact.

GOVERNOR.



e DECODE. I‘:
TELEGRAM.

From His Exceliency the Governor.

To.. .Secretery of Slate. M.P. 68/L1.

Despatched : 18th January, 19 1,5,  Time:

Received : 108 ; R

. Time :

4
QY

lio. 22. RESTRICTED.

L

Secret Circular. Secret Document I'ail , No.

Vour despatch 23rd llarch, 1943,
38 received

intact,

GOVERNOR.

IN & OUT CODE,




DEcCoODE.

Il & OUT Cobu.

TELEGRAM.

..................................................................................................

To.. The Secretary of State for the Colonies.

Despatched : 1Lith liarch, 19 15. Time : AL

RGCEZ"UBd.' --------------- 19 « an Tiﬂle 5 DR Y

Lies e RASTRICTED. Your

despateh 25rd harch, 41943, Secret
Circular. Secret Docuwient lails, lios. 37 &nd 39 of 19iih, and

1, 2 and 3 of 1945, received intuct.

GOVLIOR'S DEFUTY.
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COLONIAL OFFICE 22203/2/L4 PAGE NO.1

Golonial Offics,
Downing Jtreet,

SECRET

s.‘”. 19
CIRCULAR 1s8%. Dacernber, 1944,
Sir,

With reference to Lord Cranborne's secrect
circular telegram No. 165 of the 28th of October, 1942, ana
my eecraet circular despateh of the 23rd lareh, 1943, 1
have the honour %o inform you that the arrangements for
the transmission of most aecrel and secret officisl
documents ouiside the United Kinpgdowm have now heen
ra-examined in the lipght of %he changing war situation and
that it hes been agpreed thaot some relaxation con ve 2llowed
in the rules which have hitherto been in force., I shall be
grateful, therefore, if you will substitute the Tollowing
for paragraph 3 of the mamorandum enclrneed in my circular
cespateh mentioned above:-

3 kxcentional casaes of tranamisaion by aafe hand.

Where it is 4impracticable to arrange for the
transmission of top secret and secret documents in
accordance with the riles set out in paragrapi 4 o ihis
memorandum, personal ocarriage may be permitited on the
written authority oif a responaible officer, who should not
be bhelow the rank of Captain, R.N., Brigadier,

Alr» Commodore, Councillor in the Foreign O0fficae or
Assistant Secretary in the Civil Service, and in accordanze
with the followlag principlea:-

(a) The dooument shall not be carricd on uhe person
but cavried in a sealeé receplacle ~ prefeorchbiy
& VOGa .
(0}

The OfIicer Adminictering

the Covernment

(V)

F105703



COLONIAL OFFICE 212203 /2 /L4

PAGE RO.Z2

(b) The receptacle shall be sealed by the
despatching authority. IL there is any
risk tf examination by non-British .
officials, the receptacle should be sealed
by repreasentatives of tlhie Foreign 0ffice,
except where the despatching authority is
assured that theiz own officiel seal will
be respected by any non-British officials
into whose hands_ the receptacle may come,

(¢) In transmissionc -where there is & rcisk of
hostile interference, the receptacle, if

the transmission is over the ses,

shell be

weilghted and if over the land such other
precautions ac gro practicable ohould be
taken to ensure its destrmuction in an

GMETrECNC T,

(4) Throughout the carrisge, vesponsikrility for
the aafe custody of the document will de
that of the of'ficer to whom the authority is
granted, He may entrust the recepiecle o
the Bricish Capiain of & British ship, oF
other such British authority who is, in his
opinion, competent to safeguerd it

(o) 4 record shell he izept by the suthorities
concerned, sufficient wo ldentify the document.

with parviculsrs of trsnsuission,
loss,.

in case of

"here documents arc carried by personesl carriage in
accordance wilth the gbove recommandations on rouvtas whers
travellers' censorship vameine in force, the writien authoriiy
for the personal carrisge of tho documents should be prodaced
to thea appropriate authoritiece ©o enable the documunis

concernad o e carried wWithout examination.
< nave the honour %o be,
Sir,
Your mostv obadient,
hamble scrvans,

OLIVER STATLEY

-
Fensh
=
(== ]
=J
~ J:



e DECODE.
IELEGRAM M.P., MO. 68/11.
To XKzak . The Secretary of State for the Colonies.
From XXX His Excellency the Governor.

Despatched : 11th April, I945. Time: ooees
Recerved : N I e 19 Time: o« ouens

No. 104. RESTRICTED. Your Despateh 23rd March, 1943, Secret

Circmlar. Secret Documenis Mails, Nos. 4 and 5 received intact.

GOVIRNOR.



® DEcopeE.
TELEGRAM.

From His Excellency the Governor.

T, Secretary of State for the Colonies.

Despatched : 16th May, 19 45, Time: oe...
Recez.ved: ¢ 5 8 88 a o0 o e 0 0 0 19 * e Ti?ne: * % e s
(\ Ad-’
%2///
% No. 139. RESTRICTED. Your despatch 23rd March, 1943
Circular. Secret Document Mails Nos. 6 to 10 received
your

including/Secret Circular despatch of 7th March, 1945.

GUVNE.

Secret

intact



f,\
DECODE. o
TELEGRAM.

7o Secretary of State for the Colonies.
M. P. No. 68/li1.

Despatched : 11th June, 1945, Time: va.os
Received : <o v v e 00a'D o TR Tome e coecoc

)

\ ‘/ﬁc)
Dlah s an, RESTRICTED. Your despatch 23rd karch, 1943,

Secret Circular. Secret Document kails, Yos. 11 and 12

received intacte.

GUVNE.,




@ D=xcopE,

TELEGRAM.

Fram...::-~ —",:.l.;..‘.'..'l-'l—'—"u et al‘f g
To .. Secretary of State fax the Colonies.

Despatched: 171tk July, 19 L5, Time: ...

Received : S S R e S ime

No. 18hL. RESTRICTED., Your despatch 23rd ¥arch, 1943,

Secret Circcular. Secret Tocument Mails, Mes. 13, 4k, 45
and 16 received intact.

GOVZRNOR,
i b5 (O



.DECODE.

TELEGRAM.

Bxcellency the GoVEIDNOr

Despatched :

Received :

_,‘ .

////// 0. 251. RESTE LOTED.

20th

septeloer

Your Despaicl

Civeculspe,

intact.

G.T.C.

secret Document

jiails Xos.

GOVIERNQR .

19 ;15
19

Time :

Time :

l.arech,

inclusiwv

secretary of State Tor tihe Coionies.

1-'—r3?

OCCIPE U

received

Oy

()



DECODE.

e e TELEGRAM. up.c0/u1. 59)

From  His Exceliency the Governor,

To The Secretary of State for the Colonies.
Despatched : January  9th 19 46 Time: ..
Recei‘ved . 2 * e 0% 0300000000000 0 n19 e a Tz‘me - ..

Rett>

BRRECEEFE )  RESTRIGIED. Your despatch Secret Circular 23rd March

1943, Secret document mails Nos: 26 to 37, 39 and L2 received intact.

GOVERNOR.

G. T. C'



DucobE.

® TELEGRAM. s

Irom His ¥xgellency the Governor.

To The Seeretary of State for the Colonies.

Despatched. : 18th June, 7946 T
Received : sasssomnas 19 Time . eese

Nos 180. Your Despatch 23rd ifarch 1943 Seeret Circular.
FPollowing mails recelved intact: -

1946 = 1 to 12 and 15

GOVIRINOR.
Gl :I‘ L] Ci'



Dxcobpg.

TELEGRAM. 1. P. 68/111

B T

From ... . H1s Zxcellency the Goverior.
1o The Secretary of State for the Colonies.
Despatched : July 6th 19 L6  Time: 11.00.
Recewrved : . o o o 19 Time -
Reel 53—~
i No. 208. My telegram Y¥o. 180. Followinz mails received intact

13, db, 16 to 19 and 21,

DRI

GOVERIOR,



DEcopE.
— : TELEGRAM.

From His Excellency the Acting Governor.

To The Secretary of State for the Colonies.

Despatched : August. 23rd 79 46 T 12,80,
Received : August. . . . . . 19 1'itme
F Y

Nos. 253. My telegram No. 208. Following mails received intact
20, 22, 23, 26,
GOVERNOR.

DRM.



DECODE.
) | TELEGRAM.

M.P. 68/41,

From His E:izellency the Governor.

To The Secretary cof State for the Colonies.

Despatched : January 7th 19 %7 Time. 11.U4C.
Received : © o o a o o o o JE Time :
RELL(;H,#,__
No. 7. Uy telegram No. 253, A1l mails received up to No. 59 8
with exception of Nos. 45, L7, 55, 56 and 58.

GOVERNOR.

DRM.




GIRCULAR Dovming Strecd,
Sl TDURT T AT, 20th Deeccmbor, 1946,
Sl

I have the nonour to refer to Coloncl Qliver Stonley's
confidentinl eipecular telogram, No«31 of the 30th March,
194k, rogarding the classification of documcite for
scecurity p»urposces, ond to inf o you that I have rucently
had ocecasion to review the dcecision contained thercin that
whilc thce new prefixes should be introduced with cficet
from the lst April, 194, it would not be necoscuny 92
vary the exioting proctlce of numbsring and morking
despatches ns cstablished undar Colonial Regulaotions.

2. T Lhave now dceided that, in ordcr to provent
confusion and misundcerstanding, the sencral rulcs cg to
classificotion set out in the circular tclegram und
reforence should ove applicd to all commmunications be
the Scerciary of 3tate ond Coloniasl Governors which ro
a seeurity groding. Theece ig, of course, 0o gucsition of
Dubliching the claszsification rulés snd the dircedions in
Colonial Roezulation. 115, whiclh concernl the cxient to which
a documcint may be cliprculatced and &o nov rofer o the naturc -
of the contents of the document, do not rcaulrpc altoration,
execpt by the addition of tho "rostrictcd' catoocry. I cnclose
an amcidiaont of the Coloni~l Wegulation to providce for this

ey il additiosn.

"_'I
LEeen
ire

= i

0

3 I shell bg obliged if'y, in futurc, the prefixiang
of corrvusnondence sy hbce determined by refcrcucce o the
approved clessificotion rulcs.s This will involve mony
commuinlications nithcerto marked "eonfidential®™ boing marked 3
Ypestricted", whilc mony which under previosus practicc would
heve boen mariked Y"sceret™ will be sufficivntly graded as
Yeonfidentiall,

L, It will be¢ convoenient nlso if, in futurc, o
gspatches to the Colopinl Office are numbeored in three
separate serics, viz. (a) Open, restriclicd and confidential
despetehes in a sinplc scrics: (b) Sceret and top sccret
{ despatehes in o gingle serics; (¢) 8taff dcsontches,
Saving tclegroms should be similorly numbcred in thrce
series. Telegroms, however, should he numscred in one

serics irpcspective Of classificerntion,
(I” I have the honovr to bao,
- sir,
Your most obedicnt, humblc scrvant,

5;(" . A. CREEZCH JONES.

Y

/
g Officer Administering
the Govermicint of

BERTAND ISTLANDS



COLO:IAL REGULATILONS
Part I - Public Busineis
Aulendilent No.ll (November, 1946)
Chapiter VII - Correspondeince

A. Colonial Office.

The present Regulation 145 (3) and (4) shall
be renumbcred 145 (&) and (5) respectively snd the
Tollowing new sub-paragroph (3) shell be inscrted:-

“(3) Rgstricted despatches, which the
Governor umay coumrwllcate to such »erzons as he may
think f£it at his discrc¢tion, but whieh in other
recgncets will bg subject. to the same restrictiong as
conf'idential decspatches. ™



w L’)‘:L

DDECODE.
" TELEGRAM SENT.
From GOVERNOR to SECRETARY OF STATE.
Despatched : 18, 9. 47 Time . 16.10 Received | vovivun. s BRI e e alae

No, 529, wail Schedaule io. 57.
Circular Despatched Confidential of 24th and 27th July not included in mail.

2. Grateful for copies.

GUVERNOR,

o 3o o oenif?

G.T.C.




From tho
To the
Circulwr

Date 8th

A

B oo

Secretary of State for the Colonies.

Oftficer administering the Governmcant of ol
FALZLAND ISLANDS

Telegram Saving. SECRET.

august, 1947.

ny secret circular telegram Saving of the
17th JLnu-ry 1942, R

Seeret sgaborng official mail. I enclose, for
your inform.tion, & copy of a letter from the ..dmiralty
regarding the terminantion of the arrangement under which
the admiralty took over from the Genernl Post Office
the responsibility for the desp:teh by surface routs to
destinations overseas of top secret and secret matter
of Government Depurtments in this country.

The effect of the revised nrrangement will be
that any ton secret or secret matter sent by surface
route from the Colonial Office will arrive ot Colonial
ports in the care gf the mister of a British Merchant
ship. The Colonial Government will be informed by the
Admiralty of the despatch of such mail and will have to
make arrangements for collection from the conveying vessel.

Yith regard to secret und top secret motter
sent by sean from COlODldl Governments to the Colonial
Office it will be necessary for Colonial Governments to
arrsnge direct with the masters of British ships for the
conveyance of the bags which should be consigned
c¢/c of the Head Postmaster, first port of call, ZEngland.

I should be informed by telegram of the despatch of such
bags,

It will be seen from paragraph 6. of the
A0miralty letter that payment for sea conveyance of such
bags in boti: directions will be made to the shipping
company by the Genercl Post Office in this ccountry who
will formulate an account at regular intervals, The
account for maills despatched by Colonial Governments will
be presented to the Crown Aagents for the Colonies for
payment and they will debit the accounts of the Colonies
concernad.,

Thq



The new procedure rel:tes only to the
convey..ace of saffe haind mall by se: and does not
effect the arrongements where they ¢xist for the
transmission of such mail by air. It has been
thought desirable however to bring the new proccedure
to the notice of all Colonial Govarnments etc.,
since the need may occasionally nrise for the
despateh by sen of bulky top secrgt or sacret

matter.
(To_Borunao,
A copy of the circular savingram Sarawak,
of the 17th January, 1942, is enclecssed for . Hon;: Kong,
convenience of refercncs. Gov.Gen,Maloya,

Sinpapore and
SECER. Malayan Union).




_ ADMIRALTY, SeW.l.
M. 1956,/46. ' 9th June, 19L7.

Sir,

I am commanded by My Lords Commnissioners of
the Admiralty to refer to the arrangement whereby the
Admirglty have during the late war been responsibls for
the collaction and despatch by surface route, to
destinations overseas, of Top Secret and Secrst matter
for all Goverament Departmente and to inform you that in
view of the return to morse normal conditions, and the
closing -of many war-time HNaval Bases, it has been
necaessary to revisw the positian.

2. The future arrangements for the handling of
these bags of Secret matter have besn discusssed with the
Panel on Sgcurity Arrangements, the General Post 0Offics,
the Ministry of Transport and the Shipping Compsniaes. The
Shipping Companies have agreed to comply with ths
security requirements, and the General Post Office havs
agreed to'uadertake the loading and unloading at ports in
the United Kiangdom. For the present the Admiralty will
remain the ceatral collecting office and will arrange for
the. bags to be transported tc aond from the ports
accompanied by an Admiralty courier.

3. It will in future be necsssary for the bags to
be collecied at their overseas daestination direct from
the master of the conveying ship by the overseas authority
to whom the bugs are consigned by the origianating
Dspertment. Where bage are addressaed to authorities to
whom there is not a direct sea outlet, the bags will be
consigned to the most conveniently situated represantative
of the originating Department concerned. Autharities to
whom bags have been consigned will be notified of
despatch by telegram and must arrange to meset the
conveylng vessel ou arrival at the port indicated.

M In the homeward direction, it will no longser
be possible Tor the Naval Authorities overseas to act as
collecting and despatching offices, and authorities
overseas wishing to despatch bags to the United Kingdom
will have to arrange direct with the masters of British
ships for the conveyance of the bags. :

5. Attached ars copies of a lestter to the master

ond the way bill which will be handed to the master of
the conveying ship with the bggs; the way bill will be

in/
THE UNDER SECRETARY OF STATE, Q
THE COLONIAL OFFICE. &



in triplicate, on onc copy the master will obtein the receipt
of the receiving authority and the other two copies will be
handed over with the bags, one to be receipted and returned
to Admiralty. It is necessary thnt the same procedure should
be followed for homcwird bags and that they should be
sccomprnied by a similar jetter and way bills, wording of
course being suitably ameuded. Authoritics oversecs
despntching bags to the United Kingdom must consign them care
of the Head Postmaster, first port of call England, and
notify despatch by telegram to Departmental Heudguarters in
London who in turn should inform the Admirclty.

6. Paymant for sea conveyance of the bags in
both directions will be mude to the Shipping Companies by the
British General Post Office, who will formulate an account
with the Government Department concerned at regular intervals,
for the purpcse of rccovery of the costs iacurred,

7. In cpireeing to accept the security
requirements, the Shipping Companies have asked that steps
may be talken to ensure that ordinary postal matter does not
find its way into these spscinl baga. My Lords request that
this point may be strongly emphasised in any instruction
issued ospecially in the case -of authorities overseans. Ths
Post Office ualso stipulated that for practical reasons the
maximum weight of any bag should not execesed 50 lbs.

I am, Sir,
Your obedient Servaat,

(SGD) N. ABERCROMBIE.
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GENER.L POST OFFICE.

Sir,

It is requested that you will keep in your
personal churpe the British Governwment epecial bags
shown on the schadule(s) (3 copies of each) attached.

25 The bags should be stowed in the strong room
or other sscure lock-up place, preferably in sight of
the Officer of the Wntch, and the place where the buags
are kept should not be opensed at any time during the
voyage unlsss o responsible orficer is in wttendance to
ensurs thit no unauthorised pereon guins aodmission nnd
that the bugs are not interfered with in any way.

3. If you or your responsible representotive is
in doubt ns to the adeéquacy of the security afforded
by the lock-up acecommodation availzble, you must so
inform the Post Qffice representative, and the
responsibility for accepting the accommodotiotn would rest
with that authority. You would, however, be expscted to
toke all reasonable precautions.

L. If a risk nrises of the bags being compromised,
You should arrange for their dsstruction by fire or have
them weighted and thrown into deep water,

5. Such destruction, or any other untoward
incident or damage to the bags, should be reported by
you as soocn as procticable to a British authority and
direct by cable or W/T to ths sdmiralty, M. Branch (Mails).

6. The bage should be handed over only to the
addressee (or his propserly accredited representative)
who would have been advised by cables of the despatch of
the bag. If your ship is not met at the port by the
consignee, you should regusst instructions as to diaposal
from the ncarest British Authority., If your vessel is
diverted und does not cwull at the port concerned, you
should make your request to the British Consul or
other British Authority at ths next port of call.

HEAD POSTM~STER.

The Moster
SS 1l
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RECZIPT FROM BRITISH AUTHORITY AT DHSTINATION/ M(EM) L

ADMIRLLTY
194
MEosoa0000000006000000GO000A000900C
SCHEDULE OF SPHCIAL BaGS DESPATCHED
PER S.8. " "

Number Officer Destination

LI I I I A N A I A B T B B R I B R I BRI B I A B I SR R I I I B R S B I RO I I I Y I S S ST I I S I S R A I ]
€ 8 5 2 PSRRI R P E NPT P PCEE RS TERP PP SN ST TR AINE O E AT A PSS e darS
4 8 9 &7 & 60 20 n B g oA $ S s o kP eI s d 4 4SO S SN I VEEPEECED IS S et sass e RS
S 5 8 & & 4 0w B &% E DSk e s 4D d PSSP A PSS IS TSP EIE I APPSRy
LI I I I R R S RS I R S I I A I A BN R R R A R B R R R Y R R B I R I B R I R B S R R B BRI A
O A R B S A I I B B O B I B TN R I S R Y B B RSN R B R BRI I R I B R I I B B B R B B BN B B R A A A
® 2 2 9 5 5 P T PP RO T AT E TN AN PEY SIS ES T YL TEYIE OISR Red S
LRI I I A I B R B R R R I B A R AR A S A B S A B AR B R R R A B AT R A SR A A BB NI SRR B B B L B L B

# 09 ¢ 00w PP B P 0 5 8 0P e s YA PR YA NP O e s b s e ¢ 9 8 a ¢ 0SB A A0

eveesseassssssssesSpacial Bag(s) adéressed as above have been duly
regceived Btscsesereresessasssefrom the Master of the

S.S‘ ”llliprrlolllllll-ltl" o

Rank‘lll.IIll.ll.‘.ll.'lll'."'l‘.ll.

Datea-tlo-.'.oll.lo'illllllilllll.'c--

The three copies of this Form are to be receipted, one copy supplied
to the lioster of the 3.8. delivering the bags, one copy to be
returned to the Admiralty and a copy for retantion by the

Receiving Authority.

2 THIHSH




L
5

» & 9 i

k- 22203/2/li7. 5

. .
Ve

FROM THE SECRITARY OF STATE FOR THE COLOWIES.

TO THE OFFIC.R ADMINIST.RING THE GOVERNHINT OF

CIRCULAR TEILLGRAN SAVIYG, VFALELAND ISLANDS

17ih September, 19L7.

SECRET
66? My secret circular savingram of the 8%th Augugt.
i Secret seaborne official mail,
Oa I enclose Tfor your inforimation a copy of a further
— -_-_-____-
letter from the Admiralty on this subject.
A, Pleacse arrange for action to be taken as
(Lﬂ“ indicated in the second paragraph of the letter.

SLCZR.
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COPY
Referecnce ki.1956/L6
ADMIRALTY,
S.W,1.

2nd August, 1947.

Sir,

With reference to Admiralty letier 1.1956/L46 of the
9th June about the future arrangements for the despatch of
"Top Secret! and "Secret! matter overseas by surface route,
I am commanded by My Lords Commissioners of the Admiralfty
to inform vou that certain of the Shipping Companies are asking
that guidance may be given to the Masters of their ships as
to the nature of the credentials consignees overseas will
produce when collecting the bags.

2 I am %o suggest that the overseas represcntatives

wheh collecting the bags should have in their possession the
cable from the Admiralty advising despatch of the bags, supported
by an officially stamped and signed memorandum from the

overseas office fto which they are attached, zauthorising them

to collect the bag or bags conccerned. Where the official
concerned carries an Ofiicial 1dentity card or pass identifyving
nim with his oifice the memorandum would seem UNNECESSArY.

Gl Subject to your comments the Shipping Companies will

be informed as above and a sultable paragraph added to the
instructions to the Masters of conveying ships. It is assumed
that you will take the necessary action to iastruct vour overseas
representvatives,

L I am alse to inform you that the arrangements contained
in Adwipalty letter M,1956/.6 of the 9th June refer only te bags

exchanged between Departmental Head Quarfers in the United
Kingdom and Yverseas Offices. The exchange of bags between one
office overscas and another office overseas would have %o be
arranged lccally on an ad hoc basis.

I am, Sir,
Your obedient Scrvant,

(sgd.) N. 4bercrombie.

The Under Secretapy of State,
The Colonial Office,
Whitehall,
London, s.W.1.




CIRCULAR DESPATCH

THE CHURCH HOUSE,

RESTRICTED

1015/31/51

oAt

GREAT SMITH STREET,
LONDON, S.W.1.

2nd November, 1951

Sir,

NUMBERING OF OFFICIAL CORRESPONDENCE WITH
THE COLONIAL OFFICE

I have the honour to refer to paragraph 4 of my
predecessor’'s confidential circular despatch of the 20th
December, 1946, and to inform you that I have decided to
révise the system of numbering my despatches, savingrams
and circulars addressed to the Officers Administering the
Governments of the Colonies and other Dependencies in order
to avoid the need to mention the security classification
when referring to a previous item of correspondence. The
use of the security prefix as a means of identification,
which cannot be avoided under the present system, tends to
enceourage overgrading, complicates the down-grading of a
document when the need for the security prefix has passed,
and has other disadvantages. It is also intended that
despatches and savingrams shall be included in the same
numerical series since there appears to be noc need for a
separate series for each type of communication.

2a I propose, therefore, that both despatches and
savingrams, irrespective of their security classifications,
shall he numbered in a single annual series for each
territory. Correspondence marked "Staff" will, however,
be separately numbered in a single series for both
despatches and savingrams again irrespective of the
gecurity classification.

Fe Circular despatches, savingrams, memoranda and
notes will all be numbered, wether classified or unclassified,
in 2 single series for each year. The number will be
followed by an oblique stroke and the last two figures
of the year. The method of referring to a circular
communication of any of the above types which is numbered
in this way will be "eircular 193/52%"., It will not be
necessary to quote either the date or the security classi-
fication or to indicate whether it is a despatch; savingram,

memcrandum, or a note.

L. It is not proposed to alter the present arrange-
ments for numbering telegrams.

Ha The new system will come into operation on the
18t January, 195'.«_‘9 ahd I shall be obliged if you will,
from the samé date, introduce a similar wsystem for

/numbering

THE OFFICER ADMINISTERING
THE GOVERNMENT OF

THE FALKLAND ISLANDS.
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numbering despatches and savingrams addressed to
me, i.e. your official correspondence should be
numbered as follows: -

(a) despatches and saWngrams, irrespective
of security classification, in a single
annual series;

(b) staff despatches and savingrams,
irrespective of security classification,
in a single annual series.

6 All correspondence bearing the prefix
"Top Secret" or "Secret" should of course continue
to be forwarded in the dipliomatic bag.

e Copies of Part II of the revised Colonial
Regulations were sent to you in my predecessor' 8
bl circular despatch of the 26th October, and
un Regulation 147 therein should be amended as from
lp34 the 1st January, 1952, to read as follows: -

147.(1) The Governor's communications to
the Secretary of State shall be numbered in
succession commencing annually with a fresh
series as follows:-

(a) despatches and savingrams, except those
marked "staff", in a single series;

(b) "Ystaff" despatches and savingrams in a
single series;

(e¢) telegrams in a single series.

(2) The Governor's despatches shall
be signed by the Governor or an officer
. deputed by him on his behalf.

8. This eircular has been sent to the
Federation of Malaya under cover of a separate
despatch.

I have the honour to be,
gir,

Your most obedient,
humble servant,




1o Lorel: Q051
C. O. ref:

SAVING TELEGRAM.

Lrom: The Officer Administering the Governiuent of the Falkland Islands.
Tu:  The Secretary of State lfor the Colonies.
Date: 218t Wiy, 135E,
Mo, 165 SAVING. $YLaaTE,
twlonial office catwerd leils.

” ~
. \.'?

L

Srakeil vo be iafopmed of gupject matter of Jyuur Loo
end & dated 1480 snc 204k lecesbew, 135., voapolilveiy.

2. Your Icgpaten {or Gaving Tologruwe; Dee 55 ol LG0E Las 0% woun
pocolved = jrascful fur oopy.

3, Twe savimg Tolegrass beacing thie So. 51 heve 2ced e aoived, e
dated 17th waraen 1902, axi whe cthor Luth sarcu, 1353

OFPICER ADINITMILLmG T SOVISMASEIT,

For 5 20
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C.0. Ref: EOD 140/09

CIRCULAR 953%/52.

DESPATCH

THE CHURCH HOUSE,
GREAT SMITH STREET,
LONDON.S.W. 1.
lst October 1952.

Sir,

"STUDENT" SERIES OF DESPATCHES AND SAVINGRAMS.

I have the honour to inform you that it has been
suggested that it would be convenient if the growing volume
of routine correspondence relating to students and scholars
bore a special prefix so that it could be segregated from
the rest of the Colonial Office mail.

2. This arrangement would have several advantages
and I have therefore decided that as from the
1st QOctober 1952, my despatches and savingraems dealing with
individual students and scholars or with groups of such
individuals shall bear the prefix "Student" and be
numbered separately in a single annual series. I shall be

obliged if you will sdopt &8 similar procedure from a
convenient date,

3+ The prefix "8tudent" will not be used for telegrams,

L. Colonial Regulation 147 should be amended as from
the 1st October, 1952 to read as follows:-

"147. (1) The Governor's communications to the
Secretary of State shall be numbered in succession
commencing annually with a fresh series as follows: -

(a) despatches and savingrams, except those marked
"staff" or "student", in & single series;

(b) "staff" despatches and savingrams in & single
series;

{(¢) '"student" despatches and savingrams in a single
series;

(d) telegrams in & single series.

S /e

THE OFFICER ADMINISTERING

THE GOVERNMENT OF

THE FALKLAND ISLANDS.
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5. This circular has been addressed to all
Colonies and Protectorates

etc., It has been sent
to Malta for the attention of Ministers and to the
High Commissioner, Federation of Malaya, under cover
of a separate despatch.

I have the honour to be,
Sir,
Your most obedient,
humble 8Servant,

et
- l-“'-_“"‘""-n-«.
O Wer, Wl g

—
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)
Saving. -
Fii the Secretary of State for the Colonies.
To the Officer Administering the Government of ... .. FALKLAND ISLANDS
2% ( COLONY )
Date  /: October, 1952, )
e £S5/
Nohm”{éjgmw‘SaVMg. \* 1 DEC 105

A R
(RAV)

Your saving telegram No.165 of the 21st July.

2. The subject matter of my despatch No.87/51 was
place-names to be used on proposed new Australian map of
Antarctica, and my despatch ¥0.89/51 sale of Norwegian

type skis to Argentine imbagsy together with boots, stc.

3 liy communication No.23/52 has been cancelled. It
is regretted that you were not so informed.

ily savingram dated 20th liarch, 1952, was
 incorrectly numbered 51 and I should be grateful if it
could be re-numbered 514. This error is regretted.

SECER .

N
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om the Secretary of State for the Colonies. PATXLAND ISLAMDS
{ coLonY

/o the Officer Administering the Government of

. 22
AN November, 1952
B FLE T i Rl R e

@
No....... /C”O Saving.

Numbering of Official Comnunications.

Your Stai'f Couwmunication No. 16 has been
duplicated on Schedules 11/52 and 14/52.

Vill you please inform me which of these items
should be renumbered.
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K. I vef: 63/&le
C. O. vef: HaT/20273,55%.

SAVING TELEGRAM.

Irom: The Officer Administering the Government of the Falkland Islands.

To: The Secretary of State for the Colonies.

Date: 128h Incexber, 195

go, 236,  SAVING.

e

—

orficin;: -omsunicailons,

fige 1¢ on Schedide |

fai
*.

abculd o rempiberss: lLid.
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&STRICTED

C.0. Ref: EOD £8/05.

DESPATCH
CIRCULAR 186/53 Jasg THE CHURCH HOUSE,
RESTRICTED ‘**5igﬁiib7fwv GREAT SMITH STREET,
Ln‘l ALK 3% LONDON, S.W.1.
\QQiEQ_Lﬁfjﬁ¥’/ e February 1953.
Sir,
. TRANSMISSION OF MAIL OVERSEAS
\gk.‘; O I have the honour to transmit to you, for your

————— information, a copy of revised instructions, which, at
the request of the Foreign 0ffice, have been circulated
to Government Departments in the United Kingdom, regarding
the transmission of official mail to ecertain communist
countries and other countries where entry difficulties
are encountered.

2. You will nc doubt arrange for any official mail
which your Government may have occasion to send to
Her Majesty's Diplomatic or Consular posts in the countries
named to be forwarded either to the Colonial 0ffice for
transmission by the Foreign Ofrice diplomatic bag, or to a
convenient Foreign Service Post for onward transmission by

diplomatic bag.

o This circular has been addressed to all Colonies
and Protectorstes etc., and to all Regional Organisations.
It has been sent to the High Commissioner, Federation of Malaya
under cover of a separate despatch.

I have the honour to be,
Sir,
Your most obedient,
humble Servant,

]
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THE OFFICER ADMINISTERING
THE GOVERNMENT OF THE

FALKLAND ISLANDS.
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.COFY OF REVISED INSTRUCTIONS.

Transmission of official mail to certain Communist
countries and other countries where entry difficulties
are encocuntered.

Ls The Foreign O0ffice consider it undesirable that any
official material whatsoever, even unclassified materisal
such as that used for information and publicity purpcses,
should be sent by ordinary post to the Soviet Union or
Satellite countries or China, where it would be exposed

to interception by the local authorities. As an

exception, therefore, te the general rule laid down in
paragraph 19, sub-paragraph (c) of Chapter IV of the
booklet on "Security in Government Departments" (where it

is stated that all material classified Restricted and all
un-classified material should be sent by ordinary post), all
material, both classified and unclassified, addressed to
posts in the following countries will, until further notice,
be accepted for transmission by the Foreign Office
diplomatic bag: -

Bulgaria

China
Czechoslovakia
Hungary
Poland
Roumanis
Soviet Union

~N O\ E LN

As regards China, the only Foreign Service post there which
can at present be reached by diplomatic bag is Peking.
Correspondence for other addresses in China cannot therefore
be accepted for transmission by the Foreign Office bag at
the present time. 1In addition, since the amount of material
which can be conveyed by the Queen's Messenger to Peking is
strictly limited, official material for transmission to the
Embassy must be confined to light and essential material
only.

2. In addition the Foreign 0ffice will, until further
notice, accept, besides material classified Confidential and
apove (which should ordinarly be sent through the

Foreign Office diplomatic bag under existing instructions),
all classified and unclassified official material for the
following countries where posval or entry difficulties or
otner special considerations at present exist:-

1 Austria

2 Egypt

3 1Israel

L, Spain

5 Yugoslavia



RESTRICTED

C.0. Ref: EOD 88/05.

CIRCULAR 528/53. THE CHURCH HOUSE,

RESTRICTED GREAT SMITH S TREET,
: LONDON, S.Ww.1.
11th June, 1953.
8ir,

TRANSMISSION OF MAIL OVERSEAS

I have the honour to refer to my circular
No. 186/53 and to inform you that the instructions on
the transmission of official mail to certain communist
countries and other countries where entry difficulties
are encountered, a copy of which was enclosed therein,
have been amended by the Foreign Office in the light
of comments received from other Government Departments.

. 2. A copy of the relevant portion of the amended
————— version of the instructions is enclosed for your
information.

3. This circular has been addressed to all Colonies
and Protectorates etc., and to all Regional Organisations.
It has been sent to the High Commissioner, Federation of Malaya
under cover of a separate despatch.

I have the honour to be,
Sir,
Your most obedient,
humble Servant,

l\lq, m;:>

ﬂ‘_‘é‘r_—-—»

THE OFFICER ADMINISTERING
THE GOVERNMENT OF THE
FALKLAND ISLANDS.



TRANSMISSION OF OFFICIAL MATL TO
CERTAIN COMMUNIST COUNTRIES AND
OTHER CCUNTRIES WHERE ENTRY
DIFFICULTIES ARE ENCOUNTERED

The Foreign Office consider it undesirable that any
cfficial correspondence, whether classified or not,
addressed to H.M. Missions or Consulates or members thereof
should be sent by ordinary post to the Soviet Unicn,
Satellite countries, China, or certain other countries
listed below where postal or entry or other special
considerations at present exist. As an exception, therefore,
to the general rule laid down in paragraph 19, sub-paragraph (c)
of Chapter IV of the booklet on "Security in Government
Departments" (where it is stated that all material classified
'Restricted' and all unclassified materiasl should be sent by
ordinary post) all official correspondence, both classified
and unclassified, addressed to H.M. Missions or Consulates
or members therecf in the following countries will, until
further notice, be accepted for transmission by the
Foreign Office diplomatic bag: -

(a) Communist Countries

Bulgaria
China

« Czechoslovakia
Hungary
Poland

« Roumania

» Soviet Union

~N O FEF W

(b) Countries where postal or entry difficulties
or other special considerations at present
exisgts: -

8. Austries

9. Egypt
10. 1Israel
11. Spain

12. Yugoslavia.

2. It will be seen that the above excludes purely "informetion"
material of an unclassified nature such as is regularly sent by
the Central Office of Information by ordinary post direct to

H.M. Missions in the countries listed above. This class of
material should not be sent by the Foreign 0ffice bag.

o Similarly, correspondence for unofficial or foreign
addressees abroad should normally be forwarded through the
ordinary public services. In any particular instance in which
the use of Foreign Cffice channels may be considered desirable
in the interests of the addressee or otherwise, Departments
should be guided by the instructions in paragraphs 5 and 14

/of

-



o _‘2.-“
of Chapter XXI of the Foreign 0ffice Handbook on
Communiications. A copy of those instructions is
annexed. The foregoing considerations apply particularly
to correspondence with private addressees in the
Iron Curtain countries listed in paragraph 2 (2} above.

L. As regards China, the cnly Foreign Service post
there which can at present be reached by diplomatic bag
ig Peking. Correspondence for other addresses in China
cannot therefore be accepted for transmission by the
Foreign Office bag at the present time. In addition,
since the amount of material which can be conveyed by the
Queen's Messenger to Peking is strictly limited, official
material for transmission to the Embassy must be confined
to 1ight and essential material.
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FROM THE SECRETARY OF STATE FOR THE COLONIES.

C.0. Ref: EOD 88/05

SAVINGRAM

CIRCULAR 972/53

RESTRICTED (€. 22Ny

{
18

i4th October, 1953.

TRANSMISSION OF MAIL OVERSEAS.

My circular despatch No.

9

528/53 of the 11th June.

L Attached for information is a _copy of paragraphs

5 and 14 of Chapter XXI of the Foreign Office Handbook on
Communications referred to in paragraph 3 of the enclosure

“4 e to my despatch under reference.

2. This circular has been addressed to all Colonies
and Protectorates etc., and to all Regional Organisations.
It has been sent to the High Commissioner, Federation of
Malaya, under cover of a separate despatch.

TALELAND IRLANWDS
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Extracts from the Foreign Office

"Handbook on Communicaticns" - Chapter XXI
X X X X X
"s. Any communications to unofficial or foreign

addressees which are accepted Tfor transmission by bag under
the provisions of paragraph 14 below should be covered by

a letter from the interested department of the Foreign Office
to the post of destination authorising and requesting
delivery.

A similar procedure should he followed when
Foreign Service posts accept such communications (which
should ordinarily be unsealed) for transmission by the bag.

United Kingdom Government Departments wishing to
send a communication in this category through the Foreign 0ffice
bag must forward it, unsealed, to the deparitment of the
Foreign 0ffice concerned under cover of a letlter explaining
the need of, and supporting the request for, the use of the
official channel."

LIPS The bag services as a general rule are not

available to unofficial or foreign bodies and persons

and special care should be taken in particular to exclude

any articles that are subject to Customs clearance. In
exceptional cases, where the national interest is invelved

or where strong compassionate grounds exist, letters from
persons not entitled to bag privilege, such as business firms,
Members of Parliament or lecal British subjects, may be
included in air or surface bags as circumstances mey require.
In such cases Communications Department should, if possible,
be consulted in advance or in any event be informed. The
following are quoted as examples of such possible exceptions:-

(a) letters concerned with the promotion of British
trade, the contents of which it is desirable to
withhold from foreign inspection. In the outward
direction such letters should normally be sponsored
by the Board of Trade and forwarded by them
unsealed to the appropriate department of the
Foreign Office under cover of a letter supporting
the request for the use of the official channel;

(b) 1letters where strong humanitarian reasons exist
for withholding the contents from foreign inspection,
€.8., Where disclosure might act to the serious
detriment, or even endanger the lives, of the
correspondents."

y
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Fr%t‘ne Secretary of State for the Colonie{.; ?(

To We Officer Administering the Government of FATKI.ID ISLANDS
9 }
Date ~[ MNovember, 1953
/?,-:-" b, \;

Numbering of Official Coimmnications.

Your communication No. 156 has been duplicated in
liail Schedules Wo. 9 (Sea liail) and No. 13 {Air Liail).

I should be grateful to learn which item should he
amendeds

o
-
~



F. 1. ref: 6841,
C. 0. ref: KED 102/9/01.

SAVING TELEGRAM.

From: The Officer Adininistering the Government of the Fallklund lslands.
To: The Secretary of State for the Colonies.
Date: 18th Decevber, 1373,

Wo. 215. SAVING. COLOMNY,

Your Saving Telegror Mo, 151. Murhepinsg of Official

(]

Commaricaticns,

TPlease cancel Savingram Ko. 156 appearing on Mail Schedule
Mo, 9 (sea meil).

é

__~"GOVERKOR,

a—p———
\Jl




CONFIDENTIAL

WED/012/9/01
: : Your Reference 68/41 2z 4
Saving g
Iy the Secretary of State for the Colonies PATKIAND ISLANDS

To the Officer Administering the Government of e

2r 57 i
Date ' _T‘#" el o
e b e in CONFTDENTTAL
Numbering of Official Communications.
T Your Colony Savingram No. 215 of 18th December,
y Further to my Savingram No., 151 of 21st November,
I can confirm that two different items have been
received both of which are numbered 156 as follows: -
(1) Sea Mail 9/53
Savingram 156 of 28th August - Subject; Legislation
Order No. 5/53.
(2) Air-Mail 13/53
Savingram 156 of 31st August - Subject; Strengths
of Local Forces.
S v I have renumbered (2) to No. 156A and will be
(.bmﬁmiw/‘\ grateful if you adjust your record accordingly.
C?DI\-'?qlr{u

SECER.
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v
Saving EOD 97/111/01

From. Secretary of State for the Coloniss
To the Officer Administering the Government of FALKLAND ISLANDS

Date | 119
' Saving CONFIDENTIAL

D

———

Please refer to your kiail Schedule
No. 12 in respect of mail forwarded on the
18th June.

2 This mail contained one Top Secret
and several Secret items.

3 Grateful if you would ensure that
any Top Secret or Secret material is sent by
w ot safe hand. (See my Secret circular despatch
... .4 ©f the 10th February, 1951).

SECER.

‘\\
!
\
e
&
S



Cyphar.
CCESM

@ Diconn.
TELEGRAM SENT.

From GOVERNOR tp SECRETARY OF STATE

Despatched :  7.8.54 Time : 1200 Received : «..-. e e ae
Clh;, No 225. SECRAT. Your JSuving telegram 98/5L.
’ Your seccret eircular despatch of 10th February, 1951
not received. Grateful you forward copy. Mail

bag in question was sent to British Ambassy,Montevideo
by safe hand of Master of s.s.FITZR0OY following nornal
custom and acknowledpged by tnem as reccived. Pending
receipt your circular guoted uabove graterful guidance
for future occasions.

GOVERNOR

]
i
I v B Ve B
\ ) gih % ' p e 8
£y R /R g6 | P
»ﬁ__i;ns‘ Lot 7 Cmw

sz



Dicopi,
® TELEGRANM SENT.

From SECRETARY OF STATE fo GOVERNOR

Despatched :  11. 8. 54 R R [6]0] Received :n 11.8.54 Time 1430

g < SECRET. No 147. Your telegram No 225. Understand
Sl mail number 12 was forwarded as air freight possihly
because Her llajesty's Bmbassy hiontevideo were not
aware it contained secret material.
&)

2a Please arrange labels of bags sent Her Majesty's
Embassy for onward transmission to be marked with a cross
on reverss side.

3. Savingram follows,.

SECRETARY OF STATE
Cyzher,

Sy



1}ﬁ_’clvi’ﬁg BOD 97/111/01

From the Secretary of State for the Colonies
To the Officer Administering the Govermniont of FALKLAND ISLANDS

beg V-5
No. (2 Saving SECRAET

& Your telegram No. 225 and my reply
~ No. 147 regarding Secret mail.

2. Greatly regret that in my savingram
No. 98 of the 7th July, it was overlooked that
my Seeret circular savingram of the 10th
February., 1951 (which is concerned mainly with
air mail) had not been sent to you. A copy,
of the ecircular is enclosed herewith.

SECER.

-y
o 5 S =)
NO- og e i'.""'“ RN H-‘--.--R::-h-u-nuu




A

CIRCULAR SAVINGRAM

SECRET

From the Secretary of State for the Colonies.
To the Officer Administering

the Government of
1272/17/50 10th February, 1951

DIPLOMATIC MATL

15 Please refer to Section III G 8 of the
Revigsed Colonial Office Security Instructions, a

copy of which accompanied my secret circular despatch
5 4 ik the 26th May 1950. PO
2. While it is clear that in most territories
the prescribed procedure for the despatch of top
t secret and secret material by diplomatic bag is being
followed, complaints are sometimes received that such
material has been forwarded through the normal postal
channels or, if sent by diplomatic bag, that the
usual precautions for safeguarding the security of

the contents of the bag, at all stages have not been
taken.

B Be It would be appreciated therefore if the
LA enclosed note on procedure could be brought to the
notice of all officers engaged on mail work.

L. With regard to Paragraph 4 of the note,
Please ensure that your arrangements for the transit
of the diplomatic bag between the airport and Government
Headquarters are in all respects satisfactory.

5. This circular savingram is being sent to the
Officers Administering the Government of all Colonies,
Protectorates and Trust Territories (except St. Helena,
Seychelles, Mauritius and the Falkland Islands); and
alsoc to the Chairman, East Africa High Commission, the
Comptroller for Development and Welfare in the West
Indies, and the Chief Secretaries West African Council
and Central African Council.

SECER.



Y
, ]

SECRET

NOTE ON DIPLOMATIC MATIL PROCHDURE

1. All top secret and secret correspondence
should be sent by diplomatic bag and not in the
G.P.0. bag with confidential, restricted and
unclassified correspondence.

2. The security classification should be
clearly shewn on the envelope or cover of any
classified material sent by diplomatic bag. The
use of two envelopes is unnecessary.

S The diplomatic bag should be made up in
the same way as the G.P.0. bag, sealed and labelled.

I The label should be addressed in the ordinary way,

but marked with a cross on the reverse side, and
passed to the appropriate (British) aircraft
company with an envelope containing the diplomatic
waybill in quadruplicate (specimen attached) for-
transmission c¢/o0 Pilot.

4. From the moment when a sealed bag leaves
the despatching authority it should be continuously
in the custody of a British subject answerable to
the despatching authority or the carrying authority.
This would include the British pilot of & British
airecraft, but not a pilot employed by a foreign
airline. 8pecial care should be taken to ensure
the safety of the diplomatic bag between the airport
and Government Headquariers.

5. Top secret, secret or confidential material
may be accepted from any local Service authority for
transmission by diplomatic bag. In such cases the
Service authority concerned should be notified of
the cost of transmission, with a view to recovery

being effected.



BULLETIN D’EXPEDITION OFFICIELLE

Q ‘15 hereby certified that the Officially Sealed Bags detailed below cortain only Official
or¥@pondence.

From To Number of Bags | Bag Nos. | Weight in Kgs.

HIS MAJESTY’S |

SEGRETARY CF STATE |

FOR THE COLONIES,
LONDON.

AIrport of diSemMbarK@IOD -« curoe et et ettt et et s eeee e e et e v snr s

The above-mentioned... ....bags are handed to British Overseas
Airways Corporation for conveyance by air to the Alrport of disembarkation shown, for disposal
as indicated.

(SIGNATURE OF DESPATCHING OFFICER) .- ceevtcmuiee i coeioreteieaneseuesmsammemessoete et oic 1 os

(STAMP OF OFFICE OF ORIGIN AND DATE)

(SIGNATURE OF RECEIVING OFFICER) ...« «:ssrsserenensasnunactasensusesmes costnass sasnssns ionasens s v
P.T.0.



RESTRICTED S ————r
FROM THE SECRETARY OF STATE FOR THE COLONIES.
C.0. Ref: EOD 97/111/07
SAVINGRAM

CIRCULAR1077/54 11th November, 195L4.

RESTRICTED

TRANSMISSION OF MAIL TO THE SUDAN

My circular despatch No. 528/53.

I have to inform you that the Sudan has now been
added to the list of countries where postal or entry
difficulties or other special considerations at present
exist (see paragraph 1(b) of the instructions enclosed
with the circular under reference). All officisal
correspondence for the Budan, of the nature described in
the instructions, should therefore be transmitted through
the Foreign Office diplomatic bag.

2. This circular hasg been addressed to all
Colonies, Protectorates and Regional Organisations
(including the Federation of Nigeria and Regional Governments).

It has been sent to the High Commissioner for the Federation
of Malaya under cover of a separate despatch.

SECER.

THE OFFICER ADMINISTERING
THE GOVERNMENT OF THE
FALKLAND ISLANDS.




CONFIDENTIAL

-

A,

EOD 97/111/02 _~

SAVIDNG

From the Secretary of State for the Colonies.

To the Officer Administering the Government of the

v FALKLAND ISLAWDS.
NSl Telexakenefonsts ho s APTE] , 1955,
79
NOsessosos :{,’......Saving. CONFIDENTIAL

I enclose a copy of a semi-official letter
from the Foreign Office’%egs; % report submitted by
H.M. Embassy at Montevideo regarding the carriage of
2 bag containing classified material from the
#alkland Islands.

2. No information is available nere as to
Mr. Watton and whether he is a suitable person to
be entrusted with Top Secret material. I should

therefore be grateful for a report on the circumstances

in which Top Secret material was entrusted to a
non-cfficial travelling on a foreign ship.

SECER.



COPY

/1
FOREIGN OFFICE, S.W.1.

e S L20) March 4, 1955.
CONFIDENTIAL

Dear iiaynard,

I enclose a copy of a self explanatory
report submitted by the Administrative Officer
of our Embassy at iontevideo about the carriage
of a confidential bag from the Falkland Islands.

2. I think you will agree that to send a bag
containing Top Secret material by casual courier,
and handled in suych & casual manner is, to say

the least, risky. It also contravenes the

security regulations governing the carriage of
confidential bags. The bag had no distinguishing
markings on the label apart from being graded

Top Secret and was forwarded by Foreign Qffice
confidential bag which left kontevideo on

February 18.

3 You may wish to raise the matter with the
Secretary's Office at Port Stanley.

Yours sincerely,

(sgd) (A. Dockerill).

P. Maynard, Esq.,
Colonial QOffice.



COPY

A B m!"‘\:fﬁ

BAGS FROM FALKLAND ISLANDS

The object of this minute is to call attention to a (to me)
very dangerous practice which the Secretary's 0ffice at
Port Stanley has recently adopted. One is aware that some means
of communication over.and above the "Fitzroy"'s more or less
monthly service may, oncccasion, be unavoidably necessary;
the practice now adopted of delivering bags to passengers on
foreigh ships, unless speed is the paramount consideraticn, 1is
definitely risky. The following c&se in point tends to confirm
thise.

but

On February 9 we received a telegram signed "Secretary"
asking us to meet the Danish ship "Nancies" and to collect a
bag from a passenger called Mr. VWatton. Enguiries at the shipping
agents gave the date of arrival of the ship as Saturday morning,
February 12. On telephoning their offices early on Saturday, I was
informed that the ship had arrived at 10 p.m. the previous night,
and the passenger, Mr. Watton, had gone to the Hotel Espana.

The hotel was called at once, but they said Mr. Watton
had left the premises. Apparently he had called the Chancery ten
minutes earlier and had spoken to our porter who said there was
no one in the office at that moment who could take delivery of the
bag. Wr. Watton then arranged with our porter for the bag to
be collected on the following Monday.

I called Miss Pring, who was on duty, and asked her to do
her best toc contact Mr. Watton and to ask him to bring the bag in.
This he eventually did shortly before 12 noon that morning.

The bag delivered by Mr. Watton had no indication on
its label of the grading of its contents, but on opening it in
Chancery another bag was found, addressed to the Secretary
of State for the Colonies and graded TOP SECRET. Thus Top Secret
material had been entrusted to & casuyal messenger of whom our only
knowledge was a name supplied by telegram, and who was not even
aware of the importance of his trust. Else why his suggestion
that Monday would be early enough to collect the bag?

Do you think we could, rightly, call the attention of the
Colonial Secretary, Port Stanley, to this situation? Mr. Watton
did not carry any form of receipt for this bag, and one had to be
typed for him by Chancery.

Ntft\. f;\__ cl:.;'tva - p
copf sﬂg P

A 'u,;{i
Coull

Ll

- NL\,\.C[\

fci G.W. Deakin

14th February, 1955.

(Signed)

\




1. 1. ref:  68/41 y 4
C. 0. ref: EOD 97/111/02 /." '

SAVING TELEGRAM.

From: The Officer Administering the Government of the Falkland Tslands.
T0v:  The Secretavy of State for the Colonies.

Date: 23rd May, 19565.
No. 92, SAVING. CONFIDENTIAT, COL.OMY.

f( / Your confidential Saving Telegram No. 39 of 6th April, 1955.
Carriage of classified msterial from the Falkland Islands.

Mr, VWatton was at the time a Government Official in the

employment of the Falkland Islands Dependencies Survey and was
well aware of the contents of the bag he carried. He also held
a form of receipt which he apparently failed to produce.

2. It was expected that the foreign ship “Nancie 8" would be

met by an official from Her Majesty's Embassy at ilontevideo and
the casual way in which the bag was eventually 8elivered 1ls regretted.

3. Steps have been taken to ensure that classified material
will in future be handled in accordance with security regulations

governing the carriage of Confildential bags.
GOVERNOR,

8/DM



g ® Deconk.
TELEGRAM SENT.

From GOVERNOR to SECRETARY OF STATE

Despatched : 7.x.55 Time - 1200 Received | «oee WG S cooc

No.162. Colonial Office# kail Serial No.67. has
not been received. Post O0ffice report that bag of
registered mail despatchdby G.P.0. London on 14yl July
arrived bearing signs of havingbeen tampered with and 5

registered items were missing. It is therefore assumed
that meil has been steolen. Report was made to G.P.O.
London. Grateful for copies of correspondence

ineluded in maml No.8&7.

OFFICER ADMINISTERING THE GOVERNMENT'S DEPUTY.

GTC : JB/INR



DEcobE. _

- TELEGRAWNM SENT.

From SECRETARY OF STATE fo GOVERNOR

Despatched: 26,7, 5%, e a5 Received : 27,7.56. Time: 0900

PRIOEITY

[ozs il 164 Follovin: fromn Covernor begins:-

Colony estimutes despatch, Devendencies nrogroriie of
vork and estimetes Cespotches connot be found here although other
Feliland Islond airmeil hes arrived., Please confirm they vere

ent eirmeil by "Fitzroy! leaving tanicy lith July.

L2

P/L : PT


ainra.il

GOVERNMENT TELEGRAPH SERVICE gy

. . FALKLAND ISLANDS ‘ l
SENT
Number Office of Crigin Words Handed in at Date
PRIORITY 27th July 195
To
CHAPELRIES LONDCH, a/c H.0,

161 YOURDLL 116 STOP FOLIOWLIG FOR GOVERIOR FROM DENTON-THOLPSOI BRG 1S

COLANY ESTRIATES DESPATCH AND DEPINIENCIED PROGRAMT OF TORK AID

ESTIMATES DISPATCH WERE PORAKRDED BY CIASSIFITD ATRUAIL 17/56 WHICH

VAS PUT ON 1,0H JULY TPITZRCY PERSOMALLY BY CHIIF CLERK STGP I ORDER

TO ASSIST FURTHER INVESTIGATIONS GLAD IF CCLONIAL OFFICK COULD CCIWFIR

Depelo. e
EICLIPI‘ OR ()"‘I*IJE'ISD OF DESPATCH 103 ,l .’a!N.ﬂIG—RA.t‘[ 29LAI’D FOLIDT.’ING-

SAVﬂIGR’\_L"@ _86 of 12TH JUNE, 96 ZD JULY, 98 3RD JULY, 29 Lo JULY

WHICH SHOULD HAVE BERT I SAID HATL STOP Iii MOANTINE I AM PURSUTLNG

ENCUIRIES THROUGH BUBASSYL nmmvmx) STCP FIRST CPPORTUNITY TO G

COPIES IO MDNTEVDEO VILL BB APPROMIMATILY ZND STPT:IBER ..:TC‘P GLAD + Ny

IF COLONIAL OFI‘ICJ.. COULD TGTIE‘I gt RMIDI!LT"UI IF MATL IS RCCLIVID

Ce Au G

-
-




GOVERNMENT TELEGRAPH SERVICE

® : | 15
FALKLAND ISLANDS :)
SENT
Number Office of Origin Words Handed in at Date
PRIORITY 27th July 1956
Ta

PRODROET LONTEVIDED, a/c 1.0,

1 A ADVISED BY LCNDON THAT CSRTATH IMPORPANT DRSPATCHES THICH VERE

FORVARDED BY FITZROY VHICH LERPT HERD 14T JULY WNDER COVER OF BAG

ADDRFSSED SECRETARY OF STATE FOR COLONIES MAVE NOT BEEN RECEIVID STOP |

GRATEFUL IF YOU COUID COFPIR! THAT TS BAG WHICH SHOULD HAVE BEEN

PASSED THROUGH THL IBASSY WAS IN FACT RiCEIVSD BY YOU AND SIli? OHf

___TO LONDON a I it 220




Drcobz.

TELEGRAM.

‘.I 'DSL“' _)C'?

I TﬁII’JJ VIDEO.

From _
To ACINTIG GOVIZaIoR,
Despatched : 28th July 1956 19 T'ime : 1106
Received : Suh July 1956 Jise Time : 12C0
Your telegrom 27th. Service fortnihtly, ext
""-‘ lesves 31t Tettor follovis.
B/L : PT




Ducobi.,

TELEGRAM SENT.

Qs Sun G
From QQE’LEM@RC to SECRETARY OF STATE

Despatehed : 50, 7, 56. e Y iz Received : . Time :

Fo: 156, Followiag for Governor, beging:-
i i I:'.
Iy felepgram Mo: 161, I urderstand from

4 [} -
- — TR
llontevideo That bham in guestion will le-ve lontevideco on
< B

3ot JTuly, ends.

GG : PU



CONT

BRITISH EMBASSY,

LONTEVIDEOQ,

NTTAL

(9092/56)

45

\

July 30, 1956,

Dear Colonial Secretariat,

Would you please refer to your telegram of July 27 and our
replv. Qf July 28 abcut the transmission of despatches to London
which left you by the Witzroy on July 1L,

2. Subject to the weather the Queen's lessenger arrives here
from London on every alternate Thursday night, bringing our
confidential bag in which yours is normally included.

e On the return flight, which is scheduled for the immediately
following Tuesday, he collects our confidential bag for London, in
which we include your bag and any other confidential material from
you. Again subject to weather conditions and the normal hazards
of air tr:vel, he shcould arrive in London early on the Thursday
morning, and you may be confident that anything addressed to the
Secretary of State for the Colonies will he delivered immediately
from the Toreign Office,

L, The bag referred to in your telezram just missed the fort-
nightly Queen's Messenger of July 17 and is being dispatched by
the Queen's Messenger on July 31, Youwill rezlise thst the
gservice must depend on the connexion of the Mitzroy with the
schedule of Queen's Messengers, You may like to bear this in mind
in calculating the time which it takes your despatches to reach
the Jolonial Office. We can assure you that no undue delay takes
place here, as we collect your confidential material from the
Fitzroy at the first opcortunity after she arrives (not that we
deduced an implication to the contrary from your telegram of

July 27)

S In case you are not already awares of it, the normal means of
confidential communication with Buenos Aires and all the other posts
south and west of Rio is by the outbound Queen's lMessenger on
alternate Thursday nights,

Yours ever,

CHANCERY.
wils

The Colonial Secretariat, (555 \th'

Port Stanley, =
FALKLAND ISLANDS.




eb/h1

CONFTORETTAL 28th Septenber, G

Dear Chancery,

Thapk you for your Cuonfidenticl Jettor 0. 2032766
of the 30th July in connexlio with the trore- i.slan of desretelis
to lendon whielh left the Colony on the '¥itgroy' on Jle Ihth,

2. ¥Ye are of ccurae corpletely on tlEJi“L that there is ne
uncéue delsy in "ontevideo snd eppreclicte the “Ltahr with vegard
ta the srrival and derarturc schedules of e ”J en's ‘essensers,
Sur engulry wage rroespted by an crgent Lelegrar Trom the Colonial
Office whieh scemed to indiecate thal sope nnil desratcheld in tiwe
Celoninl GiTice Fmg in guealion had besn rcvcide and gome haud
not. In f'act ihe Colonial Office telesrer in ¢ eFtluﬂ weg mis—
leading,

3., we zrmegret any Inconvenlience eauased tce the Chuncery over
'Lh(: i E;‘.‘Lt&:-l‘.

Ycours sincecraly,

COT.GHT AL SECHEWARIAT,

‘he Chancery,
Britisnh Enbasey,

FONTEYINEO,

T/VC



(26

BRITISH ENBASSY,

Fs -
F/}'.‘./ﬁ,n'n«' A

3 A

¢§! ’;é'f
UNCLASSIFIED MON'TEVIDEO.

(9092/56) October 15, 1956,

Dear Secretariat,

We have received a rebuke from the Foreign
Office for sending by confidential bag three items
originating from you for the Attaché for Colonial
Affairs in #ashington which had no security grading
cn their outer covers,

2% ‘Je assume that everything that you send to us

by confidential bag is indeed confidential, and handle
it accordingly. Your non-confidential material does
not, of course, pass through our hands. However, in
order to avoid difficulties in the future in London
where, of course, vast quantities of bags have t0 be
handled, we should be grateful if you would ensure
that everything has its security grading on the

outer cover,

e e are sending a copy of this to the Communicatia:
Department of the Foreign Office.

Yours ever,

CHANCERY.
ArlAg
Colonisl Secretariat, A
Government of the Falkland Islands, ) e e e
PORT STANLEY. Togly o 126
7 Y e
\/L‘\: f_,’\ (" i J\J".__ t{ C
s ne P g A \
F‘VHA)MLLT t [] : ‘\\"Y.Um, 31"(§L .
4 .

P, ,‘(]c‘) 13_14‘\{4' 4
'/(/L\,,_/CI‘L ; ';.‘l,’ _{,Lf'-“'(l 44 ¢ 0

o
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%, 2\ BRITISH W7BASSY, '~

UQLASSIFIED MONT EVIDEQ,

(9092/56) I October 16, 1956.

Dear Secretsriat,

S ; yphac .':i"l'l J 3
I Efj*'“Ll You will notice the endorsement on the receipt for
e your Secret bag which reached us on the "Fitzproy" on
October 15.

oo 2, We return the bag in guestion in case you wish
CllgmAJ. to investigate. The inner bag appeared to be
undamaged, and there was nothing else in the ocuter bag.

Yours ever,

CHANCERY.
kil

The Colonial Secretariat,
Government of the Falkland Islands,
PORT STANLEY.

Lisr. s

4 £

L Lo oy rmin. 2

L

?t,//'.'/ 4
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UNCIASSIFIED

e

BRITISH EMBASSY,

MONTEVIDEO.

A

Qe
—
-

9092/56 October 17, 1956,

Dear Colonial Secretariat,

Please refer to our letter of June 30
in which we explained ‘the position regarding
the arrival and departure of GQueen's Messengers.
The winter timetable having come into force,
the schedules have now changed.

The fortnightly bag from London arrives
on a Sunday evening. The first one arrived
on October 14. The fortnightly bag to London
leaves on the following Friday, starting on
Cctober 19.

Yours ever,

CHANCERY .
L

Colonial Secretariat,
Port Stanley,
Falkland Islands.



2ist Jaruary, 19%7.

-

Deagr Chancery.

Ll " L 3
‘-' Fleacc seter tesveny Totiey ¢ the 15th Gelcher,

9 ies sreEnrding (e tranasmisgion el v Lhrae Gnglaesi fied

covers hy conlicential bag

It 1g regretied that thene covers were insdvert-

ently cent by cenfidentisal bag und care will he excr-

ciased in fuiture 1o see thatl no nop-~confidential netoaiad

is sent for tropsmission by Horeion Of{ice Dag,

An additional copy of tids leotter is enclose

iyl

B
]
i~

fopeciding le the Communicaticres Deoaris: gf the

Lornias Grhdse.

TLorm ever,

P e e
ol i

Tha Chancery,

] » ) -
e P,. A'.". .F:'.T[‘:?Auu!;’ ]

Wontevideo,
HRUGHAY,

DR/

Bl S

L .



21at Janunry, 1957.

Dear Thancery,

Would you please refcy ¢ your lether of the

1Gth Jdetober, 1956, regarding the recélpt of =z

Gameged hag per Eilinroy  on he InthCotcber, GGk,

e Bag iin ‘Gegotion swas intacht when it Jelt

!

Fhe"Becretariat "snd i rarssare: thet Lo -migat bave

Lhe
been dampged by TEets 0 COCHAROLChEs. The Inncr

Lag was avoerently untotelw:d,

L]

Arrangewmants will be macde for the nmore careful

=

gltowage <f llie bag on vosrd shin lu folarc.

The Chnaneerr,
B M,  Erbossy,
tontevideo,
TIGIILITAY

ADT/HC

FL



DECODE.

(o / .
e | 4
TELEGRAM.

To.  HaM, AMBASSADOR.

Despaiched - 9Y'5/57. 19 Time: 1530,
Recetved : 19 Time :

JOHN OLIVER ARRIVING HANNE S 14TH WILL DELIVER BAG.

GOVERNOR.

(INTLD) JB. 9/5.

MNG.



Drcopi.

TELEGRAM.

From Admiralty, London.. .

To Governor. F.I,
Despatched . 28/6/57, 19 Time : 0005
Received - 28/6/57. 19 Time - 1030,

Special bag M/Fll 6019/1 despatched S.S.Darwin

26th June request signal receipt.

Admiralty, London.
271521

ax
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RESTRICTED
FROM THE SECRETARY OF STATE FOR THE COLONIES

C. 0. Ref: EOD 97/111/07
SAVINGRAM

CIRCULAR 686/57 20th June, 1957.

RESTRICTED

TRANSMISSION OF MAILS

1O My Circular Savingram No. 1077/54 of the 11th November, 1954,

The following instruction has been issued to Government
Departments in the United Kingdom:-

—— "Paragraph 20 (g) of Chapter IV of the booklet "Security in
# Government Departments'' sets out the procedure for the trans-
. mission of classified and unclassified official documents (with
{ A the exception of publicity and information material) addressed
; to Her Majesty's Missions or Consulates (or members thereof)
in certain non- Communist countries where postal or entry diffi-

culties or other special considerations exist.

The Foreign Office have reviewed the countries affected and
advise that Austria and the Sudan should now be deleted from
the list and that Syria should be added.

The current list of countries where difficulities exist is,
therefore, Egypt, Israel, Syria and Yugoslavia, and Departments
are asked to note that official material for these countries should
be transmitted through the Foreign Office diplomatic bag.

( Her Majesty's Government is not, of course, represented
in Egypt at the present time.) "

2. You will no doubt follow this arrangement as regards any
official mail which your Government may have to send to any of the
countries concerned.

3. The appropriate amendment to paragraph 20(g) of the booklet
"Security In Government Departments’, will be made in due course.

4. This circular has been sent to all Colonies, (including the
Federal and Regional Governments in Nigeria), Protectorates and
Regional Organisations. It has been repeated to Antigua, Montserrat,
St. Kitts-Nevis, the Virgin Islands, and to the Chairman, Standing

A /Federation
Mﬂﬂ%@%m Ww i

The Officer Administeri g
\ The Government of the
ry

W Falkland Islands
i



Federation Committee at Bay Gardens, Barbados. It has been
sent to the High Commissgioner for the Federation of Malaya
under cover of a separate despatch.

SECER.




GOVERNMENT TELEGRAPH SERVICE

FALKLAND ISLANDS

b

2.

. SENT
Number Office of Origin Words Handed in at Date
21{%/’57-
To
ADNIHALIN, TAiii. Helin Aj/U-

ANG: YUUL 271521 SPECIAL BAG M/Fi 6319/1 RECEIVED,

GUVERI Ry
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CONFIDENTIAL

FROM THE SECRETARY OF STATE FOR THE COLONIES

C.O. Ref: EOD 97/ 018

SAVINGRAM

CIRCULAR 972/57 6th September, 1957

CONFIDENTIAL

¢

b 4
¥
S

MARKING OF CLASSIFIED DOCUMENTS

1, It has recently been decided that United Kingdom Government
Departmenta should in future adopt the practice of showing security

classification markings at the centre top and bottom of each page of
all Top Secret, Secret and Confidential documents; the markings, if

possible, to be in red.

2. In following this procedure, the Colonial Office will use
foolscap and octavo duplicating paper which has been printed '"Top
Secret', ''Secret", or ""Confidential" in red (paper for ''Restricted"

documents will not be printed, as this classification ia not much used).

On other paper the markings will be typed or’ si:ampedﬂ. It is
hoped to bring the new arrangements into operation here on the
lst October, 1957.

3. It ia desirable that security standards in the Overseas
Territories should adhere as closely as possible to the pattern
followed in the United Kingdom, and provided that no serious practical

or technicalobstacles appear - as to which I should like to be consulted -

I shall be glad if the new system of markings may be adopted in the
Territory under your administration.

4, I should be grateful if you would inform me of the date when
the new system will be brought into use.

5. This circular has been addressed to all Colonies, Protectorates
and Regional Organisationa. It has been repeated to Antigua, Montserrat,

St. Kitts-Nevis, and to the Virgin Islands.
SECER
1%,
S ~Hbao)
6’/,0 W GbLﬁ—gf a.\-/lto/c’f
Ds A - me amne Slie K Acs

Sy, . /¥ )(ww, 1959,

The Officer Administering
The Government of the

Falkland Islands

e
d?,
£
A
5



I". T. vef: 68/41
4@ . 0. rcfE0D 97/0LE

SAVING TELEGRAM.

Irom: The Officer Administering the (zovernment of the Falktand Lslands.
To:  The Secretary of State for the Colonies.
Date: 29th Cetober, 1957.

o L Th. SAVING. CULULIY

iR  Your Confidential Circulzr savingrem 10.972/57 oi 6th
Sepienber, 1957. sadking ol Classitlied Docuacnto.

Kew gysten wlil be breught into uvse on lut Hovewmbor,
1957.

GUViLki: R,

JEB/iiC




DECODE.

TELEGRAM SENT.

fFrom GOVERNOR to SECRETARY OF STATE

Despatched : 2, 10. 58. Time: 1015. R ECBIVEU 205 e tamie oyl [T C SR o ey

CONFIDENTIAL.

No, 142. Your Mail No.55 not received. Fost
Office here report that a Despatch Bag bearing G.P.C.
Registration No.1781 together with another registered
item No.3682 was missing from G.P.0O. London air mail
serial Nc.37 on arrival. GeP.0O., mail No.37 was re-
ceived unsealed but tied at neck of bag with string,
labelled in pencil "Islas Malvinas REPUPLICA (sic)
Argentina" and enclosed in a sealed Argentine bag.

No note of explanation was received from the Argentine
postal authorities in accordance with the Universal
Postal Convention.

2. Grateful if copies of correspondence contained
in your Mail No.55 could be forwarded.

GCVERNOR.

GTC:FH



BRITISH ELZBASSYE
(9092/59)

UNCLASSIFIED

MONTEVIDEO

May 12, 1959

Dear Secretariat,

We have not yet received from you the receipted
copies of the schedules of contents of our bags S2
Etaken by H.l.S. Protector on February 19) and S3

taken by R.M.S. Darwin on larch 2). Nould you
please confirm that these bags were received?

Yours ever,

CHAN Eﬁﬂ'ﬁf
.CA i‘

X \L/{

)

AR

Colonial Secretary's Office,
PORT STANLEY,
Falkland Islands.



The Chancery,
Lritian Erbassy,
liontevideo,
UP&JE_AI . TR /Ter

30th July, 1959

Leoxr Chancery,

Please refer to your 9092/59 of the 12th May, 1959,

regarding receipted schedules for bags 52 and S3.

On 9th llarch, 1259, the Seccreterist wos destroyed
by fire and it is thought that the reeaipts in qucstion were lost.
There is no roason to suspect that bags 52 ané 83 were not received

tut we of course have no meanus of cheecking.

If there was any correspondence originating from
the Chancery contained in either of the bags, it would be

anpreciated if coples could be forwarded.

Yours ever, Sl

SECREPARIAT. 1O
@,hm) f



(9092/59)

BRITISH EMBASSY,
UNCLASSIFIED

MONLTEVIDEO
August 5, 1959

Dear Secretariat,

s Please refer to your letter 68/41 of July 30, 1959,
regarding our bags S2 and S3,

The only letter originating from us was one dated
Pebruary 16, 1959, a copy of which, with enclosures,
=== W& enclose.

Yours ever,

A
CHANGERY//

(-ILJII 8
Secretariat,
Colonial Secretary's Office,
POxT STANLEY

Falkiand Islands.
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QWWM-‘;}MW‘f e T
do not appear to have been returmned. It
would be appreciated if copies of the
schedules could be forwarded or confirmation
given that the mails have been received in order.
5. Evans.

Mail Officer,
Colonial Office.

Mail No. Classification | Date L
b ufle. 4.70, .1 55 |
|

o) ’ . w. 2. 55
8| xhert bi 2 S
-6 gflc. G 7o 1. V55, |

\//O | Y £

L///yf e%é;&ﬂtif Lo .2.%7
v 12 alc. GLo, 25 R.57,

1. 0 T 25 2. 5C




e

Ref: 68/L1.

Fr

PALETATD TELATLL

v
(o)
3

Coloniel

T™e Colonlal Seercteary presents hds compliments
to the Mail O IJCLP, Goleonial 0ffice, and with refer—
ence to the latter's communilcation of the 20th Cctober,
1959, has the honour to stabe that copies of schedules
of Colonizcl Ofiice "ﬂilu 10, 12 and 13 are held here

Coples of schedules 65, 7, 8, 2 and 11 were logct in Lno

fire which destroyed the Cecretariat on 9th liarch, 1959
2e Ae Tor as can be ascertzined from the nurber-

ing of corrgspondence therz is no rcason to suppoce
that any Colonial Qffice ilails have pgone astray.

Seeretary's Office,

Stanley, Falkland Ielands.

25th Koverber, 1959

DRY/FH




'6verseas Mail Branch

COLONIAL OFFICE,
The Church House,
Great Smith Street,
SQWo1°

I -1 <5
Dear Mail Officer,

Would you please be good enough
to arrange for the urgent return of all
Colonial Office mail bags in your
Dossession.

Yours sincerely,

(S. Evans)
MAIL OFFICER

to ('{"( o 14




11th Deceuber, 1959.

Dear Hail 0fficer,

?;q./ Please refer to your letter of the 12th Hovember, 1959,
regarding the return of Colonial Office mail bags. Un-
fortunately the bags which had accumulcoted here prior to
9th HMarch, 1959, were lost in the fire which destroyed the
Secrctariet on thet date. The small number at present

held are being rcturncd by surfzoc route on the next mail.

Yours sincerely,

(Sgd.) D. R, Morrison.

Senior Clerk,
SECRETARIAT,

Mail Officer,
Overseas ilail Branch,
B/MF COLOLIIAL OFFICH




F. 1. ref: <o

‘. C. O. ref:

SAVING TELEGRAM,

From: The Ofticer Administering the Government of the Fualkland slids.
To: The Secretary of State for the Colonies.

Date: 19th larcn, 19060.

No 529.  SAVING. GOLOXY

Uneclagsificd Colonlal GfPice mail bag »osted tnroush
General Fost O ice,

At preosent one bag & wesk o made wp in the Colonial GfPice
for the TPeliland Islandg. ‘"his bag s decnaiched cach Vednesday,

On the 25th Janusry B.0...C. zomnence] thelr Comet £1ipghis
to South Anerics ecarrying meila from London 4o Hontevideo and
gtncr south American clties, leaving the Unitod finzdonm cach
Honday and Thursday, and the Ceneral Post Of"fice are now dos-—
patching twe air mall bage a week Tor the Colony. In the
circumstances the mail section might wish to consider waling up
two bags for the Colony cach week instead of onc.

GOVERTON .

JIB/LH



S

From the Secretary of State for the Colonies.

To the Officer Administering the Government of

Date .
No......

150

=
=

<\

m;

=

| ~

Ref. 20D 111/020

FALKLAND - ISLANDS

April, 1960.

..Saving

Your savingram lo.

L

59 of the 15th liarch.

Colonial Office li2zil bags sent through the
General Post Office.

Am not clear what useful purpose would be
served oy sending two bags a week as the additional

bag would presumably wait at Liontevideo until
collected by R.M.3. Darwin.

&(&aakrf%
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AGDT /My

105l Pef:GS/Lll
C. O. ref:

Sr! VING TELEGRAM,

From: The Officer Admunistering the Government of the Falkland lslinds,
To:  The'Sceretary of State for the Colonies.

Date: 240 1ay 1660

ML
AL R N vy

Your Savingram No,38 of the Gth aAppril. Colonial
@iitice malls.

The advantage is that a mail thot would othervise
wail some time will guite of'ten just catch a Darwin,
Certainly this is haopening in the case of the ordinsny
alr mails which by zrrangement with the G.P.0, 2re now
coming out twice weekly,

Officer Administering the
Government



CONFIDENTIAL
| Sk

FROM THE SECRETARY OF STATE FOR THE COLONIES

C.O. Ref: EOD 111/206/01

SAVINGRAM

CIRCULAR 984/60 19th September, 1960

CORRESPONDENCE WITH THE COLONIAL ATTACHE
WASHINGTON

I should be grateful if you would ensure that all correspondence
for the Colonial Attache classified ""Confidential" and above is sent to me
by diplomatic bag for onward transmission.

Bic There is no objection to "Restricted'" and unclassified corres-
pondence being sent direct to the Attache by ordinary direct mails but

it should be noted that such correspondence must be correctly addressed
i. e, Colonial Attache, British Embassy, 3100 Massachusetts Avenue,

N. W. Washington D. C., U, S A,

3. This circular has been addressed to the Governor-General,

The West Indies; Governors (except the Northern, Eastern and Western
Regions of Nigeria); High Commissioners; Administrators; the British
Resident, Zanzibar; the United Kingdom Commissioner, Singapore and

the Commissioner for the Southern Cameroons.

SECER.

%.’/H bo

The Officer Administering
the Government of

the Falkland Islands.
CONFIDENTIAL
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TELEGRAM. . e

DECODE.

From . tolenial Secrelbany, Stanley,. ...

Despatched : 25ré Februery, 19 °Z Time : 1425

Recerved : 19 Time :



»
DECODE. . (6o
From . Brian, Montevideo.
To Governor, Port Stanley
Despatched : 26th November 19 62 Time 1526
Received : 26th November 19 62 Time - 2030
PRIOKITY 01226
St) bL; Manders letter of November 19 to Jones
Obey /A Special bag reached Foreign Office November 19
Letter follows
BRIAN  (DRRIN
59 kw7

H.E. wanted to know

(2) when that particular bag arrived, He has now
P/L noted this information.

ER
(b) General times of sending special bags. Letter

will no doubt tell us. K.I.V, letter
(Intld.) DM (Intld.) EPA
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‘ (1511/62)

LO

4
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RESTRICTED
British Embass&
NONTEVIDEO

November 27, 1962

D, Mok

Wﬂﬁt“rfﬂ
Thank you for your letter of November 19 about
hags.

2. You will since have seen our telegram No.12 about
your special bag, which was sent in ocur Confidential
bag to the Foreign Office on November 17 (by Queen's
liessenger) and was acknowledged as received in the
Bag—-Room of the Forelgn Office on November 19. 1 do
not know what arrangements exist between the Foreign
Office and Colonial 0ffice for cocllection of bags, but
I should think that the Colonial Office would have
received the bag on the same day.

3 Our Confidential bag service to London leaves
fortnightly on Saturdays (closing on Friday evenings).
We also send a non-confidential air freight bag (for
letters graded up to 'Restricted') by the same flight
every Saturday (closing on Friday evenings).

L. Here are the closing dates for confidentisl bags
going by Queen's liessenger for the next two months;
(we will 1let you know at cnce if there is any change):-

01051ng November 30
December 14
m December 28
iy January 11
\ January 25
g February

\
sreo

—
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R.H.D. iManders, Esg., 0.B.E.,

Colonial Secretary's Office, e p{.u.p catg— WL‘* O/
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